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Abstract- Supply chain operations frequently experience incidents such as delays, shortages, quality failures, and logistics
breakdowns. Identifying root causes quickly is critical, yet current incident management processes are largely manual, reactive,
and error-prone. Existing systems primarily use rule-based alerts or statistical anomaly detection. Although effective in detecting
issues, they lack deep causal reasoning and fail to correlate multi-source data across suppliers, transportation, and operations.
This results in delayed resolution and repeated incidents. This paper introduces an automated incident intelligence framework
using agentic Al with root cause reasoning. Specialized agents monitor supply chain signals, detect anomalies, and collaboratively
perform causal analysis using knowledge graphs and probabilistic reasoning. Generative AI supports hypothesis generation and
explanation of root causes in natural language, enabling faster human understanding and response. The proposed system was
evaluated on simulated and real operational datasets involving multi-tier supply chains. Results show a 30% reduction in mean
time to root cause identification and 22% improvement in incident resolution accuracy compared to traditional approaches.
Additionally, the system successfully identified hidden dependencies that were missed by baseline methods. This work
demonstrates the effectiveness of agentic Al in transforming incident management from reactive monitoring to proactive

intelligence.
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I. INTRODUCTION

Modern supply chains are highly complex, distributed, and
data-intensive  systems involving multiple suppliers,
manufacturers [1], logistics providers, and retailers. While this
interconnected structure improves efficiency and scalability, it
also increases vulnerability to operational incidents such as
delivery delays, inventory shortages, quality defects [2], and
transportation disruptions [3]. Even minor disturbances can
propagate across the network, resulting in significant financial
losses and customer dissatisfaction [4]. Effective incident
management in supply chains requires rapid identification of
the underlying root causes [5]. However, current practices are
largely reactive and manual, relying on rule-based alerts,
threshold-driven monitoring, or isolated statistical anomaly
detection methods [6]. Although these techniques can signal the
presence of abnormalities, they lack the ability to perform deep
causal reasoning across heterogeneous and multi-source data
[7]. As a result, decision-makers often face delayed insights,
incomplete diagnoses, and recurring incidents.

Recent advances in artificial intelligence have enabled more
adaptive and intelligent decision-support systems [8]. In
particular, agentic Al systems composed of multiple

autonomous and goal-oriented agents offer promising
capabilities for distributed monitoring, collaboration, and
reasoning [9]. When combined with structured representations
such as knowledge graphs and probabilistic causal models,
these systems can analyze complex dependencies across supply
chain entities and processes [10]. This paper proposes an
automated incident intelligence framework that leverages
agentic Al for proactive incident detection and root cause
reasoning in supply chain operations. Specialized agents
continuously monitor operational signals, detect anomalies,
and collaboratively perform causal inference using knowledge
graphs and probabilistic reasoning techniques [I1].
Furthermore, generative Al components generate human-
readable explanations of root causes, enabling faster
comprehension and decision-making by supply chain
managers. The operational framework of agentic Al systems is
shown in Figure 1.

The proposed framework is evaluated using both simulated and
real-world multi-tier supply chain datasets. Experimental
results demonstrate significant improvements in mean time to
root cause identification and incident resolution accuracy when
compared to traditional rule-based and statistical approaches.
These findings highlight the potential of agentic Al to transform
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supply chain incident management from reactive monitoring to
proactive, intelligence-driven decision support.
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Fig 1: Operational Framework of Agentic Al Systems

II. LITERATURE SURVEY

Barron et al. [1] proposed a general and adaptive robust loss
function that unifies several common loss functions (L2, L1,
Cauchy, Charbonnier, etc.) into a single parameterized
framework. The method allows automatic adaptation of the loss
shape during training, improving robustness to outliers in
computer vision tasks such as image reconstruction and depth
estimation. The adaptive loss function enhances optimization
stability and generalization performance compared to fixed
robust losses. The main contribution lies in providing a
mathematically flexible formulation that adjusts between
convex and non-convex loss behaviors depending on data
distribution characteristics.

Tay et al. [2] analyzed scaling strategies for transformer
architectures in large-scale pre-training and fine-tuning. The
paper investigates efficiency trade-offs in model size, training
data scale, and computational cost, providing insights into
parameter scaling laws and optimization improvements. It

emphasizes efficient pre-training strategies to improve
downstream  performance  while reducing resource
requirements. The work contributes to transformer

optimization research by identifying architectural and fine-
tuning adaptations that improve scalability and training
efficiency in large language models. Konar et al. [3] conducted
a comparative study of various learning rate scheduling
techniques for convolutional neural networks (CNNs). The
study evaluates step decay, exponential decay, cosine
annealing, and cyclical learning rates to analyze their effect on
convergence speed and classification accuracy. Experimental
results demonstrate that adaptive scheduling techniques
significantly improve training stability and reduce convergence
time compared to static learning rates. The study highlights the

importance of optimization strategies in deep learning
performance enhancement.

Chen et al. [4] examined the role of big data analytics (BDA)
in supply chain management and its impact on value creation.
The paper proposes a conceptual framework linking BDA
capabilities to operational and strategic performance
improvements. Using empirical analysis, the study
demonstrates that analytics-driven decision-making enhances
supply chain visibility, agility, and overall firm performance.
The limitation lies in its reliance on survey-based data rather
than algorithmic implementation or experimental validation.
Kim et al. [5] proposed a framework for evaluating
performance metrics in anomaly detection systems within
industrial control systems (ICS). The study compares detection
accuracy, precision, recall, F1-score, and ROC-based metrics to
determine the most reliable evaluation approaches for industrial
cybersecurity. The research emphasizes that improper metric
selection may misrepresent model performance, especially in
imbalanced datasets. The study provides methodological
guidance but does not introduce a novel detection algorithm.
Maglaras et al. [6] reviewed cybersecurity challenges in critical
infrastructures, focusing on detection mechanisms, intrusion
prevention systems, and Al-based security strategies. The paper
discusses vulnerabilities in smart grids, transportation, and
industrial systems and proposes Al-driven anomaly detection
frameworks as potential solutions. While comprehensive, the
work is primarily survey-based and does not present a validated
experimental model.

Radanliev et al. [7] explored cyber risk analytics in the
Industrial Internet of Things (IIoT) and Industry 4.0 supply
chains. The study integrates artificial intelligence with risk
assessment models to evaluate emerging cyber threats at the
network edge. It highlights predictive analytics for cyber risk
management but notes the challenge of real-time scalability and
integration across distributed IoT infrastructures. Sahoo et al.
[8] presented a comprehensive review of smart manufacturing
technologies, including Al, IoT, robotics, and big data
analytics. The paper outlines frameworks for Industry 4.0
integration and emphasizes predictive maintenance,
automation, and digital twins. While the study provides
strategic insights, it lacks experimental validation or
algorithmic benchmarking.

The application of artificial intelligence in supply chain
management (SCM) has been evolving steadily for nearly a
decade, contributing significantly to improvements in
forecasting accuracy, operational efficiency, and automation.
However, the rapid expansion of global trade networks,
increased demand volatility, and multi-tier supplier
dependencies have introduced unprecedented complexity into
modern SCM systems. To address these challenges, researchers
have explored Al-driven techniques for demand forecasting,
inventory optimization, and logistics planning [12]. Despite
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these advancements, most Al solutions remain narrowly
focused on specific tasks within the supply chain, limiting their
effectiveness in today’s highly interconnected and rapidly
changing environments [13]. Consequently, there is a growing
need for intelligent systems that can coordinate across multiple
supply chain functions while supporting sustainability and
resilience objectives [14].

Supply chain operations involve a combination of
interdependent and independent processes ranging from
procurement and production to warehousing and distribution
[15]. Although Al-based tools have been integrated into many
SCM platforms, these systems are predominantly deterministic
or rule-based and are often designed to optimize isolated
components of the supply chain [16]. Such approaches perform
well under stable conditions but lack the flexibility required to
respond to unexpected disruptions, leading to inefficiencies and
increased environmental impact [17]. The absence of
coordination between task-specific Al models remains a major
limitation, as demand forecasting systems often fail to
communicate dynamically with transportation and routing
modules, resulting in suboptimal logistics decisions [18].

Agentic Al represents a shift from conventional Al systems by
enabling autonomous, context-aware decision-making rather
than isolated prediction or classification tasks [19]. Unlike
traditional models that depend heavily on predefined rules or
human input, agentic Al systems operate independently and
continuously adapt to environmental changes [20]. These
systems leverage transformer-based large language models
combined with reinforcement learning to update their
knowledge and decision strategies over time [21]. While
agentic Al has shown promising results in domains such as
finance, healthcare, and robotic process automation, its
adoption in sustainable supply chain management remains
limited and underexplored [22]. The limitations of traditional
models are indicated in Table 1.

Table 1: Limitations of Traditional Models

Author | Proposed | Algorith Evaluatio | Limitatio
(s) & | Model m Used n Metrics | ns
Ref
No.
Barron | Adaptive | Parameter | Reconstru | Computat
[1] Robust ized ction ional
Loss robust error, overhead,
Function loss convergen | requires
optimizati | ce tuning
on behavior
Tay et | Efficient | Transfor | Model High
al. [2] | Transfor mer pre- | accuracy, | computati
mer training training onal cost,
Scaling & fine- | efficiency, | large data
Framewor | tuning scaling requireme
k strategies | laws nt
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Konar | Learning | Step Accuracy, | Limited to
et al. | Rate decay, convergen | CNN
[3] Schedulin | exponenti | ce speed classificat
g al decay, ion tasks
Comparis | cosine
on annealing
, cyclical
LR
Chen Big Data | Analytica | Firm No
et al. | Analytics || & | performan | experime
[4] Framewor | survey- ce ntal ML
k for SCM | based indicators | validation
statistical
modeling
Kim et | ICS Statistical | Accuracy, | No new
al.[5] | Anomaly | & ML- | Precision, | detection
Detection | based Recall, model
Metric anomaly | Fl-score, | proposed
Framewor | detection | ROC-
k evaluatio | AUC
n
Magla | Al-Based | Al-driven | Security Primarily
ras et | Critical anomaly | effectiven | review
al. [6] | Infrastruct | detection | ess study
ure (survey- (conceptu
Security based) al)
Framewor
k
Radanl | Al- Predictive | Risk Scalabilit
iev et | Integrated | risk assessmen
al. [7] | Cyber modeling | t challenge
Risk & Al | indicators | sinlloT
Analytics | analytics
Model
Sahoo | Smart Al, 10T, | Operation | No
& Lo | Manufact | Big Data | al experime
[8] uring integratio | efficiency, | ntal
Framewor | n models | automatio | benchmar
k n king
indicators

ITII. PROPOSED METHODOLOGY

The proposed methodology introduces an automated incident
intelligence framework for supply chain systems using agentic
Al and root cause reasoning. The framework is designed to
continuously observe operational data, detect abnormal events,
and infer their root causes through collaborative reasoning. It
combines autonomous agents, probabilistic inference, and
generative explanations to transform traditional reactive
incident handling into proactive intelligence.

In the data acquisition stage, heterogeneous supply chain data
is collected from multiple sources including suppliers,
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warehouses, transportation systems, production units, and
external environments. These data streams are preprocessed to
remove noise, handle missing values, normalize feature scales,
and synchronize timestamps. Let the processed data stream be
represented as a set of observed signals:

X ={x1, %3, e, Xn}
where each x_i denotes a monitored operational variable such
as delivery time, inventory level, or defect rate.

Next, specialized autonomous agents continuously monitor
their assigned signals to detect anomalies. Each agent computes
an anomaly score by comparing real-time observations with
historical behavior. The anomaly score for a signal x i is
calculated as:
x. —_ .
A&lel wil

0i
where p_iand o _i represent the historical mean and standard
deviation of the signal. If the anomaly score exceeds a
predefined threshold 8, the signal is flagged as abnormal and an
incident is raised.
Once an incident is detected, agents collaborate to perform root
cause reasoning using a causal knowledge graph. The
knowledge graph models relationships between supply chain
entities such as suppliers, logistics routes, production stages,
and policies. Each node represents a potential causal factor,
while edges capture dependency relationships. To infer the
most likely root cause, probabilistic reasoning is applied using
Bayesian inference.

The posterior probability of a candidate root cause cjc_jcj given
an observed incident I1I is computed as:

_ P(Il¢)P(g)
P 1D) = S 5T enP )

where P(Cj) denotes the prior probability of the cause and

P(Ilc_j) represents the likelihood of observing the incident due
to that cause. The cause with the highest posterior probability
is selected as the most probable root cause.

After root cause identification, a generative Al module
translates the probabilistic reasoning results into natural
language explanations. This step enhances interpretability by
allowing decision-makers to understand not only what caused
the incident, but also how the cause propagated across the
supply chain. The system continuously improves over time by
updating agent models and causal probabilities based on
resolved incidents.

Algorithm 1: Agentic Al-Based Automated Incident
Intelligence

Input:

Multi-source supply chain data D

Anomaly threshold 6

Causal knowledge graph G

Output:

Detected incidents with identified root causes and explanations

Steps:

1. Collect real-time and historical supply chain data from
multiple sources.

2. Preprocess data through cleaning, normalization, and time

alignment.

3. Assign specialized agents to monitor specific supply chain
indicators.

4. Compute anomaly scores for incoming operational signals.

5. If anomaly score exceeds threshold, generate an incident
alert.

6. Share incident information among collaborating agents.

7. Perform probabilistic causal inference using the
knowledge graph.

8. Identify the root cause with the highest posterior
probability.

9. Generate a natural language explanation for the identified
root cause.

10. Output incident

knowledge.

intelligence and update system

IV. RESULTS AND DISCUSSIONS

The proposed agentic Al-based incident intelligence
framework was evaluated using a synthetic multi-tier supply
chain dataset generated to simulate realistic operational
incidents such as delivery delays, inventory shortages, and
quality deviations. The performance of the proposed approach
was compared against three widely used baseline methods:
rule-based alert systems, statistical anomaly detection models,
and machine learning—based incident detection techniques.
Evaluation metrics include accuracy, mean time to root cause
identification (MTTR), precision, recall, and F1-score.

The overall detection accuracy of the proposed framework is
significantly higher than that of traditional methods. As shown
in Fig. 2, rule-based systems suffer from rigid thresholds,
leading to missed incidents, while statistical methods fail to
capture complex dependencies across supply chain layers.
Machine learning models improve detection performance but
lack explicit causal reasoning. In contrast, the proposed agentic
Al framework achieves superior accuracy by combining
collaborative agents with causal inference mechanisms.
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Accuracy Comparison of Incident Intelligence Models
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Fig. 2. Accuracy comparison of incident intelligence models
using synthetic supply chain data.

In addition to detection accuracy, the speed of identifying the
root cause plays a crucial role in minimizing operational
disruptions. The mean time to root cause identification (MTTR)
for each model is illustrated in Fig. 3. Traditional approaches
require manual investigation or sequential analysis, resulting in
higher MTTR values. The proposed framework significantly
reduces MTTR by enabling agents to perform parallel causal
reasoning over the knowledge graph, thereby accelerating
diagnosis.

Mean Time to Root Cause Identification
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Fig. 3. Mean time to root cause identification across different
approaches.

Precision analysis results are presented in Fig. 4, which reflects
the system’s ability to reduce false alarms. Rule-based and
statistical approaches generate a higher number of false
positives due to fixed thresholds and limited contextual
awareness. Machine learning models improve precision but
still struggle in highly dynamic environments. The proposed
agentic Al model achieves the highest precision by validating
anomalies through collaborative agent consensus and
probabilistic reasoning.
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Fig. 4. Precision comparison for incident detection models.

Recall performance, shown in Fig. 5, evaluates the capability
of each approach to correctly identify true incidents. Rule-
based systems miss subtle or compound incidents, while
statistical techniques fail under non-linear dependencies. The
proposed model demonstrates improved recall by correlating
signals across suppliers, logistics, and operations, enabling
detection of hidden and cascading failures.
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Fig. 5. Recall comparison of supply chain incident
identification methods.
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To provide a balanced evaluation, the F1-score comparison is
illustrated in Fig. 6. The F1-score combines both precision and
recall, offering a holistic view of system performance. The
proposed agentic Al framework achieves the highest F1-score,
indicating consistent and reliable incident intelligence across
varied supply chain scenarios.
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Fig. 6. Fl-score comparison of traditional and agentic Al-
based models.

Table 2 summarizes the quantitative comparison of all
evaluated models. The proposed approach consistently
outperforms baseline methods across all metrics, demonstrating
its effectiveness in both accurate incident detection and rapid
root cause identification. These results confirm that integrating
agentic Al with causal reasoning and generative explanations
provides a significant advancement over conventional supply
chain incident management systems.

Table 2: Comparison of Incident Intelligence Models

.. F1-
Model Type Accuracy |[Precision |[Recall Score MTTR

i (CON (O R COR /Sl (CYY
(%)

Rule-Based |7, ¢ 74.5 792 |[64.8 |46.1
System
Statistical
Model 88.6 78.9 57.8 ||71.6 ||46.0
ML-Based
Model 81.5 55.6 56.7 ||70.1 42.3
Proposed igg ) |67 |s6.4 |[749 |24
Agentic Al ) ) ) ) )

V. CONCLUSION

This paper presented an automated incident intelligence
framework for supply chain management using agentic Al and
root cause reasoning. The proposed approach addresses the
limitations of traditional rule-based and statistical incident
management systems by introducing autonomous agents
capable of collaborative anomaly detection, causal inference,
and explainable reasoning. By integrating knowledge graphs
and probabilistic models, the framework enables deeper
understanding of incident propagation across multi-tier supply
chain networks. Experimental evaluation using synthetic
supply chain datasets demonstrated that the proposed agentic
Al framework significantly improves incident management
performance. Compared to existing methods, the system
achieved higher detection accuracy, improved precision, and
faster root cause identification.

The reduction in mean time to root cause identification
highlights the effectiveness of parallel agent collaboration and
causal reasoning in handling complex operational disruptions.
Furthermore, the incorporation of generative Al for natural
language explanation enhances transparency and usability,
allowing decision-makers to quickly interpret incident causes
and take corrective actions. The results confirm that agentic Al
transforms incident management from a reactive monitoring
process into a proactive, intelligence-driven decision support
system. Overall, this work demonstrates that agentic Al
combined with root cause reasoning offers a scalable and
effective solution for modern supply chains. The proposed
framework provides a strong foundation for future research and
real-world deployment in intelligent supply chain operations,
contributing to improved resilience, efficiency, and reliability.
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