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Abstract- The transition from junior to senior school under Kenya's Competency-Based Education (CBE) requires learners to
select academic pathways that align with their competencies and interests. This transition presents a challenge because pathway
selection requires personalized guidance while ensuring the privacy of sensitive student information. Existing educational
recommender systems predominantly rely on centralized data processing, exposing learner data to privacy risks and limiting the
secure exchange of information across institutions. This study proposes a privacy-preserving personalized pathway
recommender system that integrates federated learning, cosine similarity, and Random Forest to support academic pathway
recommendation without sharing raw student data. Cosine similarity was employed to model learner competency profiles and
measure their alignment with predefined pathway requirements. The resulting similarity scores were incorporated into a
Random Forest classifier through feature engineering to improve pathway prediction accuracy. A horizontal federated learning
framework enabled multiple schools to collaboratively train the recommendation model by exchanging only model updates while
retaining student records locally. The proposed model was evaluated using accuracy, precision, recall, and F1-score.
Experimental results showed that integrating cosine similarity with Random Forest improved pathway classification
performance, while the federated recommender system achieved an accuracy of 86.54%, outperforming the centralized
recommender approach while preserving student privacy. The proposed framework provides an effective and privacy-
preserving decision-support tool for personalized academic pathway recommendation within Kenya's Competency-Based
Education. The study demonstrates that integrating federated learning with content-based filtering and machine learning can

simultaneously enhance recommendation accuracy, personalization, and data privacy in educational environments.
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I. INTRODUCTION

Artificial  Intelligence and machine learning have
revolutionized industries such as healthcare, finance,
transportation, cybersecurity, and education. Traditional
centralized machine learning approaches aggregate data into a
single repository, enabling model training but raising serious
privacy, confidentiality, and security concerns. Federated
learning has emerged as a promising alternative, allowing
decentralized model training across multiple institutions
without sharing raw data, thereby addressing privacy and
ethical challenges [1].

In education, recommender systems are increasingly used to
support learners in course selection, personalized learning, and
academic  pathway guidance. However, centralized
recommender systems often rely on vast amounts of student
data, creating privacy risks. Researchers have emphasized the
need for privacy-preserving approaches in educational
contexts, where sensitive student information must be protected
[2]. Kenya’s ongoing transition from the 8-4-4 system to
Competence-Based Education (CBE) underscores the
importance of accurate and ethical pathway recommendations.
Under CBE, students must select pathways in Social Sciences,
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STEM, or Arts and Sports Science [3], a process complicated
by limited guidance and the risk of misaligned choices.

Recommender systems typically employ collaborative
filtering, content-based filtering, or hybrid approaches.
Content-based filtering, particularly cosine similarity, has been
effective in mapping student competencies to pathway
requirements [4], while Random Forest has demonstrated
strong performance in educational prediction tasks [5].

However, these techniques have traditionally been applied in
isolation, limiting their effectiveness. This study integrates
cosine similarity with Random Forest to leverage their
complementary strengths, enhancing pathway prediction
accuracy. To further address privacy concerns, the system is
implemented within a federated learning framework, ensuring
decentralized training and compliance with data protection
standards.

The proposed federated recommender system contributes to
Kenya’s CBE objectives by offering personalized, transparent,
and privacy-conscious pathway recommendations. It
empowers students, educators, and policymakers to make
informed decisions while safeguarding sensitive data, thereby
advancing equitable learning outcomes and ethical Al adoption
in education.

Il. RELATED WORK

a. Privacy Preservation with Federated Learning in
Education

Traditional recommender systems have achieved notable
success in education, but concerns about data privacy have
prompted exploration of federated learning. Fachola et al.

[6] demonstrated that federated learning could predict student
dropout more effectively than centralized systems while
preserving privacy. Farooq et al. [7] applied federated learning
with SVM to predict student grades, outperforming decision
trees, Naive Bayes, and k-NN. Guo et al. [8] introduced
FEEDAN, a federated framework that prevented direct data
exchange between institutions while improving analysis
quality. Zhang et al. [9] proposed FLPADPM, combining CNN
and LSTM layers in a federated setting, achieving superior
dropout prediction accuracy. These studies confirm that
federated learning can balance privacy and performance in
educational contexts.

b. Recommender System Approaches

Recommender systems generally fall into three categories:
collaborative filtering, content-based filtering, and hybrid
approaches. Collaborative filtering, both memory-based and
model-based, identifies similarities between users or items
without analyzing item content [10]. While effective, it suffers
from scalability, cold-start, and sparsity issues [11]. Content-
based filtering, by contrast, relies on user and item profiles,
often represented as vectors. Cosine similarity is a common
metric, with Mohanty et al. [12] noting that higher scores
indicate stronger similarity. Hybrid systems combine multiple
techniques, such as weighted, switching, or cascade methods,
to improve recommendation quality [13].

¢c. Recommender Systems in Education

Recommender systems have been widely applied in education,
including elective course recommendations [14], online
enrollment systems [15], and repeated course performance
prediction [16]. Collaborative filtering remains the most
common approach, as highlighted by Algarni and Sheldon [17]
and Urdaneta-Ponte et al. [18]. Content-based filtering has also
been explored, such as Mokarrama et al. [19], who
recommended private universities in Bangladesh using GPA
and institutional attributes. Hybrid approaches, like Yang et al.
[20] and Chang et al. [21], further improved recommendation
accuracy by combining collaborative filtering with other
algorithms. Narrowing to content-based recommender systems
(CBRS), cosine similarity has been widely used to match
student profiles with course attributes [4], [22]. However, while
effective in measuring similarity, cosine similarity alone cannot
capture complex feature interactions or predictive
relationships.

d. Machine Learning Techniques in Education

Machine learning has been extensively applied to predict
student performance. Sokkhey [23] achieved over 97%
accuracy in predicting mathematics achievement using
Random Forest. Hashim et al. [24] applied multiple supervised
learning techniques to predict final grades, with logistic
regression performing best. Saleem et al. [25] demonstrated
that ensemble approaches improved predictive performance,
with Random Forest achieving strong F1-scores. Other studies,
such as Harvey and Kumar [26], Amra and Maghari [27],
Adnan et al. [28], and Tarik et al. [29], confirmed the
effectiveness of Random Forest in educational prediction tasks.
Despite its strengths, Random Forest lacks explicit similarity
measures, limiting its ability to capture feature directionality.
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e. Research Gaps

The reviewed literature highlights several gaps. First, few
studies have applied recommender systems to junior school
students in Kenya, despite the importance of pathway selection
under CBE. Second, while cosine similarity and Random
Forest have been used independently, their integration remains
underexplored. Third, centralized recommender systems raise
privacy concerns, underscoring the need for federated learning.
This study addresses these gaps by developing a federated
recommender system that integrates cosine similarity and
Random Forest to provide accurate, personalized, and privacy-
preserving pathway recommendations.

1. METHODOLOGY

a. Research Design

This study adopted an experimental, quantitative design,
leveraging federated learning, cosine similarity, and Random
Forest to recommend academic pathways. Models were trained
locally at institutions, with only model updates shared to a
central server, ensuring privacy preservation.

b. Data Collection & Preprocessing

Data were collected from junior schools in Bungoma County.
Each student record included Grade 7-9 subject scores and
pathway interests. Preprocessing involved mean imputation for
missing values, normalization to prevent bias, and feature
selection to eliminate redundancy.

c. Data preprocessing

The data was subjected to various pre-processing processes to
guarantee quality and consistency. The missing data were filled
with mean imputation, and numerical features were normalized
to improve the performance of the model, and categorical
variables were encoded.

There was also the use of feature selection methods to eliminate
any irrelevant or redundant data and therefore increased the
efficiency of the computation process.

d. Data Model

The federated recommender system was developed using a
hybrid approach that combines federated learning, cosine
similarity, and random forest for classification. Federated
learning ensured data remains local in the institutions while
only sharing model parameters and updates with the server.
This approach leverages both techniques' strengths to improve
recommendations' accuracy and privacy.

Federated learning

This study employed horizontal federated learning, where
institutions had datasets with the same features but different
students. Each school trained a local Random Forest model
using student scores and cosine similarity values, then shared
model updates (not raw data) with a central server. Updates
were aggregated using weighted averaging, producing a global
model redistributed to schools.
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Figure 3.1: Federated learning framework
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Dataset Preparation

Independent  variable included grades 7-9  scores
(Math_Grade7 ... Pretechnical Grade9) and Cosine similarity
scores (STEM_Similarity, Social Science_Similarity, Arts and
Sports_Similarity). Dependent variable was Best Pathway
(from cosine similarity). Dataset was split 70% training, 30%
testing and stratified by pathway.

Model Training

Trained local Random Forest on each school’s data. Extracted
feature importance

Uploaded weights to central server with dataset size.
Aggregated global weights on server:

Global Weighti
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Cosine Similarity

Cosine similarity is one of the many techniques in content-
based filtering. In determining how similar a student’s
competencies were to the ideal pathway subject performance,
this study used cosine similarity matrix. Cosine similarity is a
mathematical technique used to measure how similar two
vectors are, regardless of their magnitude. In this study, it was
employed to quantify the alignment between a student’s
competency profile (e.g., academic scores in subjects like
Mathematics, Integrated Science, and Creative Arts) and the
ideal competency profiles predefined for each senior school
pathway (STEM, Social Science, Arts/Sports).

Dataset Description
The dataset used in this study was stored in a CSV file and
imported into Python using the panda’s library. The dataset
contains student academic performance records across three
academic years: Grade 7, Grade 8 and Grade 9. Each subject
score is structured as:

Table 3.1: structure of csv file

Math_ | math_ | math_ | Eng_ | Eng_ | Eng_
Grade7 | Grade8 | Grade9 | Grade | Grade | Grade
7 8 9
Pathway-Specific Subjects
Each pathway is defined by a set of core subjects:
Table 3.2: pathway and their core subjects
Pathway Subjects Considered
STEM Math, Integrated, Agriculture,
Pretechnical
Saocial English, Kiswahili, Social, CRE
Science
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Arts and
Sports

English, Kiswahili,
Creative_Arts_and_Sports

Additionally, the dataset includes an actual Pathway column
used as the ground truth label for evaluation, which was

based on student interest.

Thus, the system operated primarily on structured academic

performance data spanning three years.

Data Preprocessing

Before computing similarity scores, preprocessing
was performed to ensure data consistency and
fairness.

Subject Weight Normalization

Although all subject scores are on a 0-100 scale,
average performance trends differ across subjects.
Some subjects may have higher or lower overall
means. To prevent certain subjects from
disproportionately influencing similarity
computation, subject-level normalization weights
were computed.

For each subject:
max(Mean Subject Score)

100

Weightsubject =

This produced a scaling factor between 0 and 1.
These weights were later used to scale both student
performance vectors and pathway profile vectors.

Construction of Ideal Pathway Profiles

Each pathway was assigned a predefined ideal
performance profile across Grade 7-9.

For example, the STEM pathway ideal profile is
structured as:

[65,90,90,70] x 3

This means the ideal STEM student was expected to
demonstrate strong performance in Mathematics
(65), Integrated Science (90), Agriculture (90), and
Pretechnical (70) consistently across three academic
years.

Similarly, Social Science and Arts and Sports
pathways were assigned ideal subject expectations
reflecting pathway-specific competence patterns.
Student Performance Vector Construction

For each student: Relevant subject scores for a
pathway were extracted, Scores were arranged
sequentially by grade (Grade 7 — Grade 8 — Grade
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Random Forest

In this study, the Random Forest classifier was used to
predict the most suitable pathway for students by analyzing
both their raw competency data and precomputed cosine
similarity scores.

9) and the values were combined into a single
numerical vector.

For example, in the STEM pathway (4 subjects
across 3 grades), the student vector contains 12
values. This structured representation allows direct
comparison with the corresponding pathway profile
vector.

Random  Forest Classifier was initialized with
random_state=42 for reproducibility. A stratified 70/30
train-test split ensured balanced representation. Number of
trees (n_estimators) used was 100, this number provides a
good balance between stability and training time. Each
decision tree in the forest was trained on a bootstrap sample
of the training data. Splits features using the Gini impurity
criterion to maximize class separation. Majority voting
across all trees determines the final predicted pathway.

Weight Application
Before computing cosine similarity, subject-level
weights were applied to both the student vector and
the ideal pathway profile vector.
Mathematical Formulation
Element-wise multiplication was applied:
Weighted_Student
= Student_Vector x Weight_Vector e. Model Evaluation
Weighted_Profile To assess the performance of the models the following
= Profile_Vector x Weight_Vector metrics were used:

Number of Correct predictions

: Accuracy= x 100=
Where: y Total Number of predictions
Student_Vector = actual student performance values, TP+TN 100
Proflle_Vector = |de_al pathway pgrformgnce values and TP+TN+FP+EN X
Weight_Vector = subject normalization weights . . correct pathway prediction TP
V:{eights tvvere repeated across grades to maintain vector Precision= All prediction for that pathway  TP+FP
alignment. correct pathway prediction 42 4]

Recall= 4 2P =

This ensures balanced subject contribution and reduced
dominance of high-magnitude subjects.

Cosine Similarity Computation
Cosine similarity measures the angle between two vectors
and is defined as:

A-B
Al 1Bl

Similarity =

Where:

A= Weighted Student Vector, B= Weighted Pathway Profile
Vector, A - B= dot product and || 4 [land || B [|= Euclidean
norms

The similarity score ranges between: 0 < Similarity < 1
Where: 1 indicates perfect alignment and O indicates no
alignment

Pathway Selection

For each student, similarity scores were computed for:
STEM, Social Science and Arts and Sports

The predicted pathway was determined as:

Best_Pathway = arg max(Similarity Scores)

The pathway with the highest similarity score was selected
as the student's competence-aligned pathway.

All Actual students in that pathway TP+FN
Precision x Recall

Fl-score =2 x —
Precision+Recall

IV. RESULTS AND ANALYSIS

a. Compute Similarity with Pathway Requirements

using Cosine Similarity.

Cosine similarity approach generated similarity scores for
each student across STEM, Social Science, Arts and Sports
as shown in table 4.1. The pathway with the highest
similarity score was selected as the recommended pathway.
Actual pathway represented learner interested pathway
based on the questionnaire.

Table 4.2: Computed similarity with pathway
requirements using cosine similarity
Name STEM Social |Arts andBest pathActual
_Simil Scienc  Sport  way pathway
arity e Simi s Sim
larity ilarity
April 0.9402 0.9645 0.987

Arts andSTEM
Spor
ts
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June 0.9255 0.8181 0.8091 |STEM STEM
Levi 0.8936 0.8808 0.8956 |Artsand Social
Sports  science
Ann 0.9052 0.8709 0.8383 STEM Arts and
sports
Mitc hem|0.9075 0.9282 [0.9426 Arts andSTEM
sports

The results indicated that the cosine similarity was an effective
measure of similarity between student competencies and
pathway requirements. Higher STEM similarity showed a
student performed well in science-related subjects, while those
who excelled in languages aligned with Social Science and
those with higher marks in creative arts aligned more with Arts
and Sports pathways. Similarity scores closer to 1 indicated that
the student's academic profile aligned well with the pathway
requirements.

In Table 4.1, the model correctly identified pathway for
example June was interested in STEM and was correctly
predicted in STEM; this correct prediction showed a True
Positive (TP). However, the model also had mismatches
between actual and best pathways in both April and Mitchem
pathways, when the predicted pathway differed from the actual
pathway, resulting in False Positives (FP) or False Negatives
(FN). Such misclassifications implied that cosine similarity
could measure direction, but failed to capture complex
relationships between subjects and overlapping competencies
within pathways. This resulted to ambiguity in classification,
when a student achieved good performance in both science and
creative subjects.

Cosine Similarity Scores for Jacob
)

STEN Social Scenee

Partmays

Figure 4.2: Cosine similarity for individual student
The cosine similarity scores for one student for the three
pathways are shown in Figure 4.1. The highest similarity score
was in the social science pathway; that is, the student's

Arts & Soom

competencies were more similar to the social science pathway
than to STEM or Arts and Sports. The difference in pathway
alignment is plotted on the graph using cosine similarity score.
The differences between these bars were highly indicative of
the model's effectiveness in distinguishing between
competency patterns and recommending the optimal pathway.
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Figure 4.3: Average cosine similarity per Pathway

The average Cosine similarity scores for all students are
presented in Figure 4.2 for the three pathways. Results showed
overall alignment between students' competencies and pathway
requirements. The domain with the highest average similarity
score was the one with the strongest alignment of students'
competencies. This validated the use of cosine similarity to
reflect the overall performance trends in the data set.

b. Integrating Cosine Similarity with Random Forest.

Table 4.2 presents a comparison of the performance of two
Random Forest models. The baseline model utilized only
students’ competence performance scores as input features,
whereas the hybrid model incorporated both competence scores
and cosine similarity values. The inclusion of similarity scores
resulted in substantial improvement across all evaluation
metrics, namely accuracy, precision, recall and F1-score.

Table 4.3: Evaluation metrics for Random Forest + Cosine

similarity
Model variant |Accuracy |Precision| Recall F1-
score
Baseline Random| 43.91% | 43.10% | 43.91% | 37.54%
Forest
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Random Forest +| 85.90% | 86.32% | 85.90% |85.54%

Cosine similarity
score

The accuracy, which reflects the percentage of correctly
predicted pathways out of the total number of pathways,
improved significantly from 43.91% in the baseline model to
85.90% in the hybrid model. The baseline model was able to
correctly classify less than 50% of students, whereas the hybrid
model classified the majority of students. This improvement
showed the value of similarity information to greatly improve
the model's discrimination between pathways.

Precision went up from 43.10% to 86.32% and measures the
percentage of predicted pathway assignments that were correct
out of the total number of assignments predicted for a given
pathway. The low precision of the baseline model led to many
false positives, resulting in students being placed in
inappropriate pathways. The hybrid model, on the other hand,
significantly reduced these errors, resulting in more accurate
forecasts.

The model's ability to correctly identify actual pathway
members (recall) also improved significantly from 43.91% to
85.90%. Many students were not identified in the correct
pathway by the baseline model, indicating many false
negatives. The hybrid model identified the most relevant cases,
with higher sensitivity for pathway identification.

In the baseline model, the F1-score was 37.54%, whereas, in
the hybrid model, it was 85.54% which is the Harmonic Mean
of precision and recall. The F1 score for the baseline model was
low, suggesting an imbalance between precision and recall,
whereas the hybrid model had a higher F1 score, suggesting
better performance and fewer classification errors.

Several factors may explain the lower performance of the
baseline Random Forest model: the model used only raw
academic scores, which do not reflect the extent to which
student competencies are aligned to pathway requirements;
This led the model to generate many false positives and false
negatives, indicating that it was unlikely to make decisions
based on a broad understanding of the relationship between
competencies and pathways and more likely to make decisions
based on isolated subject competency metrics. To overcome
this limitation, cosine similarity was incorporated into the
hybrid model to provide an explicit competency-pathway
alignment competency measure. This improvement to the
model's feature space provided more structure and context to

the predictions, resulting in a significant decrease in false-
positive and false-negative rates.

The feature importance analysis presented in Figures 4.3 and
4.4 provided additional understanding of how the model made
its predictions. Figure 4.3 shows the model without cosine
similarity, it depended mostly on individual subject scores,
particularly Creative Arts and Integrated Science. This meant
that the recommendation process was strongly influenced by
performance in specific subjects rather than the student’s
overall competency profile. After cosine similarity was
introduced into the model, a different pattern was observed as
illustrated in Figure 4.4. The importance of similarity-based
features increased and became more dominant in the prediction
process. This indicated, model began to place greater emphasis
on how closely a student’s competencies matched a given
pathway. Consequently, the recommendations reflected a more
holistic assessment of student suitability instead of focusing
mainly on separate subject scores.

Figure 4.4: Feature importance score for Random Forest with
no cosine similarity

Faatus Imgortance in Fathmay Recommsandation

a4 13
v rpatarce Sore

Figure 4.5: Feature importance score for Random Forest with
Cosine similarity

The results showed that cosine similarity was a composite
feature that showed the relation between the scores of the
various subjects in a single form. This enabled the model to
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detect patterns that were not easily observable on a subject-by-
subject basis. This minimized the impact of irrelevant
differences in the data and enhanced the model's ability to
accurately predict across various cases. This resulted in better
classification accuracy and more reliable decision-making.

a. Confusion Matrix Comparison

Cenfusion Matrix Tor Random Forest Madel
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Figure 4.6: Confusion Matrix for baseline Random Forest
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Figure 4.7: Confusion Matrix for Random Forest + Cosine
similarity

The confusion matrix for the baseline Random Forest model
and the Random Forest model with cosine similarity are
displayed in Figures 4.5 and 4.6, respectively. The baseline
Random Forest model correctly classified 4 STEM students,
109 Social Science students and 24 Arts and Sports Science
students. By contrast, the Random Forest and cosine similarity
model correctly classified 42 students in STEM, 156 in Social
Science, and 70 in Arts and Sports Science. The diagonal cells
in the second matrix were markedly brighter, indicating a
substantial increase in correct classifications across all
pathways.

The baseline Random Forest model recorded a high number of
misclassifications, particularly between Arts and Sports
Science and Social Science, as well as between STEM and
Social Science. This suggested that the model had difficulty

distinguishing pathways with related or overlapping
competencies when only raw subject scores were used. After
cosine similarity was incorporated, the number of
misclassifications reduced considerably. Errors involving
STEM students being classified as Social Science students
decreased from 54 to 12, while misclassification between Arts
and Sports Science and Social Science reduced from 80 to 15.
At the same time, the number of correct predictions increased
across all pathways. These results indicated that cosine
similarity improved the representation of relationships between
student  competencies and pathway characteristics.
Consequently, the hybrid model combined the pattern-learning
capability of Random Forest with cosine-based similarity,
resulting in better classification performance.

The confusion matrix comparison showed that the proposed
model's performance has improved significantly. The baseline
Random Forest model handled the patterns in the data, but it
failed to capture the path-requirement and competency
relationship well. Adding this new attribute, cosine similarity,
gave a more accurate representation of these relationships in
the model. The hybrid approach, therefore, enabled more
accurate predictions and fewer pathway misclassifications. A
reduction in confusion of pathways indicated that the profile of
competency-based distinctions among students became more
consistent across the model. The model improved prediction
accuracy and provided more explainable, interpretable
recommendations. Results suggested that using similarity
measures as a component of feature engineering can make
ensemble learning models, such as Random Forests, more
efficient.

Develop Federated Recommender System and Evaluate its
Effectiveness

The study aimed to improve the accuracy of pathway
recommendations while ensuring that student data remained
private. This was done by enabling multiple schools to access
the Random Forest model training without sharing individual
student information. To enhance the quality of
recommendations, cosine similarity scores were added to the
input features. These scores enabled the model to address the
relationships between students' competencies and the demands
of various pathways and to provide more suitable pathway
recommendations.
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Table 4.4: Federated recommender system output

Studen’t|STEM_ | Social _ |Arts  |Reco Best
Name [Similari | Science_ fand_ S  |mme Pathway
ty Similari ty [ports_ |nded
Simila  |Path
rity way
Brian | 0.972 | 0.9823 0.96 | Social | Social
scien ce| science
Mitchel | 0.908 | 0.9239 | 0.8571 | Social| Social
7 Scien | Science
ce
June [0.9749 0.9439 0.946 |STEM| STEM

Table 4.5: Federated recommender system vs centralized
recommender system performance

Model variant | Accurac y | Precision |Recall [F1-score

Centralized | 85.90% | 86.32% |85.90| 85.54

recommender % %
system

Federated 86.54% | 87.03% |86.54| 86.04

recommender % %
system

Table 4.3 presents the results from the federated recommender
system, while Table 4.4 compares the federated and centralized
recommender approaches. The centralized recommender
system was trained on a single combined dataset, whereas the
federated recommender system was trained on data stored
across different local institutions, with only model updates
shared and aggregated during training. Both approaches used
academic performance scores and cosine similarity features as
input variables for pathway recommendation.

All evaluation metrics showed that the federated recommender
system was better than the centralized recommender system. It
had a significant improvement in accuracy, with more students
correctly classified than in the centralized approach. This
suggests that the federated model was more effective at data
generalisation from multiple data sources.

When it came to the precision, the federated model made fewer
false-positive predictions; that is, fewer students were
misclassified into pathways that did not align with their
competencies. The recall was also improved, meaning the
model identified students who were actually in each pathway
more effectively, thereby lowering the number of false
negatives. The high F1 score additionally validated the model's
overall performance, indicating that the model had a more
balanced precision and recall. The improvement was due to

several factors. More diversity in student performance patterns
was introduced by the use of data from multiple schools, further
enhancing the learning process of the model. Furthermore,
training using data from multiple distributions improved the
model's ability to generalize and avoid over-fitting to a single
distribution. Further, the model was weighted average from the
model updates, meaning larger samples had more weight in the
global model which resulted in greater stability and robustness.

The results show that federated learning is not only a privacy-
preserving method but also a performance-enhancing method.
It enhanced the robustness and fairness of models between
institutions, while ensuring data privacy. This made the
federated recommender system ideal for real-world educational
settings, where data is typically distributed, and sensitive.

Conduseon Matrix - Federated Lo

Voo st

Viw 0% S HOCARTE ] STy

Preciuted ke

Figure 4.8: Federated Learning confusion matrix

Figure 4.7 showed stronger diagonal dominance, particularly in
STEM as compared to figure 4.6. STEM had correct
classification of 160, Social science 69 and Arts and Sports 41.
Misclassifications reduced overall with only small spill overs
between STEM and social sciences 3 cases and between arts
and sports and social science 8 cases. Figure 4.7 revealed higher
diagonal dominance, especially for STEM, in comparison with
figure 4.6. STEM had correct classification of 160, Social
science 69 and Arts and Sports 41. The number of
misclassifications decreased overall, with only minor numbers
of spill overs between STEM and social sciences 3 cases and
between arts and sports and social science 8 cases. This
suggested that federated learning enhanced generalization and
diminished confusion along pathways particularly among
STEM students. The federated model achieved better results in
terms of overall accuracy and robustness compared to the
hybrid Random Forest + Cosine Similarity. The improvement
is due to the aggregation of model updates generated by
multiple nodes, leading to better generalization and less
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overfitting. The Random Forest + Cosine Similarity model
ensured interpretability and had good baseline performance,
but the federated approach increased precision and recall while
maintaining the privacy of data.

d. Privacy, Convergence, Scalability, and Fairness Federated
learning preserved privacy by keeping raw student data local.
The model converged stably after four communication rounds,
scaled easily to new institutions, and improved fairness by
incorporating diverse student groups. Trade-offs included
communication overhead and reliance on network stability.

Discussion

This study's results showed that cosine similarity was effective
in  recommender  systems, especially  content-based
recommender systems, as confirmed by other studies. Previous
studies like [4] and [22] have shown cosine similarity to be an
effective similarity measure between user profiles and item
attributes, especially in education recommending applications.
However, the limitation observed in this study was that cosine
similarity does not capture complex relationships supporting
the observations in [4] and [22] , where similarity-based
approaches alone were insufficient for predictive tasks. This
justified the integration with machine learning model.

When cosine similarity is combined with the Random Forest, it
achieves very good performance. This was corroborated by the
results of previous research in the area of hybrid recommender
systems. Based on their research [11] and [13], hybrid systems
using several methods are generally more effective than those
using only one, as they benefit from the best of all the methods.
In this study, cosine similarity provided alignment and
similarity information, while Random Forest captured
complex, non-linear relationships in the data. The results were
also consistent with findings by Adilaksa and Musdholifah
[22], who demonstrated that cosine similarity enhanced
recommendation quality when used as part of a broader system.
Likewise, [5] pointed out that Random Forest is effective in
education-related data with complex data, but it has a drawback
of not having similarity measures explicitly. The current study
was an attempt to combine both techniques to fill this gap.

Furthermore, the observed improvement in accuracy, precision,
recall and F1-score confirmed the importance of feature
engineering in machine learning models, as emphasized by
Saleem et al. [25], where combining multiple features and
models improved predictive performance significantly. Even

with the performance boost, the hybrid model remains
centralized, however, and that pose privacy issues. This
restriction is consistent with what was found in [6] and [8],
where centralized systems were found to be susceptible to data
privacy issues. This highlighted the need for privacy-
preserving approaches such as federated learning.

The results of this study showed that federated learning not only
maintained the privacy of the data but also slightly enhanced
the performance of the models compared to centralized
learning. This aligned with the findings of other studies, like
the work by Fachola et al. [6] and Guo et al. [8], which
demonstrated that federated learning can achieve similar or
even better performance without requiring the centralization of
data.

This boost in performance is likely due to the ability of the
model to aggregate knowledge across many decentralized data
sets, improving its generalization across different populations.
However, the improvement in performance, although
consistent, was relatively small. This is consistent with the
literature, which argues that the major benefit of federated
learning is privacy over significant performance improvements.
Even if only a minor improvement, however, getting that with
maintaining privacy was a big step forward in the field of
educational recommender systems.

V. CONCLUSION

This study demonstrated that integrating cosine similarity with
Random Forest within a federated learning framework provides
accurate, interpretable, and privacy-preserving pathway
recommendations for students transitioning under Kenya’s
Competence-Based Education (CBE) system. Cosine similarity
proved effective for mapping student competencies to pathway
requirements, while Random Forest captured complex, non-
linear relationships. The hybrid model significantly improved
accuracy, precision, recall, and F1-score compared to baseline
models. Federated learning further enhanced performance
while ensuring privacy, scalability, and fairness, making the
system suitable for real-world educational deployment.

Recommendations

Adoption in Education: Junior schools, KNEC, and the
Ministry of Education should adopt federated recommender
systems to balance accuracy with privacy preservation.
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Feature Engineering: Machine learning models in education
should incorporate similarity-based features to improve
predictive performance.

Policy Integration: Educational policymakers should integrate
federated learning frameworks into national strategies for data-
driven decision-making, ensuring compliance with privacy
regulations.

Future Work

Future research should explore extending federated learning to
deep learning models for improved accuracy and
generalization, and incorporate explainable Al (XAl)
techniques to enhance transparency and interpretability of
pathway recommendations. Additionally, cross-institutional
fairness metrics should be investigated to ensure equitable
recommendations across diverse student populations.
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