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Abstract — Malware — malicious software — represents one of the most pervasive and rapidly evolving threats in modern
cybersecurity. Traditional signature-based detection systems, while effective against known threats, are fundamentally
inadequate against polymorphic, metamorphic, and zero-day malware variants. This paper presents a comprehensive study and
implementation of a machine-learning-based malware detection framework that overcomes the limitations of conventional
approaches. The proposed system employs static analysis (PE header features, API call sequences, n-gram byte patterns),
dynamic analysis (system call traces, network behaviors), and hybrid analysis to extract discriminative feature sets. Several
supervised classification algorithms — including Random Forest, Support Vector Machine (SVM), Gradient Boosting
(XGBoost), and a custom Convolutional Neural Network (CNN) — are evaluated on the EMBER 2018 and VirusShare
benchmark datasets. Experimental results demonstrate that the ensemble model achieves a detection accuracy of 98.7%, a false-
positive rate below 0.4%, and an average inference time of 12 ms, outperforming state-of-the-art baselines by a significant
margin. The paper further discusses real-time deployment considerations, adversarial robustness, and future research directions.
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I. INTRODUCTION

The proliferation of internet-connected devices and the
increasing digitisation of critical infrastructure have amplified
the attack surface available to malicious actors. According to
the AV-TEST Institute, more than 450,000 new malware
samples are registered every day, rendering manual analysis
economically and temporally infeasible. Malware — an
umbrella term encompassing viruses, worms, trojans,
ransomware, spyware, adware, rootkits, and botnets — poses
severe threats to individual users, enterprises, and national
security.

Conventional antivirus software relies on signature databases:
binary patterns extracted from known malicious files. While
precise for catalogued threats, this approach fails against never-
before-seen samples (zero-day exploits) and against malware
writers who deliberately mutate their code to evade signature
matching. Polymorphic malware encrypts its payload with a
different key on each infection; metamorphic malware rewrites
its entire body, producing functionally identical but
syntactically distinct variants. These evasion strategies have
motivated the cybersecurity community to explore behaviors-
based and learning-based detection paradigms.

Machine learning (ML) offers an alternative: instead of
matching fixed byte sequences, an ML classifier learns decision
boundaries in a high-dimensional feature space that separates
benign from malicious behaviors. Once trained, such a model
generalizes to unseen variants that share behavioral or
structural characteristics with training samples. Deep learning
extends this further by autonomously discovering hierarchical
feature representations directly from raw bytes or execution
traces.

II. LITERATURE REVIEW

Research on automated malware detection spans more than two
decades. Early work by Schultz et al. (2001) demonstrated that
Naive Bayes classifiers trained on API call n-grams could
distinguish malicious from benign executables with accuracy
exceeding 90% on their dataset. Kolter and Maloof (2006)
extended this with byte-level n-gram features and compared
several classifiers, finding that boosted decision trees yielded
the best trade-off between accuracy and training cost.[1]

The introduction of deep learning to malware analysis opened
new avenues. Raff et al. (2018) proposed MalConv, a byte-level
CNN that reads entire PE files as sequences of raw bytes,
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eliminating manual feature engineering. While MalConv
achieved strong performance, its inference time was high due
to processing multi-megabyte files. Subsequent work by
Anderson and Roth (2018) introduced the EMBER dataset and
a LightGBM baseline that balances performance and efficiency.
Ye et al. (2019) surveyed the application of deep neural
networks — including RNNs and autoencoders to dynamic
analysis of system call sequences.[3]

Adversarial machine learning in the malware domain was
formalized by Grosse et al. (2017), who applied the JSMA
gradient attack to neural network malware classifiers and found
that small, semantics-preserving perturbations could reliably
evade detection. This finding motivated adversarial training
approaches and certified defenses based on randomized
smoothing.[5]

Despite this rich body of literature, several gaps remain: few
studies combine static and dynamic features in a principled
fusion framework; adversarial robustness evaluations are rarely
conducted on ensemble methods; and real-time deployment
considerations such as latency and model update frequency are
seldom addressed in academic papers.

III. METHODOLOGY

The proposed malware detection framework is structured as a
five-stage pipeline: data collection and preprocessing, feature
extraction, feature selection and dimensionality reduction,
model training, and evaluation. Each stage is described in detail
below.

1. Data Collection and Preprocessing

Two primary datasets were used in this study:

EMBER 2018: 1,000,000 PE file feature vectors (500K
training, 200K validation, 200K test) with ground-truth labels
obtained from VirusTotal consensus. Each record contains pre-
extracted features across eight feature groups.

VirusShare Corpus (custom): 120,000 binary samples (60K
malicious, 60K benign) collected from VirusShare.com and the
Contagio malware dump. Malicious samples span six families:
ransomware (18%), trojan (27%), worm (14%), spyware
(11%), rootkit (9%), and adware (21%).

All samples were detonated in a Cuckoo Sandbox environment
running Windows 10 x64 virtual machines to obtain dynamic
features. Preprocessing steps included: deduplication by SHA-
256 hash, exclusion of packed or encrypted samples without
successful sandbox execution (8.2% of the corpus), and

normalization of continuous features to zero mean and unit
variance.

2. Feature Extraction

Static Features

Static features are extracted from binaries without execution.

The following feature groups were extracted from PE (Portable

Executable) files:

e PE Header Features (58 features): byte histogram of the
MZ/PE header, section count, entry point offset, image
base, subsystem, DLL characteristics, and checksum
validity flags.

e Section Features (128 features): per-section entropy,
virtual size, raw size, name, and characteristic flags for up
to 16 sections.

e Import Features (2,381 features): binary vector indicating
presence of each imported DLL and API function from a
vocabulary of size 2,381 built from the training corpus.

e  Export Features (64 features): count of exports and hashed
export names.

e Byte n-gram Features (1,024 features): term-frequency
inverse-document-frequency (TF-IDF) weighted byte
unigram and bigram counts, reduced to 1,024 dimensions
by truncated SVD.

e  String Features (104 features): counts of printable strings,
URLs, IP addresses, registry paths, and file system paths
extracted by regex.

Dynamic Features

Dynamic features are derived from sandbox execution traces

and capture run-time behaviors:

e System Call Sequences (512 features): frequency
histogram of the 512 most common Windows API calls
observed during a 90-second sandbox run.

e Network Behaviour (32 features): counts of DNS queries,
HTTP/HTTPS requests, unique destination IPs, port
diversity, and data volume quantiles.

e File System Activity (24 features): counts of file create,
read, write, delete, and rename operations, classified by
target directory.

e Registry Activity (16 features): counts of key accesses
categorised by hive (HKLM, HKCU, HKCR).

e Process Activity (8 features): process injection attempts,
spawned child processes, mutex creation, and privilege
escalation events.

Hybrid Feature Vector

The combined feature vector has dimensionality 4,347. To
reduce noise and computational cost, a two-step selection was
applied: (1) removal of zero-variance features, and (2) selection
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of the top 1,200 features by mutual information with the class
label, using five-fold cross-validated estimates to avoid
leakage. The final hybrid feature vector of dimensionality 1,200
was used for all classifier experiments.

3. Classification Models

Five classifier architectures were evaluated:

Random Forest (RF): 500 trees, maximum depth 30,
square-root feature sampling at each split, and Gini
impurity as the splitting criterion.

Support Vector Machine (SVM): radial basis function
(RBF) kernel, penalty C = 10, kernel bandwidth gamma =
0.001, calibrated with Platt scaling for probability
estimates.

XGBoost: 1,000 boosting rounds, maximum tree depth 8§,
learning rate 0.05, subsample ratio 0.8, column sample
ratio 0.8, and L2 regularisation lambda = 1.
Convolutional Neural Network (CNN): raw-byte variant
applied to the first 4,096 bytes of each file; architecture:
embedding layer (256 channels), three convolutional
blocks (128, 256, 512 filters, kernel sizes 8, 4, 4), global
max pooling, two dense layers (1,024 and 512 units,
ReLU), and a sigmoid output. Trained with Adam (Ir = le-
3) and binary cross-entropy loss for 20 epochs.

Ensemble (Stacking): a logistic regression meta-learner
trained on the out-of-fold probability predictions of RF,
SVM, and XGBoost (CNN excluded from stack due to
inference latency).

4. Addressing Class Imbalance

The benign-to-malware ratio in the VirusShare subset was
deliberately balanced at 1:1. However, in realistic deployment
scenarios the ratio can be as high as 100:1. To evaluate and
mitigate this, stratified k-fold cross-validation was used
throughout, and the Synthetic Minority Over-sampling
Technique (SMOTE) was applied in a nested fashion within
each training fold to avoid information leakage. Precision-
recall curves and the area under them (AUPRC) were used as
primary metrics in addition to accuracy.

Key Technologies

Component Technology

Feature Python 3.10, LIEF, PEFILE,
Extraction Capstone
Sandbox Cuckoo Sandbox 2.0.7 on
KVM/QEMU
ML Training scikit-learn 1.3, XGBoost 2.0,
PyTorch 2.1

Component Technology
Serving FastAPI, Triton Inference
Server
Storage PostgreSQL 15, MinlO (binary
storage)
Monitoring Prometheus, Grafana, ELK
Stack

IV. RESULTS AND DISCUSSION

1. Performance on EMBER 2018 Test Set

Model Accuracy P{gflls Recall F1 AUC-
0, 0,
(%) (%) (%) Score ROC
Random 97.4 97.1 97.8 0.9745 0.9961
Forest
SVM 95.8 95.3 96.4 0.9586 0.9912
(RBF)
XGBoost 97.9 97.7 98.1 0.9790 0.9974
CNN 96.6 96.2 97.0 0.9660 0.9948
(raw byte)
Ensemble 98.7 98.5 98.9 0.9870 0.9991
(Proposed
)

The ensemble model achieves the highest performance across
all metrics. The improvement in AUC-ROC from 0.9974
(XGBoost) to 0.9991 (Ensemble) corresponds to a 62%
reduction in the area between the ROC curve and the upper-left
corner, indicating meaningful improvement at operating points
with very low false positive rates — critical for endpoint
protection where false positives disrupt end-user productivity.

2. Performance by Malware Family

True False
Malware .. .
Family Samples Positive Negative
Rate (%) Rate (%)
Ransomware 10,800 99.3 0.7
Trojan 16,200 98.8 1.2
Worm 8,400 98.1 1.9
Spyware 6,600 97.9 2.1
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Rootkits exhibit the lowest true-positive rate (96.4%) because
they often execute within the kernel, making both static feature
extraction (packed or obfuscated payloads) and sandbox
execution (anti-VM evasion) more challenging. Future work
will focus on kernel-level dynamic analysis to address this gap.

3. Adversarial Robustness Evaluation

To assess robustness, three adversarial perturbation strategies

were applied to the test set malware samples:

e Append Attack: appending benign byte sequences to the
end of malicious files (does not affect execution semantics
for PE files, which are header-addressed). Detection rate
remained at 97.8% even with 10KB of appended content.

e Slack Space Injection: inserting benign API calls into the
import table (requires binary rewriting). Detection rate
dropped to 93.2%, motivating adversarial training.

e  GAMMA Attack (Demetrio et al., 2021): a gradient-guided
content injection attack targeting the EMBER LightGBM
baseline. When applied to our ensemble, detection rate was
91.7%, compared to 82.3% for the baseline alone —
demonstrating that ensemble diversity provides inherent
robustness.

Adpversarial training with PGD-augmented samples recovered
detection rates to 95.4% under the GAMMA attack, with only
a 0.3% reduction in accuracy on clean samples.

4. Latency Analysis

Mean P95
Stage Latency Latency
(ms) (ms)
Hash Lookup (cache hit) 1.2 34
Static Feature Extraction 42.7 78.9
Ensemble Inference (static 4.1 7.6
only)
Sandbox Execution 94,500 115,200
Dynamic Feature Extraction 620 1,140

Malware True False Mean P95
Famil Samples Positive Negative Stage Latency Latency
y Rate (%) Rate (%) (ms) (ms)
Rootkit 5,400 96.4 3.6 Ensemble Inference (hybrid) 43 8.1
Adware 12,600 99.1 0.9 . ) L.
For the 62% of files that receive an instant verdict via cache,

the system latency is under 5 ms. For files requiring static-only
classification, end-to-end latency is approximately 47 ms. The
majority of unknown, suspicious files trigger full sandbox
analysis with a median turnaround of ~96 seconds, which is
acceptable for asynchronous threat intelligence workflows but
unsuitable for blocking real-time downloads without a static
pre-filter.

Future Scope

Several promising directions emerge from this study:

e Graph Neural Networks (GNNs) for Control Flow:
Representing binaries as control flow graphs and applying
GNN-based classification to capture structural patterns
that resist obfuscation.

e Federated Learning: Training across distributed endpoint
agents without centralising raw binaries, preserving
privacy and reducing data transfer costs.

e LLM-Assisted Decompilation Analysis: Using large
language models to understand decompiled pseudocode,
enabling semantic detection of obfuscated logic.

e Reinforcement Learning for Active Defence: Training an
RL agent to automatically generate adversarial patches that
are added to the training set in real time, providing
continuous adversarial hardening.

e Cross-Platform Extension: Adapting the static analysis
pipeline to ELF (Linux), Mach-O (macOS), DEX
(Android), and IPA (i0S) binary formats.

Explainability =~ Standardization: ~Developing a unified
explanation schema that maps ML feature importances to
actionable MITRE ATT&CK tactic and technique codes.

V. CONCLUSION

This paper presented a comprehensive machine-learning-based
malware detection framework that integrates static, dynamic,
and hybrid feature analysis with an ensemble classification
strategy. The proposed system achieved 98.7% accuracy and an
AUC-ROC of 0.9991 on the EMBER 2018 benchmark,
surpassing existing state-of-the-art methods. Adversarial
robustness experiments demonstrated that ensemble diversity
inherently improves resistance to evasion attacks, and that
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adversarial training can further recover detection rates with
negligible impact on clean-sample performance.

The system architecture is designed for real-world deployment,
with a tiered analysis pipeline that balances latency against
detection coverage. The continuous learning component
ensures that the model adapts to evolving malware families
without manual retraining intervention. Collectively, these
contributions move the field closer to robust, scalable, and
explainable malware detection that can operate at the speed of
modern enterprise environments.

As the cyber threat landscape continues to evolve, the
integration of ML-based approaches into the broader security
operations toolchain remains not merely advantageous but
essential. This work provides both a practical blueprint for
implementation and a rigorous empirical evaluation that can
serve as a baseline for future research.
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