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Abstract- Online pet adoption platforms face significant chal- lenges with fraudulent listings and attribute misrepresentation,
eroding user trust. This paper presents a complete pet adoption system integrating CNN-based image verification to authenti-
cate listing attributes before publication. Transfer learning with EfficientNet-B0 is applied to 110,425 images spanning 712 breed
classes across dogs, cats, and birds. A two-stage training strategy first trains the classification head with frozen base layers,
achiev- ing 84.7% validation accuracy, then fine-tunes the top 40 layers to reach 89.3% validation accuracy. The verification
pipeline combines breed confidence, color confidence, and prediction certainty into a normalized trust score (VScore, range 0—
100). Server-side scoring with an 85-point threshold prevents client manipulation while achieving 98.0% fraud detection
accuracy. A one-way privacy gateway protects adopter identities, and automated digital adoption certificates with unique
certification IDs formalize successful adoptions. Experimental validation on 128 verification requests demonstrates an 84.4%
acceptance rate, 1.8 s average processing time, and only 1.6% false positive rate.

Keywords- Convolutional neural networks, deep learning, EfficientNet, fraud detection, image verification, pet adoption,

transfer learning, computer vision.

I. INTRODUCTION

Online pet adoption platforms have transformed animal welfare
by connecting prospective adopters with homeless pets;
however, the absence of robust verification mechanisms creates
opportunities for fraudulent listings and attribute mis-
representation. Traditional manual verification is resource-
intensive and fails to scale with platform growth. Privacy
concerns regarding adopter information and lack of formal
adoption documentation further hinder platform credibility.

This paper addresses these challenges through an automated

framework that validates pet listings prior to publication via

CNN-based attribute extraction and server-computed trust

scoring, while implementing privacy-preserving mechanisms

and digital certification. The key contributions are:

1. A two-stage EfficientNet-BO transfer learning approach
achieving 89.3% validation accuracy across 712 breed
classes.

2. A server-side VScore mechanism combining breed con-
fidence, color confidence, and prediction certainty with an
empirically validated 85-point threshold.

3. A one-way privacy gateway protecting adopter identities
through field-level Firestore security rules.

4. Automated digital adoption certificate generation with
unique certification IDs.

5. Experimental validation demonstrating 98.0% fraud de-
tection accuracy with 1.8 s average processing time.

Il. LITERATURE REVIEW

A. Pet Adoption Systems

Kajbaje et al. [1] combined CNNs with sentiment analysis for
pet-adopter matching but lacked quantitative evaluation and
verification mechanisms. Zhou and Xu [2] implemented an
loT-enabled platform with real-time tracking yet without
image-level fraud detection. Deshmukh et al. [3] created Pet
Connect with streamlined mobile workflows but relied solely
on manual moderation. Thakur et al. [4] applied logistic
regression and AdaBoost to predict adoption likelihood from
structured attributes, leaving image authenticity unaddressed.

B. Animal Image Classification

Alharbi et al. [5] achieved high species accuracy on a lim- ited
dataset with no real-time validation. Dharaniya et al. [6]
demonstrated CNN effectiveness for bird identification without
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practical deployment integration. Kamepalli et al. [9] vali-
dated fine-grained primate breed recognition but limited scope

TABLE |

COMPARATIVE ANALYSIS OF RELATED WORK AND
RESEARCH GAPS

Study | Approach | Gap ldentified | Addressed Here
Kajbaje CNN + No verification; | Verification with
[1] |sentiment anal- prototype quantitative

ysis only; no metrics | metrics (89.3%
accuracy);
production
deployment

Zhou [2]| loT + cloud No fraud ML-based
databases detection or validation with
image trust scoring
authentication
Deshmuk|  Manual No Al Automated
h [3] ve validation;
rification security verification
app concerns pipeline
Thakur ML No image Image-based
[4] prediction verification attribute valida-
(LR, compo- tion
AdaBoost) nent
Blancaflo| Location- | No verification; | Location + ML
r[12] |based React no privacy verification +
Native controls privacy gateway
Alsuwail | Web platform No ML ML-powered
em [13] verification; no | authenticity +
certi- digital certificates
fication

to one animal type. Divya Meena and Agilandeeswari [10]
proposed Multi-Part CNN (MP-CNN) with semi-supervised
learning, improving feature extraction while reducing labeled
data needs, yet focused solely on classification efficiency.
Borwarnginn et al. [11] established transfer learning viability
for dog breeds via VGG16 and InceptionV3, without deploy-
ment integration. Vithakshana and Samankula [8] applied 10T-
CNN for environmental animal monitoring rather than listing
verification.

C. Location-Based and Web Platforms

Blancaflor et al. [12] developed CareForPaws with Re- act
Native geolocation but relied entirely on user-entered data with
no verification or privacy controls. Alsuwailem et al. [13]
created Leen, a web platform increasing adoption awareness
but lacking ML validation. Haste et al. [7] built a

recommendation framework improving matching accuracy
without a verification mechanism.

Table I maps the identified gaps to the proposed system’s
contributions.

I11. PROPOSED SYSTEM ARCHITECTURE

The proposed framework implements a four-tier architecture
separating concerns across: (i) mobile application, (ii) backend
API orchestration, (iii) ML verification service, and (iv) cloud
data storage. ML inference auto-populates breed, color, and
category fields; users supply only name, age, and a mini- mum
20-word description. Firebase snapshot listeners enable
asynchronous real-time rendering, and secure token storage
preserves user sessions across application launches.

A. System Architecture Overview

Fig. 1 illustrates the end-to-end system architecture, show- ing
the complete data and control flow from user image upload
through ML verification, server-side trust scoring, and listing
publication with digital certificate generation.

B. Architecture Component Details

Application Layer. The React Native/Expo mobile app cap-
tures images with GPS coordinates and JWT tokens, displays
locked verified fields post-verification, and renders real-time
listing feeds and encrypted chat via Firebase snapshot listeners.
Backend API Layer. The Node.js/Express.js backend or-
chestrates the full verification workflow: validates JWT tokens,
forwards images to the ML service, computes VScore
serverside from the returned confidence triple {Cbreed, Ccolor,
Ccert}, applies the 85-point threshold, performs reverse
geocoding, uploads accepted images to Cloudinary, persists
metadata to Firestore, generates digital adoption certificates
with unique IDs upon seller approval, enforces the one-way
privacy gate- way, and manages real-time encrypted chat
including GPS location sharing and media exchange.

ML Verification Service. A FastAPI microservice de- ployed
on Google Cloud Run hosts three category-specific
EfficientNet-B0 breed classifiers (dog/cat/bird) and one shared
MobileNetV2 color classifier. On each request the service
preprocesses the image to 224x224, runs inference on both
models, extracts the three confidence metrics, and returns

a JSON response containing Cbreed, Ccolor, Ccert, and the
predicted breed and color labels.
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Database and Storage Layer. Cloud Firestore stores four
primary collections: Users (auth data, dynamic role, favourited
pets), Pets (verified listings with VVScore audit trail), Adoption-
Requests (seller approval workflow), and AdoptionCertificates
(unique IDs, field-level access control). Cloudinary provides

CDN-backed image storage. Firestore field-level security rules
enforce the one-way privacy gateway, ensuring that adopter
contact information is visible only to the relevant seller and the
adopter themselves.

” - T e L i.»

T o 1ing Setageny

Fig. 1. System architecture showing verification workflow from user image upload through ML verification to listing publication,
demonstrating early rejection of fraudulent listings before storage operations, server-side trust score calculation, automated field
population, dynamic role promotion, one-way privacy gateway, and digital certification generation.

IV. MATHEMATICAL FORMULATION

A. Input Specification
The verification service receives a three-component input
tuple:
I = limg, Igps, lauth} 1)
where limg € R224x224x3 is the RGB image tensor, Igps =
(lat, lon) provides GPS coordinates for reverse geocoding, and
lauth is the JWT authentication token.

C. Breed Classification Model

For each category ¢ € {dog, cat, bird}, a dedicated
EfficientNet-BO model M produces a breed probability

where Nc € {120, 67, 525} for dogs, cats, and birds respec
tively, and Bpre denotes ImageNet pre-trained weights.

C Color Classification Model

A parallel MobileNetV2-based network classifies dominant
coat color into Ncolor = 12 categories:
fcolor = img pre

fdense = ReLU(Densel28(fpool;
Densel12(fdense; W4, b4)

Pcolor = Softmax(zcolor)

D. Confidence Metric Extraction
Three scalar confidence values are extracted and forwarded
server-side.

W3, b3)) zcolor =

Breed confidence — maximum softmax probability
Chbreed = max
i €1, Nc]

P(c) il (4)

Color confidence — maximum softmax probability:
Ccolor =max
jel1,12]

Pcolor[j](5)

Prediction certainty — margin between the top two breed
predictions, quantifying model confidence beyond top-1.:
Ccert =Ptopl —Ptop2, Ccerte [0,1] (6)

A larger margin indicates higher model confidence.

D. Server-Side Verification Score

The backend combines the three confidence scalars into a
normalized trust score computed entirely server-side to
preventclient manipulation:

VScore = 100 Cbreed + Ccolor + Ccert ,
100]

Equal weighting

()

(1/3, 1/3, 1/3) was empirically validated
over alternatives including (0.5, 0.3, 0.2) and (0.6, 0.2, 0.2)
which showed no statistically significant accuracy improve-
ment.

VScore € [0,

E. Training Objectives
Breed classification minimizes categorical cross-entropy
over mini-batches of size B = 16:
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V. IMPLEMENTATION DETAILS

Technology Stack. React Native/Expo SDK (mobile),
Node.js/Express.js (REST backend), Firebase Authentica- tion,
Cloud Firestore (NoSQL, real-time), Cloudinary (image CDN),
TensorFlow  2.x/Keras  (model training),  FastAPI
(MLmicroservice), Docker (containerization), and Google
Cloud Run (autoscaled deployment).

Dataset Preparation. Table Il summarizes training data across
the three pet categories. All images are resized to 224x224x3
pixels with a stratified 80/20 train-test split. An additional
25,600 manually annotated images covering 12 coat-color
categories were collected from public sources for the color
model.

TABLE Il
TRAINING DATASET COMPOSITION ACROSS PET
CATEGORIES
Category Breed Classes Total Images
Dogs 120 15,340
Cats 67 10,450
Biras 325 84,0635
Total 712 110,425
Cloud Deployment. The FastAPl service is
containerized with Docker (Python 3.9,

TensorFlow/Keras) and deployed on Google Cloud Run:
2 GB memory, 2vCPU, autoscaling 1- 10 instances, 60
S request timeout.

Secure Chat System. AES-256 per-conversation key
en- cryption, Firestore snapshot listener synchronization,
GPS- based real-time location sharing with map preview,
and Cloudinary-backed media attachments.

VI. EXPERIMENTAL RESULTS

A. Model Classification Performance

Table Il reports per-category results after Stage 2 fine-
tuning.

Category Classes Accuracy Fl-Score Loss
Dogs 120 92.1% 919% 0247
Cats 67 88.4% 88.0%  0.28%
Birds 325 88.2% 88.0% 0301
Colors 12 94.2% 940% 0186
Overall Breed 712 89.3% 88.9% 0279

B. Two-Stage Training Comparison

Table 1V quantifies the gain from Stage 2 fine-tuning. Stage 1
converged at epoch 18 of 25; Stage 2 at epoch 26

of 30.

TABLE IV
TWO-STAGE TRAINING PERFORMANCE
COMPARISON
Stage Train Acc. Val. Acc.  Val. Loss
Stage 1 (Frozen) 86.2% 84.7% 0428
Stage 2 (Fine-tuned) 91.4% 89.3% 0289
Improvement +5.2% +4.6% —0.139

C. Confidence Metrics Distribution
Table V summarizes the three confidence metrics over 128
real-world verification requests from pilot deployment.

TABLE V
CONFIDENCE METRICS DISTRIBUTION (n =128
REQUESTS)
Metric Mean 5td. Dev. Range
C[::read 0.847 0.142 [0.42, 0.98]
Cealor 0.912 0.089 [0.61, 0.99]
Ceent 0.634 0.1%8 [0.12,0.91]
VScore 798 12.4 [38.3, 96.7]

D. Verification Statistics
Table VI reports overall effectiveness from pilot deployment
with 20 production accounts.

TABLE VI
SYSTEM VERIFICATION STATISTICS — PILOT
TESTING
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Metric Value

128
108 (84.4%)
20 (15.6%)

Total Verification Requests
Accepted (VScore = 85)
Rejected (VScore < 85)

False Positives 2(1.6%)
False Negatrves 1(0.8%)
Owverall Accuracy 98.0%
Avg. VScore — Accepted 913
Avg. VScore — Rejected 687
Avg. Processing Time 18s

TABLE VII
VSCORE THRESHOLD SENSITIVITY ANALYSIS

T Accept. FP Rate FN Rate Accuracy
75 94.5% 4.7% 0.0% 95.3%
80 85.1% 3.1% 0.0% 96.9%
85 84.4% lo6% 0.5% 05.0%
50 T1.1% 0.8% 23% 96.9%
95 453% 0.0% 7.0% 93.0%

E VScore Threshold Sensitivity Analysis
Table VII evaluates five candidate threshold values. T = 85
achieves the optimal accuracy-acceptance balance.

E. Confusion Matrix Summary

For the dog breed model (120 classes, 3,068 test images),
average precision was 92.8%, recall 92.2%, and specificity
99.2%. Primary confusions arose between visually similar
breeds: Golden Retriever vs. Labrador Retriever (8.2%) and
German Shepherd vs. Belgian Malinois (6.7%), consistent with
known fine-grained classification difficulty.

F. System Scalability
Table V111 shows end-to-end response times under varying load
managed by Google Cloud Run autoscaling.

TABLE VIII
SYSTEM SCALABILITY UNDER VARYING LOAD
CONDITIONS
Load | Reg/Min |Avg. Response Time
Low 10 125
Medium 50 1.8s
High 100 24s

‘ Peak‘ 200 ‘ 3.1s

G. User Experience Metrics

Post-deployment results show: listing submission time re-
duced from 8.5 to 3.2 min (62% reduction); adoption success
rate improved from 58% to 73% (+26%); user satisfaction
4.6/5.0; platform trust rating 4.7/5.0. Asynchronous rendering
eliminated the 2.3 s manual refresh wait in 87% of interactions.
Persistent authentication reduced login frequency by 87% with
a 98.3% session restoration success rate.

VIlI. DISCUSSION

A. System Advantages

Server-side VScore computation (Eq. 7) prevents client
manipulation, a vulnerability documented in [2]. Auto-filling
four fields (breed, color, category, address) reduces user effort
by 62%, outperforming manual approaches of [3], [12]. The
one-way privacy gateway achieved zero unauthorized accesses
across 61 attempts, closing gaps in [12], [13]. Automated
digital certificates with unique IDs enabled 100% third-party
verification success—a feature absent from all reviewed liter-
ature. Category-specific EfficientNet-BO models covering 712
breed classes outperform single-category approaches in [9],
[11].

B. VScore Component Analysis

Cbreed (mean = 0.847, std = 0.142) provides the primary dis-
crimination signal between authentic and fraudulent listings.
Ccolor (mean = 0.912, std = 0.089) offers a stable low-variance
baseline. Ccert (mean = 0.634, std = 0.198) captures model un-
certainty effectively in ambiguous cases. The VScore distribu-
tion (mean = 79.8, std = 12.4) produces clear separation around
T = 85 between accepted (avg. 91.3) and rejected listings (avg.
68.7).

C. Limitations and Future Work

Model accuracy degrades for underrepresented breeds and
poor-quality images. Mixed breeds may fall below the VScore
threshold since models were trained primarily on purebreds.
Future directions include: video upload for behavioral analy-
sis, health condition assessment from coat quality indicators,
adaptive per-category VScore weighting, multi-pet detection
via YOLO or Faster R-CNN, blockchain-based immutable
adoption records, and integration with veterinary databases for
vaccination record synchronization.
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VIIl. CONCLUSION

This paper presented a CNN-based automated verification
framework for online pet adoption that combines ML-powered
listing authentication with privacy-preserving design and dig-
ital certification. EfficientNet-BO models trained on 110,425
images achieved 89.3% breed classification accuracy across
712 classes and 94.2% color classification accuracy. The
server-side VScore mechanism with t = 85 delivered 98.0%
fraud detection accuracy at only 1.6% false positives. The one-
way privacy gateway prevented all unauthorized adopter
information accesses across 61 attempts, and digital certificates
formalized 14 adoptions with 100% third-party verification
success. Production deployment across 20 users demonstrated
a 62% reduction in submission time, a 26% improvement in
adoption success rates, and a 4.6/5.0 user satisfaction score,
establishing a viable foundation for trustworthy and scalable
digital pet adoption ecosystems.
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