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Abstract- — The exponential growth of the Android ecosystem has been accompanied by a surge in sophisticated mobile mal -

ware. Traditional signature-based detection mechanisms struggle to keep pace with these evasive threats, necessitating more 

adaptive and intelligent defense strategies. In this paper, we present a novel hierarchical ensemble Convolutional Neural Network 

(CNN) framework designed for robust Android malware detection. By transforming APK bytecode into grayscale images, our 

approach bypasses conventional manual feature engineering and leverages spatial pattern recognition. The proposed archi -

tecture integrates three distinct deep learning models—ResNet50, DenseNet121, and VGG16—to extract diverse and 

comprehensive feature representations. The framework operates in two stages: initially classifying applications as benign or 

malicious, and subsequently categorizing the malicious samples into 25 distinct malware families. Experimental evaluations 

demonstrate that our ensemble approach achieves a high accuracy of 89.15%, out-performing individual CNN baselines. 

Furthermore, this image-based learning paradigm proves highly resilient to common structural obfuscation techniques utilized 

by modern Android malware. 
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 I. INTRODUCTION 

 
The widespread adoption of Android smartphones has rev-

olutionized the modern mobile computing landscape. With 

millions of applications distributed across official and third-

party marketplaces, Android remains the dominant mobile 

operating system globally. However, this immense popularity 

has inherently made it an attractive target for cybercriminals. 

Modern Android malware is increasingly sophisticated, em-

ploying advanced evasion tactics like polymorphism, code ob-

fuscation, encryption, and dynamic payload loading to bypass 

conventional security measures. Consequently, safeguarding 

end-users and ensuring secure application ecosystems are 

paramount challenges in mobile cybersecurity. 

Historically, Android malware detection has relied on static and 

dynamic analysis. Static analysis inspects application 

  

components—such as API calls, permissions, and opcode 

sequences—without executing the code. While computation-

ally lightweight, it heavily depends on known signatures and 

handcrafted features, rendering it vulnerable to zero-day threats 

and obfuscated malware. Dynamic analysis, conversely, 

monitors the application’s behavior in an isolated sandbox en-

vironment. Though more robust against obfuscation, it suffers 

from significant computational overhead, scaling issues, and 

high detection latency, making it less practical for analyzing 

massive app repositories. 

 

Recently, deep learning has emerged as a highly effective 

alternative for automated threat detection. Unlike traditional 

machine learning that relies on manual feature engineering, 

deep neural networks autonomously extract hierarchical fea-

tures directly from raw data. Convolutional Neural Networks 

(CNNs) have shown exceptional capabilities in pattern recog-

nition tasks. This has inspired the use of binary visualization in 

malware analysis, where executable code is converted into 

grayscale images. These visual representations encapsulate the 

structural and statistical behaviors of the malware, allowing 

CNNs to identify malicious patterns natively. 

 

Despite these advancements, single CNN architectures often 

face challenges such as overfitting, architectural biases, and 

limited feature diversity. Ensemble learning mitigates these 

issues by combining multiple models to enhance generaliz-

ability and robustness. By aggregating the predictive power of 

varied architectures, ensemble frameworks can capture a 

broader spectrum of feature abstractions. 

 

In this study, we propose a hierarchical, ensemble CNN-based 

framework for Android malware detection leverag-ing APK-to-

image conversion. Our system first extracts the classes.dex file 

from the target Android application pack-age (APK). The raw 
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bytecode is mapped into normalized grayscale images, which 

are then processed in parallel by three pre-trained CNN feature 

extractors: ResNet50, DenseNet121, and VGG16. The 

resulting embeddings are fused for classification. 

 

To boost reliability, we implement a two-tier hierarchical 

classification scheme. The first tier performs a binary classi-

fication (benign vs. malicious). If flagged as malicious, the 

second tier categorizes the threat into one of 25 recognized 

malware families. Our experimental results show that this 

ensemble methodology surpasses individual CNN models, 

yielding a test accuracy of 89.15% and highlighting the efficacy 

of combining visual bytecode representations with ensemble 

deep learning. 

 

II. RELATED WORK 
 

The landscape of Android malware detection has seen a 

paradigm shift toward machine learning and deep learning to 

achieve better scalability and accuracy. Because traditional 

signature-based systems fall short against novel variants, in-

telligent, learning-based models have become the standard. 

A comprehensive survey in [1] details the transition to-ward 

deep learning in Android malware analysis, focusing on static 

features like permissions and opcodes. However, the authors 

note that high computational complexity and feature 

redundancy remain significant hurdles. Frameworks like 

DroidDetector [2] and Semantics-Aware DNNs [3] utilize static 

and behavioral patterns to improve detection rates, yet they 

often struggle with previously unseen families or demand 

immense computational power for feature engineering. 

 

Other systems, such as DroidCat [4], rely on application-level 

profiling, while approaches in [5] use feature fusion coupled 

with attention mechanisms. Though effective, these methods 

introduce high model complexity. Machine learning tools like 

MLDroid [6] and HinDroid [7] process static fea-tures and 

complex application relationships, respectively, but face 

limitations against heavily obfuscated code and require vast 

datasets to model heterogeneous information networks 

accurately. 

 

More recently, research has pivoted toward malware visual-

ization. Studies [8] and [9] demonstrated that converting byte-

code into grayscale images and utilizing CNNs eliminates the 

need for manual feature extraction. While highly automated, 

single-model approaches sometimes fail to capture nuanced 

contextual data. Ensemble deep learning models [10] address 

this by fusing multiple architectures, improving overall robust-

ness, though optimizing these frameworks for computational 

efficiency remains an active area of research. 

III. PROBLEM STATEMENT 
 

The proliferation of Android applications has drastically 

elevated the threat vector for mobile malware. Traditional de-

tection systems, dependent on hardcoded rules and signatures, 

are routinely bypassed by modern malware utilizing obfus-

cation and dynamic execution strategies. While current deep 

learning solutions offer improvements, they predominantly rely 

on single-architecture models that exhibit high prediction 

variance and limited generalization capabilities when faced 

with diverse malware families. This leads to reduced accuracy 

and elevated false positive rates. Therefore, a critical need 

exists for an automated, highly resilient detection framework 

capable of precisely classifying both known and obfuscated 

Android malware without relying on fragile, manually engi-

neered features. 

 

IV. DATASET AND DATA METRICS 
 

1. Dataset Description 

We evaluated our framework using the Malimg dataset, a 

recognized benchmark for image-based malware classification. 

This dataset comprises 9,339 malware samples distributed 

across 25 distinct families. Each binary is mapped to a 

grayscale image by converting byte values (0–255) into pixel 

intensities. This approach transforms the malware detection 

problem into a computer vision task, allowing CNNs to extract 

structural visual features unique to different malware families. 

 

2. Dataset Distribution 

The dataset presents a real-world class imbalance, with fam-

ilies like Allaple.A and Allaple.L containing a disproportion-

ately high number of samples compared to others. Addressing 

this distribution is vital for building a robust classifier that does 

not merely bias toward majority classes. The distribution is 

represented in Figure 1. 

 

 

Fig. 1. Sample distribution across malware families in the 

Malimg dataset. 



 

 

 

© 2026 IJSRET 
3 
 

 

 

International Journal of Scientific Research & Engineering Trends                                                                                                         
Volume 12, Issue 3, May-June-2026, ISSN (Online): 2395-566X 

 

 
3. Data Metrics 

Table I outlines the structural metrics of the dataset used during 

the training and evaluation phases. Images were stan-dardized 

to a specific resolution to guarantee uniform feature extraction.  

 

Table I: Summary of Dataset Metrics 
Metric Value 
Total Samples 9339 
Number of Families 25 
Image Type Grayscale 
Input Format Binary-to-Image 
Resolution (Resized) 224 × 224 
Training Partition 80% 
Testing Partition 20% 

 

V. PROPOSED METHODOLOGY 
 

Our framework automates the identification and categoriza-

tion of Android malware through five core phases: system 

architecture setup, APK-to-image transformation, ensemble 

feature extraction, hierarchical classification, and the execution 

of the detection algorithm. 

 

1. System Architecture 

The system is highly modular, comprising four distinct mod-

ules: (1) APK Processing, (2) Bytecode-to-Image Transforma-

tion, (3) Ensemble Feature Extraction, and (4) Hierarchical 

Classification. 

 

The APK Processing Module utilizes static decompilation 

  

This fused vector is subsequently passed through fully con-

nected layers regulated by dropout mechanisms to prevent 

overfitting. 

 

Hierarchical Classification 

Our two-stage hierarchical approach dramatically reduces false 

positive rates. In Stage 1, a binary classifier outputs the 

probability that the application is malicious: 

Pbinary = Softmax(WbF + bb) (2) 

If the probability falls below the set threshold, the app is 

flagged as benign. If malicious, Stage 2 triggers a multi-class 

prediction for the 25 specific families: 

  

(via APKTool) to extract the classes.dex file, which holds the 

Dalvik bytecode. This static approach avoids the overhead 

  

Pfamily 

  

= Softmax(Wf 

  

F + bf 

  

) (3) 

  

of dynamic runtime execution. Next, the Bytecode-to-Image 

Transformation Module converts these extracted bytes into a 

2D matrix of pixel intensities, scaled to 224 × 224 pixels and 

normalized between [0, 1] for optimal neural network 

processing. 

 

The Ensemble Feature Extraction Module processes the 

normalized image in parallel using ResNet50, DenseNet121, 

and VGG16. The distinct high-level feature vectors extracted 

by each network are concatenated into a single, comprehensive 

representation. Finally, the Hierarchical Classification Module 

evaluates this vector to first determine malice (benign vs. 

malicious) and then predicts the specific malware family if a 

threat is detected. The end-to-end architecture is depicted in 

Fig. 2. 

 

2. APK-to-Image Conversion 

Visualizing malware allows deep learning models to bypass 

easily obfuscated handcrafted features (like API calls) and learn 

directly from the raw code structure. The extracted classes.dex 

file is read as an uninterrupted byte stream. Every byte (0 to 

255) dictates a specific grayscale pixel intensity (from black to 

white). 

 

If the byte sequence is defined as B = {b1, b2, ..., bn}, the 

resulting grayscale image matrix I is populated such that I(i, j) 

= bk. The image width is fixed, and the height scales with the 

file size. This matrix is then resized to 224 × 224 and converted 

to a three-channel format to align with the input layers of the 

pre-trained CNNs. 

 

3. Ensemble CNN Architecture 

To maximize predictive stability, our ensemble architec-ture 

leverages the complementary strengths of three models. 

ResNet50 employs residual connections to capture deep struc-

tural geometries without gradient degradation. DenseNet121 

utilizes dense connectivity to encourage feature reuse, captur-

ing fine-grained texture details. VGG16 relies on sequential 3 

× 3 convolutions to identify both low-level and high-level 

structural variances. 

 

Given an input, the feature embeddings from each model are 

concatenated into a unified vector: 

 

F = [FResNet   FDenseNet   FV GG] (1) 
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5. Detection Algorithm Workflow 

• Accept the raw Android APK. 

• Extract the classes.dex file via APKTool. 

• Read the DEX file as a continuous byte sequence. 

• Translate bytes into a 2D grayscale image matrix. 

• Resize to 224 × 224 and normalize. 

• Route the image through ResNet50, DenseNet121, and 

VGG16. 

• Concatenate the resulting feature embeddings. 

• 8) Execute Stage 1 (Binary

 Classification: Benign/Malicious). 

• If malicious, execute Stage 2 (Multi-class Family Clas-

sification). 

• Output the final prediction and corresponding confidence 

score. 

 

VI. EXPERIMENTAL SETUP 
 

The dataset was partitioned into 70% for training, 15% for 

validation, and 15% for final testing. The deep learning models 

were developed using the TensorFlow and Keras libraries. 

 

The hyperparameters used during training include: 

• Input Dimensions: 224 × 224 × 3 

• Batch Size: 8 

• Optimization Algorithm: Adam 

• Initial Learning Rate: 0.0001 

• Epochs: 10 

• Loss Function: Categorical Crossentropy 

 

VII. RESULTS AND ANALYSIS 
 

We evaluated the proposed framework using standard met-rics: 

accuracy, precision, recall, and F1-score. The primary goal was 

to quantify the performance gain of the ensemble methodology 

over standalone CNN models. 

 

1. Model Performance Comparison 

Table II illustrates the baseline accuracies of the individual 

networks alongside the ensemble approach. 

The empirical data proves that the combined ensemble ar-

chitecture provides superior classification accuracy (89.15%). 

While DenseNet121 acts as the strongest standalone per-

former, the fusion of diverse feature maps heavily mitigates 

 

Fig. 2. End-to-end System Architecture of the Ensemble 

Malware Detection Framework 

 

  

Table II: Classification Accuracy by Architecture 

 
  

Table III: Detailed Ensemble Classification Metrics 

 
 individual network biases, resulting in a more generalized and 

robust predictive model. 

 

2. Overall Classification Metrics 

Table III details the broader evaluation metrics for the ensemble 

model. 

 

The harmony between precision and recall, as evidenced by the 

high F1-scores, indicates that the model successfully handles 

the dataset’s class imbalance. It reliably identifies threats while 

keeping false classifications strictly minimized. 
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3. Accuracy Visualization 

Figure 3 visually contrasts the accuracy of the isolated models 

versus the proposed ensemble system. 

  

4. Confusion Matrix Analysis 

Detailed classification reports revealed that the model achieved 

near-perfect recognition for families displaying highly distinct 

spatial byte distributions, such as Adialer.C, Agent.FYI, and 

VB.AT. Conversely, families with shared ge-netic code or 

highly aggressive polymorphic tendencies (e.g., Swizzor.gen.I 

and Yuner.A) yielded slight overlaps, resulting in minor 

misclassifications. Despite this, the macro and weighted F1-

scores remain exceptionally high, confirming the overall 

viability of visual bytecode analysis. 

  

 
Fig. 3. Performance Comparison of Individual vs. Ensemble 

Models 

 

VIII. DISCUSSION 
 

The integration of ResNet50, DenseNet121, and VGG16 

clearly mitigates the architectural weaknesses present in stan-

dalone models. By leveraging diverse spatial and hierarchi-cal 

abstractions, the ensemble network recognizes complex 

obfuscation patterns that traditional static analysis misses. 

Furthermore, the two-stage hierarchical classification proves to 

be a vital asset for real-world deployment; by decisively 

isolating benign from malicious applications first, we minimize 

the computational cost and user friction associated with false 

positives. 

 

However, this methodology is not without trade-offs. The 

requirement to simultaneously process data through three 

heavy CNN architectures incurs higher inference latency and 

demands superior hardware acceleration compared to single-

model systems. Additionally, while bytecode visualization 

negates the need for manual feature extraction, the model’s 

accuracy relies entirely on the structural integrity of the 

classes.dex file, which could theoretically be manipulated by 

next-generation adversarial attacks specifically designed to 

fool visual classifiers. 

 

IX. CONCLUSION 
 

In this paper, we proposed an intelligent, hierarchical en-

semble CNN framework for the detection and categorization of 

Android malware. By transforming raw APK bytecode into 

image representations, we successfully applied advanced 

spatial pattern recognition to the cybersecurity domain, by-

passing the limitations of traditional signature-based heuristics. 

Our ensemble model—fusing ResNet50, DenseNet121, and 

VGG16—achieved an impressive classification accuracy of 

89.15% across 25 distinct malware families. The hierarchical 

workflow ensures high precision by first isolating benign 

applications, thereby proving its efficacy as a robust, scalable 

solution for securing modern Android ecosystems. 

 

Future Work 

Future enhancements will explore: 

• Implementing attention mechanisms (e.g., Vision Trans-

formers) to isolate critical malicious payloads within the 

image matrix. 

• Expanding the training corpus with live, zero-day mal-

ware samples to test longitudinal resilience. 

• Integrating Explainable AI (XAI) overlays to generate 

heatmaps, providing security analysts with visual proof of 

malicious code blocks. 

• Pruning and quantizing the ensemble architecture for 

lightweight deployment on mobile edge devices. 
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