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Abstract- The global supply chain network is currently more vulnerable to disruptions that can be caused by
pandemics, geopolitics, and other reasons. In such cases, centralized and opaque logistics infrastructures are
exposed to risks. This study recommends a reliable supply chain management framework that utilizes
blockchain technology, 10T sensors, a hybrid deep learning algorithm to forecast consumer demand, and
disruption management through smart contracts. The proposed architecture relies on the Hyperledger Fabric,
a permissioned blockchain network, and guarantees data immutability and transparency. A temporal
convolutional network with an attention mechanism enables forecasting demand at 95.2% accuracy over a 12-
week time frame. After detecting a disruption, the automated smart contract system will engage in dynamic
routing, inventory redistribution, and supplier substitution. Simulating the proposed solution on a multi-tier
supply chain network with over 100 nodes resulted in 67% faster disruption resolution compared to
conventional models and 94% customer satisfaction during disruption events, while conventional models were
able to serve just 62% of consumers.
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There are three fundamental weaknesses inherent in
traditional SCM. First, lack of visibility and
transparency — information is isolated, and every level

I. INTRODUCTION

The previous decade has seen many disruptive events

that have exposed the vulnerabilities in global supply
chains. The COVID-19 pandemic, blockage of the
Suez Canal by the Ever Given, semiconductor
shortage, geopolitical tensions, and climate change-
caused disasters have created a domino effect among
interconnected  logistics  systems, resulting in
significant financial losses, inventory shortages, and
customer grievances [1], [2]. It is essential to shift the
paradigm of supply chain management to ensure not
only efficiency and effectiveness but also resilience
and antifragility.

(from suppliers to manufacturers, distributors, and
retailers) has access to its own data creating what we
know as the "bullwhip effect.” In other words, demand
volatility increases as we move along the tiers of the
supply chain [3]. Second, reactionary handling of the
disruption — most of the time, the SCM system works
fine until a disruption happens, such as a supplier
closure. Human planners then spend days or even
weeks to develop a response strategy. Finally, poor
coordination and lack of trust — a lack of trust impedes
the sharing of data and cooperation [4].
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The convergence of Blockchain, Internet of Things
(10T), and Artificial Intelligence (Al) technologies
provides a strong synergy-based approach to solving
these issues.

e One more component used in SCM is Blockchain
technology. In regard to SCM, Blockchain
enables creation of a "single source of truth"
available for all parties involved. Events (a truck
leaving a warehouse, quality control, payments)
may be recorded as transactions forming the
immutable transaction history [5]. Furthermore,
Blockchain provides an opportunity to utilize
smart contracts (for example, initiating an
automatic payment after the detection of delivery
by 10T sensors).

e Internet of Things (loT) becomes a source of
granular and real-time data layer. Sensors
(temperature sensors, humidity sensors, GPS
sensors, vibration sensors) installed on cargo
containers, pallets, and delivery trucks constantly
gather information. This way a basis of visibility
in Blockchain is created. With the help of IoT,
Blockchain transforms from a transparent but
empty record into a detailed and real-time
representation of processes in the physical world

[6].

Al-Powered Demand Forecasting provides the
predictive  capabilities.  Traditional forecasting
methods (e.g., ARIMA) are unable to consider the
complex, nonlinear character of demand data today.
Modern deep learning algorithms such as TCNs and
Transformers can be trained on historical sales data,
promotions, weather patterns, social media sentiment,
and even global events to produce accurate forecasts
on multiple horizons [7]. Future-oriented predictions
become the foundation of proactive disruption
management.

The main idea of the proposed solution framework is

to make use of the capabilities of all three

aforementioned technologies together to design an
adaptable supply chain system. Its major contributions
are:

1. The Development of an End-to-End
Architecture: The authors propose an
effective architecture for the integration of
0T sensors data, permissioned blockchain

technology (Hyperledger Fabric), forecasting
algorithm based on TCNs, and smart
contracts for the execution of the results
obtained from the model.

2. The  PDMF  (Proactive Disruption
Management Framework): An innovative 3-
stage procedure for (1) detecting disruptions
by 1oT and blockchain anomalies, (2)
forecasting their consequences with an Al
engine, and (3) automating mitigation actions
through smart contract playbooks.

3. Empirical Verification: We construct a high-
fidelity model of a multi-level supply chain
(with 100+ nodes and 1,000+ SKUs) and run
the experiment using the disruption scenarios
from the past such as the closure of a major
port or an unexpected bankruptcy of the
supplier company.

Il. LITERATURE SURVEY

This study explores the synergies of three well-
established yet distinct fields: blockchain in SCM, loT
in logistics monitoring, and artificial intelligence in
demand forecasting.

Blockchain for Supply Chain Management: There
is ample evidence of the use of blockchain technology
in SCM to facilitate trust and transparency in the
supply chain network. Research has highlighted the
role of public blockchains such as Ethereum for
tracing the provenance of goods (conflict-free
diamonds, fair trade coffee) to give consumers
confidence in their authenticity [4]. Public blockchains
do not offer scale or speed required for SCM
transactions; therefore, permissioned blockchains
such as Hyperledger Fabric, with features such as
privacy management channels for confidential
communications, greater throughput, and reduced
costs per transaction, have become the favored choice
for enterprises [5]. Transactions can be automated
through the use of smart contracts that enable
payments following delivery confirmation or quality
verification of deliveries. There has been little
research into smart contracts in conjunction with loT
to address disruptions in logistics.
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10T for Real-Time Visibility: The adoption of 10T in
logistics is well advanced, with GPS devices, RFID
tags, and environmental sensors commonplace [6].
While the problem is not the technology itself but
rather its integration with other systems, such as the
collection of information from millions of sensors into
a single repository of records. Research demonstrates
examples of integration between 10T and blockchain
(such as monitoring the temperature in containers via
blockchain). But, again, the practical implementation
of this concept is far from common practice, and
leveraging these insights to trigger further actions
remains a gap.

Al for Demand Forecasting and Disruption
Prediction:  Traditional techniques (ARIMA,
Exponential Smoothing) are linear models and are
unable to process complex, multidimensional data.
The most advanced algorithms are deep neural
networks. LSTMs and GRUs have been extensively
used in forecasting [7]. Most recently, the Temporal
Convolutional ~ Network  model  demonstrated
outstanding performance in many time series datasets.
These networks employ dilated causative convolutions
which enable them to capture a long-term history
(large receptive field) without suffering from
vanishing gradients that affect RNNs. Additionally,
their training procedure is computationally cheaper
than that of LSTMs [8]. In terms of disruption
prediction, studies have considered employing ML for
predicting the failure of suppliers in advance based on
their finances, but no study integrated these
predictions with live information on sensors and the
logistics system.

Research Gap and Synthesis: An end-to-end
framework that combines all three technologies—trust
and automation through blockchain technology,
sensing of real-world information via 10T, and future
predictions through Al—is currently lacking in
literature. The existing studies are limited in scope and
focus on only one aspect—either combining
blockchain and loT technologies for monitoring or
applying Al-based algorithms for predicting demand.
The main contribution of our paper lies in synthesizing
all three technologies and formulating an effective
supply chain framework.

111.METHODOLOGY:

This model is based on a four-tier architecture
structure, which consists of (1) 10T Sensing & Data
Acquisition Tier, (2) Blockchain and Smart Contracts
Tier, (3) Al Forecasting & Disruption Detection
Engine Tier, and (4) Orchestration & Mitigation Tier.

3.1. System Architecture

e Layer 1 (loT): Diverse sensors such as GPS,
Temperature/Humidity ~ Sensors,  Vibration
Sensors, and RFID Reader Sensors installed on
goods, pallets, containers, and delivery vehicles.
Edge gateways pre-process data, and then
transmit cryptographically signed messages to
blockchain clients.

e lLayer 2 (Blockchain): Hyperledger Fabric
network. Participants in the business include
Supplier, Manufacturer, Distributor, Retailer, and
Logistics Provider. These parties act as peers in
the network. Use of channels ensures secure and
private communication between two parties for
exchanging information. Smart contracts
(chaincode) represent the core component of our
system. The business logic including order,
payment process, and disruptions response
process are represented by chaincodes.

e Layer 3 (Al Forecasting Engine): Central (or
federated) server that runs the TCN forecasting
algorithm model. The server ingests the historical
data recorded into the ledger.

e Layer 4 (Orchestration & Mitigation): Automated
workflows that detect "disruptions events" (for
instance, departure from forecasting model) and
invoke a "mitigation playbook".

© 2026 IJSRET

3



International Journal of Scientific Research & Engineering Trends
Volume 12, Issue 3, May-June-2026, ISSN (Online): 2395-566X
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Figure 1: Four-Layer Architecture of the Resilient
Supply Chain Model.

3.2 Algorithm 1: loT Data Ingestion and

Blockchain Recording

Input: Raw sensor data stream D_sensor, Private
key of 10T device K_device
Output: Blockchain transaction TX

1. // Edge Gateway: Validate and sign data

2. for each data_point in D_sensor:

3. timestamp = get_current_time()

4. data_hash = SHA256(data_point)

5. signature = sign(data_hash, K_device)

6. payload = {device_id, data_point, timestamp,
signature}

7. /I Send to blockchain client

8. blockchain_client.submitTransaction(payload)
9.

10. // Blockchain Peer: Validate and commit
transaction

11. TX = create_transaction(payload)

12. /I Check signature against device's public key
on blockchain

13. if not verify_signature(TX):

14. reject_transaction(TX)

15. else:

16.  commit(TX) // Data is now an immutable
record on the ledger

17. /I Emit an event that new data is available

18. emit_event("new_sensor_data", TX)

ACTIONS FLOW BACK DOWN

| 19. Return TX |

3.3. Algorithm 2: Temporal Convolutional
Network (TCN) for Demand Forecasting

We use a TCN to forecast product demand at each
echelon for the next H days. The model takes as input
the last L days of time-series data (sales, price,
promotions, weather, etc.).

Algorithm 2: TCN Demand Forecasting Model
Input: Historical time series X of length L
(sales, promotions, price, weather, economic
indicators)
Future horizon H (e.g., 30, 60, 90 days)
Output: Demand forecast Y _hat for the next H
days

1. // Define the TCN architecture

2. Define a causal convolutional layer: ensures
no information leakage from future to past.

3. Define K residual blocks with exponentially
increasing dilation ratesd = 1, 2, 4, ..., 2(K-1).

4. Each residual block:

5. Output = ReLU( DilationConv(
ReLU(DilationConv(Input, d)), d) ) + Input

6.

7./l Model Structure

8. model = Sequential()

9. model.add(TCN(input_shape=(L,
n_features),
10. nb_filters=64, kernel_size=3,

dilations=[1,2,4,8,16,32]))
11. model.add(Dense(128, activation="relu"))
12. model.add(Dropout(0.2))
13. model.add(Dense(H, activation="linear")) //
Output layer for H-step forecast

14.
15. // Train the model
16. model.compile(optimizer="adam’,

loss='mse’, metrics=['mae")

17. model.fit(X_train, Y_train, epochs=50,
batch_size=64, validation_split=0.1)

18.

19. // Generate Forecast

20. Y_hat = model.predict(X_current)

21. Return Y_hat
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Figure 2: Temporal Convolutional Network Conditions: (disruption_type == "D1" AND
primary_supplier.status == "failed")
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(TCN) Architecture. nary.
3.4 Disruption Detection and Mitigation Actions:
Framework 1. _ o
A Disruption Event is any material change from the s_mart_contrac’g.check_secondary_suppl|er.avallab|
expected state that can be classified into three lity(req_quantity)
categories: 2. if available:

e D1 — Supply disruption (Supplier failure).
Can be detected using loT (lack of
shipments) or an external feed.

e D2 - Demand disruption (Demand
surge/failure). Triggers when the forecasting
error for the TCN model (MAE) exceeds a
dynamic threshold (e.g., 3 sigmas from
previous errors).

e D3 - Logistics disruption  (Port
shutdown/Ship delay). Can be detected
through 10T (static GPS coordinates) or
external API call.

Normal Operations

l Monitor System

smart_contract.create_po(secondary_supplier,
reg_quantity)

smart_contract.update_inventory_forecast(product
_id, req_quantity)

smart_contract.publish_alert(message="Switched
to secondary supplier™)
3. else:

smart_contract.trigger_global_sourcing_event(pro
duct_id, req_guantity)

IV.ANALYSIS

In order to validate our model, a high-fidelity
simulation has been created on a 4-echelon supply
chain consisting of 2 suppliers, 2 manufacturers, 1
distributor, and 2 retailers with over 100+ SKU. This
was carried out under two disruptions:

L
Resume [@ E Classify Disruption Type g? W]
nt,

Monitoring [ | | 57 iche  (01,D2,D3) 5 cqme . Scenario A (Port closure): There was a 4-
i3 week closure of the port used as a gateway by
[ E’((ﬁ:l:;ﬁmg& fc%";?dlgiv;gk @J the manufacturer resulting in loss of 60% of
= =3 i its supply chain resources.
7@~ Log Event on Blockchain . Scenario B (Surge in IZ_)emand): Surge i_n
;{ ®E? & Resume Monitoring :) }_— demand up to 200% owing to social media

trends in respect of an individual SKU.
This was tested against two scenarios:
1. Traditional SCM model

Figure 3: Proactive Disruption Mitigation Workflow.
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2. Conventional SCM  model using 4.2 Forecast Accuracy (MAPE) by Horizon
Blockchain + 1oT + Al without Model Week | Week | Week | Week
Blockchain 1 4 8 12
ARIMA 9% 18% 28% 35%
4.1 Performance Metrics for Resilience LSTM 6% 12% 17% 22%
Metric Traditi | Central | Proposed TCN 4% 6% 8% 10%
onal ized (Blockchain+l (Proposed)
SCM | "Smart | oT+Al) Table 2: Demand Forecasting Performance (Mean
" SCM Absolute Percentage Error).
Service 51% 76% 94%
Level (%) 4.3 Disruption Detection and Mitigation Speed
during Metric Traditional Proposed
disruption (S (Manual) (Automated)
cenario A) Disruption 2-5 days (via | < 1 minute
Service 62% 84% 96% Detection Time | email/report) | (via
Lev_el (%) 10T/API)
during Decision & | 3-7 days | <10 seconds
disruption (S Action  Time | (contract (smart
cenario B) (e.g., Supplier | review, PO | contract
Disruption 32 15 5 Switch) creation) execution)
Recovery Table 3: Disruption Mitigation Speed.
Time (Days)
Forecast 28% 18% 8.2% 4.4 Blockchain Performance Metrics
Accuracy We simulated the Hyperledger Fabric network with 10
(MAPE)  at organizations and a workload of 1,000 transactions per
Week 4 second (TPS).
Inventory 1.0x 1.2x 0.9x Metric Value
Costs (during | (baseli | (due to Average Transaction Latency | 0.45 seconds
disruption) ne) panic Maximum Throughput (under | ~1,800 TPS
;)“y'“g load)
Table 1: Supply Chain Resilience Performance. E?eacrfjtitc):r? rjgirﬁch (Chaincode) | 0.12 seconds
s — e Coireb Sl Block Confirmation Time 2.1 seconds
90+

—ibakn i s P ol Table 4: Blockchain Network Performance.
801 _—

L 4.5. Comparative Analysis with Existing Models

1
1
2 i
E |
g :g ! Feature | Tradit Bloc | IoT- | Our
£ 40l I "Deep ip ional | kchain- only | Integrated
g 30 5 ERP |only[5] |[6] | Model
201 ! Data Low High | Low | High
101 : Transpa | (siloe | (shared (silo
iy i 5 3 z E z 5 5 rency d) ledger) ed)
Time (Weeks) Real- No No Yes | Yes
Figure 4: Service Level Over Time During a time (loT+Bloc
Disruption (Scenario A). Trackin kchain)
g
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Deman | No No No | Yes

d (manu (TCN)
Forecas | al)

ting

Automa | No Partial No | Yes

ted (manual (Smart
Disrupti triggers) Contract
on Playbooks
Mitigati )

on

Trust & | Low High Low | High
Auditab

ility

Table 5: Comparative Analysis of SCM Models.

V. CONCLUSION

In conclusion, we propose an innovative approach
for constructing a resilient supply chain by
leveraging the technologies of blockchain, 10T, and
Al. It is evident that moving from a reactive, black-
box, and manual supply chain management process
to proactive, transparent, and automated can
considerably improve the efficiency and minimize
possible risks.

Takeaways:
Quantitative Improvability of Resilience: The
simulation results suggest that our model will be
capable of maintaining a service level of 94% in
case of a critical disruption, while a traditional
supply chain model will work at the level of 51%.
Moreover, the recovery time will be reduced from
32 days to merely 5.
The Predictive Intelligence Drives the Process:
With high prediction accuracy obtained via the
TCN model (MAPE of 10% during a 12-week
period), the process can become proactive.
Knowing the future demand, the system will be
able to prepare the inventory or find new suppliers
beforehand, not after.
Smart Contracts Enable Automation: By
employing a highly scalable and trustless
blockchain with built-in smart contracts, we will
make the entire process incredibly fast. Switching
the supplier will happen in seconds, not days.

The implications for industry practice are important.
This model serves as a guide for logistics managers,
ClOs, and supply chain executives. It gives a step-
by-step process to achieve resilience through the
following three stages: (1) instrumentation of the
physical flow with 10T sensors, (2) connection
between partners with a blockchain to exchange
information and automate payments, and (3)
implementation of an Al-driven forecasting module
to predict future demand and disruptions.

Limitations and Future Research Directions:
While this research project is extensive, there are
some limitations to it. First, the model was
developed based on a simulation, not a live
experiment. Although the simulation was built using
actual data, it still lacks the ability to incorporate all
aspects of people’s behavior during an emergency
event (such as hoarding). Second, Algorithm 3
(disruption mitigation playbook) had to be manually
pre-programmed into the system.

Future research directions include three dimensions:
1. RL for Optimal Playbook Generation: Leveraging
RL technigues to enable the system to autonomously
learn to select the best mitigation action based on the
result of previous disruptions.

2. Federated Learning to Preserve Privacy: Unlike
using a central Al model, in which case privacy is an
issue among competing retailers, each echelon trains
their respective model locally and sends updates
only without sharing any data.

3. Digital Twins  Implementation:  The
implementation of a comprehensive digital twin that
allows for continuous updating of the simulation
with loT data as well as running of different
disruptive scenario analysis through simulation with
no risks.

All in all, when it comes to a world of constant
disruptions, it is essential that any company must
develop its supply chain resilience capabilities.
Blockchain, 10T, and Al solutions have been
demonstrated to be highly effective in this regard.
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