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Abstract: Faking resumes is one of the greatest challenges in the contemporary recruitment systems where most
applicants tend to embellish or lie about their academic and professional experience or technical abilities in
order to have an advantage in employment. The manual verification systems are tedious, time consuming and
they are also subject to error, which makes them ineffective in large-scale hiring. Previous automated systems
based on classical machine learning systems like Support Vector Machines (SVM) or Random Forest are only
capable of dealing with structured data and do not effectively deal with unstructured, multilingual and complex
resumes. The consequences of these limitations are low accuracy, low contextual knowledge and low scalability.
To address these issues, in this paper, a hybrid Al-inspired resume verification system incorporating the
methods of Natural Language Processing (NLP), deep learning, and classical machine learning will be
suggested. The system preprocesses resumes of different types (PDF, DOCX, text) and finds significant data,
including education, skills, and experience, and it describes it with contextual embeddings with Transformer-
based models. Convolutional Neural Networks (CNNs) are used to capture local linguistic patterns whereas
traditional ML models like Random Forest and Gradient Boosting are used to analyse engineered numerical
features. An ensemble classifier is a stacked ensemble of these components that is used to give a final score of
authenticity, or what percentage probability a resume is a fake resume. The experimental evidence shows that
the hybrid model is much better in comparison to traditional methods, as the accuracy of the models is 85-95
with the greatest accuracy of the Transformer based model of 94, and better precision, recall, and F1-score.
High-performance, scalable, and automated approach to resume fraud detection through the combination of
NLP, deep learning, and classical ML will make recruitment processes more efficient, transparent, and more
credible.

Keywords: Al, Machine Learning, Resume Verification, Falsified Resumes, Recruitment Automation, Fraud
Detection, HR Analytics.

identification of fraudulent resumes [19] and
simultaneously at the same time have a high fidelity

I INTRODUCTION

Resume falsification has been a major issue in the
context of online recruitment where the applicants are
likely to distort or falsify academic, professional or
technical details [1-3]. The conventional verification
process is too cumbersome [4], inconsistent and slow
with massive datasets [5] necessitating the use of
automated verification process [6]. The conventional
algorithms such as Support vector machine (SVM),
random forest and naive bayes can only handle
structured data only and fail to analyze non structured
or multi lingual resumes [7-10]. The CNN [11], BERT,
and RoBERTa transformer models are models with
high contextual understanding but with a high level of
computational complexity and overfitting [12-14].
This study proposes a hybrid AI-ML NLP model to
these issues [15-18], which will result in the effective

and accuracy [20]. In order to enhance the versatility,
the accuracy and scalability of model on real-time
recruitments, text preprocessing, entity extraction and
ensemble classification are integrated within the model
[21-24]. The main objectives are to develop a resume
fraud detection automated system, traditional and
hybrid models, contextual analysis with NLP [25],
overfitting and small generalization reduction, and
scalable system that could be applied to large-scale
recruitment systems [25] [27].
1I. LITERATURE SURVEY

NLP demands a method of Natural Language
Processing in order to draw structured information in
the form of education, skills, and job experience in
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the unstructured resumes and job advertisements [28]
[29]. The practices can assist in carrying out
automated verification of the candidate credentials,
and also in streamlining the process of screening large
numbers of applications [30] [31] [32]. A deep
learning-based system that uses hierarchical textual
representation to detect the patterns of fraud has been
developed in Akram et al. (2024),[2] and it has
demonstrated a high-recall and precision rate
compared to the traditional machine learning systems
[33]. Similarly, Mahbub, Pardede and Kayes
(2022)[7] concluded that the relevance of contextual
factors that were peculiar to industry regions [34],
such as salary requirements and licensing conditions,
might reduce the false positives, and the validity of
detection had been shown by context-sensitive
models [35] [36]. Even though the focus of the study
by Verma et al. (2021)[14] is on the aspect of fake
news, the authors have introduced a hybrid model,
incorporating word embeddings and linguistic
features, which can identify fake news even in low-
resource settings, and which can be utilized in the
context of recruitment fraud detection [37].

There has been extensive application of the classical
machine learning algorithms (Random Forest, Support
Vector Machines (SVM), and decision trees) to
structured features achieved through scanning resumes
and job posting [38]. As demonstrated by Naudé,
Adebayo, and Nanda (2023), features built on
attentively crafted peculiarities can be used to detect
the presence of fraudulent types of jobs with the
highest degree of accuracy by identifying misfits in job
descriptions and metadata [39]. Comparing the two
algorithms of classical ML and deep learning in
detecting fake information, Alghamdi, Lin and Luo
(2022) found that the classical algorithms are
competitive in small datasets in which the
interpretability is the primary factor, whereas deep
learning is competitive in big data [40]. Bhoir et al.
(2023) noted the importance of hybrid parsing methods
that are composed of rule-based parsing, regular
expressions, and machine-learning taggers in order to
make the extraction of features in heterogeneous
resume models more effective [41].

Algorithms of deep learning, including Convolutional
Neural Networks (CNNs) and Transformers, have the
ability to acquire complex contextual and sequential
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including parsing, features extraction, and anomaly
detection features with high results on institutional data
[42]. They demonstrated that even relatively
lightweight classifiers, with carefully-considered
functionality, such as textual anomalies and posting
metadata, can be useful in creating fake online
recruitment posts [43] provided that they are trained.
Deep learning models are more effective, however,
require significant amounts of computation and require
a large amount of labeled data in addition to being hard
to interpret [44].

Detection of recruitment fraud is also a critical issue in
terms of ethical and social-behavioral aspects.
According to Shtudiner and Zvi (2025),[12] the impact
of religiosity and ethical judgment on the likelihood of
resume falsification and employer judgment was
examined and the outcome revealed that a fairness and
situational awareness need to be implemented in
automated detection system [45]. In these papers, the
composite solutions of NLP and classical machine
learning and deep learning all become the best and
most consistent performers because of the synthesis of
the merits of two methods, but these algorithms require
extensive fine-tuning and feature selection. In
total,[20] the choice of the methodology must be made
by the nature of the dataset, the possibilities of the
computation machinery, and circumstances of the
incidences of operations, and hybrid and context-
sensitive model may be regarded as one of the existing
state-of-the-art in automated fraud detection in
recruitment.[10]

I11. PROPOSED METHODOLOGY
The proposed type of structure is known as Hybrid
NLP stack Model, which is the same to detect the fake
resumes, considering the advantages of the Natural
Language Processing (NLP), Deep Learning
(DL),[36] and Machine Learning (ML) algorithms.
This is built as a multi-level architecture that
comprises of preprocessing,[20] feature extraction,
model training and classification.

First, the model scans texts in resume of any format,
PDF, DOCX, or text files. After preprocessing and
tokenization, certain significant entities like education,
experience and skills are then established with the help
of the NLP techniques.[21] This kind of textual

resume and job ad patterns. Dhanalakshmi et al. (2025) representation is coded using Transformer-based
proposed an entire NLP-based screening framework encoder to acquire semantic and contextual
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associations among  tokens.  Equally,[31] a
Convolutional Neural Network (CNN) is in the habit
of training the localized linguistic representations of
the encoded embeddings, as compared to traditional
ML models (such as Gradient Boosting and Random
Forest) that learn engineered numerical features.
Finally,[32] a stacked ensemble classifier is used to
combine all the components prediction and produce an
authenticity score that shows the probability that a
resume is of genuine or not.

The hybrid integration is useful because it is used with
the contextual understanding, hierarchical feature
learning, and statistical inference to attain a superior
accuracy, scalability, and strength as compared to the
single-model strategies.

Hybrid NLP-Stack Model System Architecture
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Fig-1: System Architecture

In fig (1), the Hybrid NLP-Stack Model System
Architecture determines the fake resumes based on
the use of a combination of the Natural Language
Processing (NLP),[35] Machine Learning (ML), and
Deep Learning (DL). It first NLP processes the
resumes to retrieve text features and contextual
embeddings.[17] Parallel feature extraction recalls
the deep contextual features (using CNN and
Transformers) and the statistical ones (using the
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or it is a forgery.[18] The hybrid scheme is more
precise as well, scalable and gives more insight on the
situation than the single model systems. [34]

IV. ALGORITHM AND MODEL

DESIGN

Workflow Steps: Data Collection, Data Cleaning,
Feature Engineering, Model Training (SVM, Random
Forest, Gradient Boosting, CNNs, Transformers),
Evaluation (accuracy, precision, recall, Fl-score,
ROC-AUC), Deployment.

4 A i
Fig-2: General ML Workflow

Diagram

Machine Learning workflow, which has the primary
steps of creating and sustaining an Al model. It starts
by data collection and preprocessing then feature
engineering to obtain useful data. Then, model training
and selection are applied with the help of appropriate
algorithms and optimized parameters. Performance
measures such as accuracy and F1-score are then used
to evaluate and integrate the model.[16] Lastly, the
model is implemented and observed to maintain steady
performance, identify data drift, and retrain on new
data where necessary. This will guarantee efficiency,
reliability as well as an ongoing improvement of Al
systems.

V. EXPERIMENTAL RESULTS AND

ANALYSIS
Combined NLP and ensemble ML systems are better
than individual systems. The accuracy is between 85
and 95 percent with better results in F1-score in the
case of hybrid systems.

Table-3: Experimental Result

traditional ML methods). All these features are n‘
implemented on Base models, SVM, Random Model |Accuracy|Precision RecallF1-
Forest,[19] CNN and Transformer to receive (%) (%) (%) |[Score
preliminary predictions[33]. This is then followed by (%)
a stacked engerpble plassiﬁer which is a combingt?on SVM 38 87 86 | 865
of such predictions in a manner that the end decision
is made which either contains a resume as a real one
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Random 90 89 88 | 88.5
Forest

CNN 92 91 90 | 90.5
Transformer 94 93 92 | 92.5

Fig- 3: Graphs for Accuracy and Precision
for SVM, Random Forest, CNN and
Transformer

It may be noticed that starting with Fig-3, (Transformer
is the most precise model (94%), followed by CNN
(92%),[15] Random Forest (90%), SVM(88%).[13]
The trend is the most obvious in the sense that the deep
learning architectures (CNN and Transformer) are
more effective in this task than the standard machine
learning algorithms (SVM and random forest).

The accuracy values rise consecutively; SVM, Random
Forest, CNN, and Transformer, with the last (93%)
having the highest accuracy and the former (87%)[14]
the lowest.

On the whole, deep learning models (CNN,
Transformer) are more precise, which proves the
usefulness of the model in reducing false positives in
relation to traditional ones.

Recall and F1-5core Comparison
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Fig-4: Graphs for Recall and F1-Score and
for SVM, Random Forest, CNN and
Transformer
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As can be seen in Fig-4, Recall increases steadily as the
model increases in terms of SVM to Random Forest to
CNN to Transformer.

Transformer (92%) has the greatest capacity to identify
true positive whereas SVM (86%) identifies the least.
On the whole, deep learning models (CNN and
Transformer) are more effective in recall compared to
traditional ones, and hence can be more effective in
identifying all the relevant cases.

Transformer model recorded the highest F1-Score of
92.5 and CNN 90.5, Random Forest 88.5 and SVM
86.5. This is an indication that the Transformer model
is the best among these four to carry out the given task.

V. CONCLUSION

Machine Learning (ML) and Artificial Intelligence
(AI) have already been shown to be an effective means
of detecting fake resumes and enhancing the
effectiveness of the recruiting process. With the
implementation of Natural Language Processing
(NLP) and smart classification algorithms, the system
will be able to process resume information and detect
anomalies and confirm the authenticity of the
candidates.

The deep learning models (CNN and Transformer)
have a higher accuracy, precision, recall, and F1-Score
than the traditional models (SVM and Random Forest).
Transformer is the most effective model as it reduces
the errors and identifies the relevant instances better
than the other models, hence it is better suited to the
present task.

The credibility of the hiring process and transparency
of the hiring process can also be enhanced in the future
by adopting blockchain-based verification, explainable
Al models, and real-time background checks. In
general, Al-based resume verification is more cost-
efficient and saves time anedibility of the hiring
process and transparency of the hiring process can also
be enhanced in the future by adopting blockchain-
based verification, explainable AI models, and real-
time background checks. In general, Al-based resume
verification is more cost-efficient and saves time and
guarantees the correct and equal recruitment choices.
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