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Abstract- Skin cancer is one of the most prevalent and rapidly increasing forms of cancer worldwide, making early detection 

essential for improving patient survival and treatment outcomes. Traditional diagnostic methods rely heavily on visual 

examination and dermoscopic analysis by dermatologists, which may sometimes be subjective and dependent on clinical 

expertise. In recent years, machine learning (ML) and deep learning (DL) techniques have emerged as powerful tools for 

automated skin cancer detection and classification. These techniques utilize medical image datasets, particularly dermoscopic 

images, to identify patterns and features associated with malignant and benign skin lesions. This review presents a comprehensive 

analysis of recent research on ML and DL-based approaches for automated skin cancer detection. Various algorithms such as 

Support Vector Machines (SVM), Random Forest, Convolutional Neural Networks (CNN), and transfer learning models are 

examined in terms of their methodologies, datasets, and performance metrics. Additionally, this study highlights the advantages, 

limitations, and challenges associated with these techniques. The review also discusses future research directions, including the 

development of more diverse datasets, interpretable models, and integration of AI-based systems into clinical practice to enhance 

diagnostic accuracy and healthcare efficiency. 
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I. INTRODUCTION 

 
Skin cancer is one of the most common and rapidly increasing 

forms of cancer worldwide, affecting millions of individuals 

each year. The disease primarily develops due to abnormal 

growth of skin cells, often caused by prolonged exposure to 

ultraviolet (UV) radiation from sunlight or artificial sources 

such as tanning beds [9], [10]. Among the major types of skin 

cancer are basal cell carcinoma, squamous cell carcinoma, 

melanoma, and Merkel cell carcinoma, with melanoma being 

the most aggressive and life-threatening form [9], [12]. Early 

detection plays a critical role in reducing mortality rates, as 

timely diagnosis significantly improves treatment outcomes 

and patient survival [10], [14]. 

 

Traditional diagnostic methods rely heavily on visual 

examination and dermoscopic analysis performed by 

dermatologists. However, these approaches can sometimes be 

subjective and dependent on clinical expertise [4], [11]. In 

recent years, machine learning (ML) and artificial intelligence 

(AI) techniques have emerged as powerful tools for automated 

skin cancer detection and classification using dermoscopic 

images [1], [5], [7]. Advanced algorithms such as convolutional 

neural networks, support vector machines, and deep transfer 

learning have demonstrated promising results in identifying 

malignant lesions with high accuracy [1], [3], [6], [8]. 

 

Furthermore, AI-based applications and decision-support 

systems are increasingly being developed to assist clinicians in 

early diagnosis and treatment planning [2], [4]. With the 

growing availability of medical image datasets and 

computational techniques, machine learning has the potential 

to significantly improve the efficiency, accuracy, and 

accessibility of skin cancer detection systems [5], [13]. These 

technological advancements are expected to play an essential 

role in improving global skin cancer diagnosis and 

management in the future [14]. 
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Figure 1: Major Types of Skin Cancer. 

 

Figure 1 illustrates the major types of skin cancer commonly 

identified in dermatological studies. Basal Cell Carcinoma is 

the most frequent form and typically grows slowly, mainly 

affecting the outer layer of the skin. Squamous Cell Carcinoma 

develops in the squamous cells of the epidermis and can spread 

to other parts of the body if not treated early. Melanoma is 

considered the most dangerous type because it originates from 

melanocytes and has a high potential to metastasize rapidly. 

Merkel Cell Carcinoma is a rare but aggressive cancer that 

often appears as a fast-growing, painless skin nodule and may 

be associated with weakened immune systems. Understanding 

these types is essential for early diagnosis, prevention, and 

effective treatment of skin cancer. 

 

 
Figure 2: Major Risk Factors Associated with Skin Cancer.  

 

Figure 2 illustrates the major risk factors associated with the 

development of skin cancer. These risk factors can be 

categorized into genetic, environmental, behavioral, and 

physical indicators. Genetic factors include characteristics such 

as light skin tone, freckles, and a family history of skin cancer, 

which increase susceptibility to ultraviolet radiation. 

Environmental factors primarily involve prolonged exposure to 

sunlight and ultraviolet radiation due to outdoor activities or 

occupational conditions. Behavioral factors include the use of 

tanning beds and insufficient sun protection, which 

significantly increase skin damage risks. Physical indicators 

such as the presence of numerous or irregularly shaped moles 

may also signal higher vulnerability to skin cancer. 

Understanding these factors is essential for early prevention, 

diagnosis, and effective management of skin cancer. 

 

II. LITERATURE REVIEW 

 

 Deep Learning Approaches for Skin Cancer Detection 

Recent studies have widely explored deep learning techniques 

for automatic skin cancer detection using dermoscopic images. 

Gouda et al. [1] applied deep learning models for skin lesion 

classification and demonstrated the potential of convolutional 

neural networks in improving diagnostic accuracy. Similarly, 

Balaha and Hassan [6] utilized deep transfer learning combined 

with the Sparrow Search optimization algorithm to enhance 

classification performance. Singh et al. [8] integrated fuzzy 

logic with deep learning to improve decision-making in skin 

cancer diagnosis. Islam et al. [23] further advanced this field by 

combining deep learning with patient metadata and skin lesion 

images, achieving improved detection accuracy through 

multimodal data fusion. These studies indicate that deep 

learning models can effectively extract complex visual patterns 

from medical images and support early detection of skin cancer. 

  

 
Figure 3: Distribution of Deep Learning Techniques in Skin 

Cancer Detection 

 

Figure 3 illustrates the distribution of deep learning techniques 

applied in skin cancer detection studies. Convolutional Neural 

Networks (CNN) are the most widely used models due to their 

strong capability in extracting complex features from 

dermoscopic images. Transfer learning approaches are also 

frequently used to improve classification performance when 

training datasets are limited. Hybrid models combining 

multiple deep learning architectures and optimization 

algorithms have also been explored to enhance diagnostic 

accuracy and efficiency. 
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 Machine Learning Techniques for Skin Cancer 

Classification 

Machine learning methods have also been extensively applied 

for melanoma and skin lesion classification. Bhatt et al. [3] 

presented a comprehensive review of machine learning 

techniques for melanoma detection, highlighting algorithms 

such as support vector machines, decision trees, and ensemble 

learning methods. Mazhar et al. [7] compared several machine 

learning and deep learning approaches and emphasized their 

role in improving diagnostic performance. Zafar et al. [5] 

conducted a survey on machine learning and deep learning-

based skin lesion analysis and identified challenges related to 

dataset imbalance and feature extraction. These studies 

demonstrate that machine learning models can significantly 

improve early skin cancer detection when combined with 

appropriate feature extraction and classification techniques. 

  

 
Figure 4: Distribution of Machine Learning Algorithms Used 

in Skin Cancer Classification 

 

Figure 4 shows the distribution of machine learning algorithms 

used in skin cancer classification research. Support Vector 

Machine (SVM) appears as one of the most commonly used 

classifiers due to its effectiveness in handling high-dimensional 

medical image data. Random Forest and Decision Tree 

algorithms are also widely adopted for classification tasks. 

Additionally, ensemble learning techniques combine multiple 

models to improve overall prediction accuracy and reliability 

in skin cancer detection systems. 

 

Artificial Intelligence Applications in Clinical Diagnosis 

Artificial intelligence-based systems have increasingly been 

integrated into clinical environments for early skin cancer 

detection. Smak Gregoor et al. [2] developed an AI-based 

mobile application that enables users to detect skin cancer using 

smartphone images, demonstrating the feasibility of AI-

assisted diagnosis in real-world settings. Stafford et al. [4] 

reviewed modern technological advancements used in non-

melanoma skin cancer detection, emphasizing the role of AI-

driven diagnostic tools. Similarly, Singh et al. [8] proposed 

intelligent diagnostic models combining fuzzy logic with deep 

learning, which can support dermatologists in decision-making 

processes. These studies highlight the growing importance of 

AI-based diagnostic systems in improving accessibility and 

accuracy of skin cancer detection. 

  

 
Figure 5: Data Sources Used in Skin Cancer Detection Studies 

 

Figure 5 illustrates the distribution of datasets used in skin 

cancer detection research. Dermoscopic image datasets are the 

most commonly used data source for training machine learning 

and deep learning models. Public medical datasets such as ISIC 

and HAM10000 are frequently used in research studies. 

Clinical hospital data also contributes valuable information for 

model validation, while some recent studies combine 

dermoscopic images with patient metadata to improve 

diagnostic accuracy. 

 

 Epidemiological and Medical Studies on Skin Cancer 

Several studies have focused on understanding the global 

burden, risk factors, and treatment strategies related to skin 

cancer. Carter [9] analyzed different types of skin cancer, their 

risk factors, and treatment approaches, providing important 

medical insights into disease management. Garbe et al. [10] and 

Wang et al. [14] examined global trends in skin cancer 

incidence and mortality, emphasizing the importance of 

prevention and early detection strategies. Zhou et al. [15] and 

Roky et al. [16] also investigated global prevalence patterns 

and regional differences in skin cancer cases. These 

epidemiological studies provide valuable background 
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 knowledge that supports the development of AI-based 

diagnostic technologies. 

  

 
Figure 6: Application Areas of Artificial Intelligence in Skin 

Cancer Research 

 

Figure 6 presents the application areas of artificial intelligence 

in skin cancer research. Automated skin lesion classification is 

the most prominent application, where AI models analyze 

dermoscopic images to classify different types of skin cancer. 

AI techniques are also widely used for early detection systems 

that assist dermatologists in identifying malignant lesions at an 

early stage. Furthermore, clinical decision support systems and 

mobile-based diagnostic applications have been developed to 

enhance accessibility and efficiency in healthcare services. 

 

Advances and Challenges in Skin Cancer Research 

Recent research has also highlighted the challenges and future 

directions in skin cancer diagnosis and treatment. Sol et al. [11] 

discussed emerging therapeutic approaches for non-melanoma 

skin cancer, while Mallardo et al. [19] reviewed advances in 

melanoma research and diagnostic technologies. Brochez et al. 

[18] addressed the challenges faced in Europe regarding 

prevention and management of skin cancer. Additionally, 

Sendin-Martin et al. [24] analyzed trends in non-melanoma 

skin cancer incidence and mortality across Europe. These 

studies emphasize the need for improved diagnostic tools, 

particularly those based on artificial intelligence and machine 

learning, to support early detection and reduce mortality rates. 

 

 
Figure 7: Research Focus Areas in Skin Cancer Studies 

 

Figure 7 illustrates the main research focus areas identified in 

the reviewed literature on skin cancer. A significant portion of 

research concentrates on developing machine learning and deep 

learning models for skin cancer detection. Epidemiological 

studies analyze global trends, incidence, and mortality rates of 

skin cancer. Other research areas include treatment strategies 

and therapeutic approaches, as well as studies focusing on 

identifying risk factors and prevention methods. These diverse 

research directions contribute to improving early diagnosis and 

patient outcomes. 

 

Table 1. Literature Review of Skin Cancer Identification Using Machine Learning Techniques 

Ref. Year Methods Advantages Limitations Future Work 

[1] 2022 Deep learning models for 

skin lesion image 

classification 

High accuracy in 

automated skin cancer 

detection 

Requires large 

annotated datasets 

Improve dataset diversity 

and real-time diagnostic 

systems 

[2] 2023 AI-based mobile application 

for skin cancer detection 

Enables early diagnosis 

using smartphone 

technology 

Accuracy varies 

across population 

groups 

Improve clinical 

validation and expand 

datasets 

[3] 2023 Machine learning models for 

melanoma classification 

Comprehensive analysis 

of ML algorithms 

Performance depends 

on dataset quality 

Integration with deep 

learning frameworks 

[4] 2023 Technology-driven methods 

for non-melanoma skin 

cancer detection 

Reviews advanced 

diagnostic technologies 

Limited practical 

implementation 

Development of real-time 

clinical systems 

[5] 2023 ML and DL-based skin 

lesion analysis techniques 

Detailed survey of 

detection methods 

Lack of standardized 

datasets 

Hybrid models 

combining ML and DL 

[6] 2023 Deep transfer learning with 

Sparrow Search Optimization 

Improves classification 

accuracy 

High computational 

complexity 

Lightweight deep 

learning architectures 
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 [7] 2023 Machine learning and deep 

learning approaches for skin 

cancer detection 

Comparative evaluation 

of algorithms 

Limited real-world 

testing 

Deployment in healthcare 

systems 

[8] 2023 Deep learning combined with 

fuzzy logic 

Enhances decision-

making accuracy 

Complexity of fuzzy 

rule generation 

Automated fuzzy rule 

optimization 

[9] 2024 Study of skin cancer types 

and treatments 

Provides clinical 

insights and risk factors 

Limited 

computational 

approach 

Integration with AI-based 

diagnostic systems 

[10] 2024 Epidemiological analysis of 

skin cancer prevalence 

Provides global 

prevention strategies 

Not focused on ML 

models 

Combine epidemiological 

data with AI prediction 

[11] 2024 Review of treatment methods 

for non-melanoma skin 

cancer 

Explores emerging 

therapies 

Limited detection-

based research 

Integration with AI 

diagnostic tools 

[12] 2024 Biomedical analysis of skin 

cancer 

Provides medical 

understanding of cancer 

progression 

Lack of machine 

learning models 

Development of AI-based 

diagnostic systems 

[13] 2024 Dermatological analysis 

among US veterans 

Provides population-

based insights 

Limited automated 

detection techniques 

Incorporate AI-based 

screening systems 

[14] 2025 Global analysis of skin 

cancer incidence and 

mortality 

Provides large-scale 

statistical insights 

No machine learning 

models applied 

Predictive modeling 

using AI 

[15] 2025 Global burden of melanoma 

and non-melanoma skin 

cancer analysis 

Identifies global disease 

trends 

Lack of 

computational 

diagnosis tools 

Integration with ML-

based prediction 

[16] 2025 Study of skin cancer 

prevalence across continents 

Provides global 

prevalence comparison 

Limited technical 

analysis 

Application of AI-based 

detection 

[17] 2022 Disease burden analysis of 

non-melanoma skin cancer 

Long-term trend 

analysis 

No automated 

classification 

approach 

AI-based prediction 

models 

[18] 2025 Review of skin cancer 

challenges in Europe 

Identifies prevention and 

treatment challenges 

Limited 

technological focus 

Development of AI 

diagnostic systems 

[19] 2025 Advances in melanoma and 

skin cancer research 

Discusses new 

diagnostic technologies 

Limited machine 

learning focus 

AI-assisted diagnosis 

research 

[20] 2026 Psychological and social 

impact study of skin cancer 

patients 

Provides patient-

centered insights 

No computational 

detection models 

Integration with digital 

health technologies 

[21] 2026 Guidelines for screening and 

treatment of skin cancer 

Improves clinical 

decision-making 

Not focused on 

automated detection 

AI-based screening tools 

[22] 2026 Cohort study on protective 

factors for skin cancer 

Provides 

epidemiological insights 

No machine learning 

techniques 

AI-based predictive 

modeling 

[23] 2026 Deep learning with metadata 

and image fusion 

Improves detection 

accuracy using 

multimodal data 

Requires large 

multimodal datasets 

Optimization of 

multimodal AI systems 

[24] 2026 Study on incidence and 

mortality of non-melanoma 

skin cancer 

Provides global 

statistical trends 

No ML-based 

detection approach 

Integration with 

predictive AI models 

III. RESEARCH GAP 

 

Despite significant advancements in machine learning and deep 

learning techniques for skin cancer detection, several research 

gaps remain in the current literature. One of the major 

limitations is the lack of diverse and representative datasets 

used for training machine learning models. Many studies rely 

on publicly available dermoscopic datasets that may not 

include sufficient variations in skin tone, lesion types, or 

demographic diversity. As a result, models trained on such 
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 datasets may perform well under controlled conditions but may 

fail to generalize effectively when applied to real-world clinical 

settings. 

 

Another important research gap relates to the quality and 

annotation of medical datasets. Machine learning algorithms 

depend heavily on accurately labeled images for effective 

training. However, obtaining large-scale, high-quality 

annotated datasets requires expert dermatological knowledge 

and extensive manual effort. In many cases, inconsistencies in 

labeling or limited expert validation can negatively affect 

model accuracy and reliability. 

 

A further challenge in existing research is the lack of 

interpretability in deep learning models. Many deep learning 

architectures, particularly convolutional neural networks, 

function as “black-box” systems where the decision-making 

process is difficult to explain. This lack of transparency creates 

challenges for clinical adoption, as healthcare professionals 

require understandable and trustworthy diagnostic tools. 

 

Additionally, there is a gap in the integration of machine 

learning systems with real clinical workflows. Although 

several studies demonstrate promising results in experimental 

environments, the deployment of these models in healthcare 

systems remains limited. Issues such as user interface design, 

compatibility with electronic health records, and real-time 

diagnostic capabilities need further investigation. 

 

Another limitation involves the detection of rare or atypical 

skin lesions. Most existing models are trained using datasets 

that primarily contain common types of skin cancer. 

Consequently, these systems may struggle to correctly classify 

rare skin conditions or unusual lesion patterns, reducing their 

effectiveness in practical diagnostic scenarios. 

 

Furthermore, ethical concerns and patient data privacy remain 

important challenges in the development of AI-based 

diagnostic systems. Medical image datasets often contain 

sensitive patient information, and ensuring data anonymization, 

secure storage, and ethical usage is critical for building reliable 

AI applications in healthcare. 

 

Finally, while many studies have explored individual machine 

learning or deep learning techniques, hybrid models and 

collaborative research efforts combining dermatologists, data 

scientists, and healthcare organizations remain limited. Future 

research should focus on developing interpretable, scalable, 

and clinically integrated AI systems that can support 

dermatologists in early skin cancer diagnosis and ultimately 

improve patient care 

. 

IV. EXISTING METHODOLOGY 

 

1. Convolutional Neural Networks (CNN): Convolutional 

Neural Networks (CNN) are one of the most widely used 

deep learning techniques for skin cancer detection. CNN 

models automatically learn hierarchical features from 

dermoscopic images through convolutional, pooling, and 

fully connected layers. These networks can identify 

complex patterns such as irregular borders, color 

variations, and texture differences in skin lesions. Due to 

their ability to perform automatic feature extraction, CNNs 

have shown high accuracy in classifying benign and 

malignant skin lesions. 

2. Support Vector Machine (SVM): Support Vector 

Machine (SVM) is a supervised machine learning 

algorithm commonly used for classification tasks in 

medical image analysis. In skin cancer detection, relevant 

features such as color, texture, and shape are first extracted 

from dermoscopic images. These features are then used to 

train the SVM model, which identifies the optimal 

hyperplane that separates different classes of skin lesions. 

SVM is particularly effective for high-dimensional 

datasets and has demonstrated reliable performance in skin 

lesion classification. 

3. Random Forest: Random Forest is an ensemble learning 

technique that combines multiple decision trees to improve 

classification accuracy. In this approach, each decision tree 

is trained on a subset of the dataset, and the final prediction 

is determined by majority voting among all trees. Random 

Forest models are robust to overfitting and can effectively 

handle complex medical datasets. In skin cancer detection, 

Random Forest algorithms analyze various extracted 

features from dermoscopic images to classify lesions as 

benign or malignant. 

4. Deep Belief Networks (DBN): Deep Belief Networks are 

a type of deep neural network consisting of multiple layers 

of stochastic hidden units. DBNs typically use 

unsupervised pre-training to learn underlying features 

from medical images, followed by supervised fine-tuning 

for classification tasks. This hierarchical learning approach 

enables the model to capture complex patterns in skin 
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 lesion images, making it suitable for detecting subtle 

variations between different types of skin cancers. 

5. Transfer Learning: Transfer learning is a technique that 

uses pre-trained deep learning models to perform new 

classification tasks with limited training data. Popular 

architectures such as VGGNet, ResNet, and Inception are 

often pre-trained on large image datasets like ImageNet 

and then fine-tuned for skin cancer detection. This 

approach reduces training time and improves model 

performance, especially when medical datasets are 

relatively small. 

6. Segmentation-Based Approaches: Segmentation-based 

methods focus on isolating the skin lesion area from the 

surrounding skin before performing classification. 

Techniques such as thresholding, active contour models, 

and edge detection are used to segment the lesion region. 

Once the lesion is extracted, important features such as 

size, shape, border irregularity, and color distribution are 

analyzed for classification. Segmentation improves 

diagnostic accuracy by ensuring that the model focuses 

only on the relevant region of the image. 

 

V. CONCLUSION AND FUTURE WORK 

 

Skin cancer remains a major global health concern, and early 

detection plays a critical role in reducing mortality and 

improving treatment outcomes. This review analyzed various 

machine learning techniques used for automated skin cancer 

detection. Traditional machine learning models such as Support 

Vector Machines, Random Forest, and Decision Trees have 

shown promising results when combined with effective feature 

extraction techniques.  

 

However, deep learning approaches, particularly 

Convolutional Neural Networks and transfer learning models, 

have demonstrated superior performance in analyzing 

dermoscopic images and identifying malignant lesions. Despite 

these advancements, several challenges remain, including 

limited dataset diversity, data imbalance, model 

interpretability, and integration into clinical workflows. Future 

research should focus on developing larger and more diverse 

datasets to improve model generalization. Additionally, 

explainable AI techniques, multimodal data integration, and 

real-time diagnostic systems should be explored to enhance the 

reliability and clinical adoption of automated skin cancer 

detection systems. 
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