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Abstract- The rapid growth of Internet of Things (IoT) devices has significantly improved automation, connectivity, and data-
driven decision-making across various domains such as healthcare, smart cities, agriculture, and industrial systems. However,
the increasing number of interconnected devices has also introduced serious security challenges. IoT-enabled cyber-physical
systems are highly vulnerable to cyber-attacks such as Distributed Denial of Service (DDoS), data injection, botnet attacks, and
unauthorized access. Traditional machine learning techniques often struggle to provide high detection accuracy due to
imbalanced datasets, high-dimensional features, and inefficient parameter tuning. In this project, a hybrid deep learning-based
intrusion detection framework is proposed for identifying security attacks in IoT-enabled cyber-physical systems. The
proposed model combines Convolutional Neural Network (CNN) and Deep Belief Network (DBN) to improve feature learning
and classification performance. To enhance the model’s efficiency and convergence speed, a novel hybrid optimization
technique called Seagull Adopted Elephant Herding Optimization (SAEHO) is employed for tuning the classifier weights. The
proposed framework is evaluated using standard IoT intrusion detection datasets such as UNSW-NB15 and BoT-IoT.
Performance is measured using metrics including accuracy, precision, sensitivity, specificity, False Positive Rate (FPR), False
Negative Rate (FNR), and Matthews Correlation Coefficient (MCC). Experimental results demonstrate that the hybrid
classifier optimized using SAEHO outperforms conventional machine learning and optimization-based models in terms of
detection accuracy and reduced error rates. The developed system provides an effective and scalable solution for enhancing

security in IoT-enabled cyber-physical environments.
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I. INTRODUCTION
information across networks [3], [5].

The rapid expansion of the Internet of Things (loT) has

vulnerabilities due to the continuous exchange of sensitive

significantly transformed modern digital infrastructure by
enabling the interconnection of billions of smart devices
across diverse domains such as healthcare, smart cities,
industrial automation, agriculture, and transportation. 10T-
enabled cyber-physical systems (CPS) integrate sensing,
computation, and communication technologies to monitor and
control physical environments in real time. Although these
interconnected systems enhance efficiency, automation, and
productivity, they also introduce serious  security

Cyber-attacks targeting 10T environments have increased
considerably in recent years. Common threats include
Distributed Denial of Service (DDoS) attacks, data injection
attacks, malware propagation, botnet activities, and
unauthorized access attempts. Attackers often exploit poorly
protected 10T devices to launch large-scale attacks that disrupt
network services and compromise data integrity. Due to the
limited computational capabilities and memory constraints of
many loT devices, implementing complex built-in security
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mechanisms becomes challenging. Consequently, intrusion
detection systems (IDS) play a crucial role in identifying
malicious  activities and  protecting  cyber-physical
infrastructures [2], [9], [10].

Intrusion detection in 10T networks can generally be
formulated as a binary classification problem, where network
traffic is categorized as either normal (benign) or malicious
(attack). However, detecting cyber-attacks in 10T systems
remains a challenging task due to the presence of high-
dimensional traffic data, imbalanced datasets, evolving attack
patterns, and large-scale network traffic volumes. Manual
analysis of such large datasets is impractical and inefficient.
Therefore, machine learning (ML) and deep learning (DL)
techniques have become increasingly important for
automating intrusion detection and improving detection
accuracy [6], [13], [14].

Traditional machine learning approaches such as Support
Vector Machines (SVM), Decision Trees, Random Forests,
and Artificial Neural Networks have been widely applied to
intrusion detection problems. These methods can effectively
learn patterns from network traffic data and classify
suspicious activities. However, conventional ML models may
suffer from limitations such as suboptimal parameter tuning,
slow convergence, and higher false positive rates when
dealing with complex loT traffic patterns [10], [14].

To overcome these limitations, deep learning models such as
Convolutional Neural Networks (CNN) and Deep Belief
Networks (DBN) have been introduced for intrusion detection
tasks. These models provide improved feature extraction
capabilities and can capture complex nonlinear relationships
within network traffic data. Nevertheless, deep learning
models often require efficient optimization strategies to
achieve optimal performance. Without appropriate parameter
optimization, these models may lead to overfitting, increased
computational complexity, and reduced generalization
capability [7], [8], [11].

In this study, a hybrid deep learning—based framework is
proposed for detecting cyber-attacks in loT-enabled cyber-
physical systems. The proposed model combines the feature
extraction capability of CNN with the learning efficiency of
DBN to improve classification performance. In addition, a
hybrid optimization technique known as Seagull Adopted
Elephant Herding Optimization (SAEHO) is incorporated to
optimize the classifier weights and enhance model
convergence. Hybrid optimization approaches have shown
promising results in improving intrusion detection
performance and reducing computational errors in complex
cybersecurity environments [1], [4].

The effectiveness of the proposed framework is evaluated
using publicly available 10T intrusion detection datasets,

including UNSW-NB15 and BoT-loT. To address dataset
imbalance and evaluate model performance comprehensively,
several evaluation metrics are considered, including accuracy,
precision, recall, F1-score, specificity, False Positive Rate
(FPR), False Negative Rate (FNR), and Matthews Correlation
Coefficient (MCC). Experimental results demonstrate that the
proposed Hybrid CNN-DBN classifier with SAEHO
optimization achieves improved detection accuracy and
reduced computational error compared with conventional
machine learning approaches.

The remainder of this paper is organized as follows. Section Il
presents a review of related work on 10T intrusion detection
and optimization techniques. Section Il describes the system
analysis, including existing and proposed models. Section IV
explains the system architecture and design methodology.
Section V outlines the implementation modules and
experimental setup. Section VI discusses the results and
performance evaluation. Finally, Section VII concludes the
paper and highlights potential directions for future research.

Il. LITERATURE SURVEY

With the rapid advancement of Internet of Things (loT)
technology, researchers have increasingly focused on
developing effective security mechanisms to protect 10T-
enabled cyber-physical systems from cyber-attacks. The
growing number of connected devices and the continuous
exchange of sensitive data across networks have significantly
increased the vulnerability of 10T environments to various
cyber threats. Consequently, numerous machine learning and
deep learning approaches have been proposed to detect
malicious activities within network traffic and improve the
reliability of intrusion detection systems [3], [5].

Early studies primarily utilized traditional machine learning
algorithms such as Support Vector Machines (SVM),
Decision Trees, Random Forest, and K-Nearest Neighbors
(KNN) for intrusion detection tasks. These techniques were
capable of identifying known attack patterns with reasonable
accuracy. However, they often faced challenges when applied
to large-scale 10T datasets characterized by high-dimensional
features and imbalanced data distributions. As a result, their
detection performance tends to degrade when encountering
complex or previously unseen attack patterns [10], [14].

To address these limitations, researchers began exploring deep
learning techniques due to their ability to automatically
extract meaningful features from raw network traffic data.
Among these approaches, Convolutional Neural Networks
(CNN) have gained significant attention because of their
strong feature extraction capabilities and ability to capture
complex patterns in large datasets. Similarly, Deep Belief
Networks (DBN) have demonstrated effectiveness in
identifying hidden relationships within high-dimensional data,

© 2026 IJSRET



International Journal of Scientific Research & Engineering Trends
Volume 12, Issue 2, Mar-Apr-2026, ISSN (Online): 2395-566X

thereby improving intrusion detection accuracy [7], [11].
Despite their advantages, deep learning models require careful
parameter tuning to achieve optimal performance. Without
appropriate optimization strategies, these models may
experience slow convergence, increased computational cost,
and overfitting issues.

To improve the performance of deep learning—based intrusion
detection systems, several optimizationalgorithms have been
proposed to fine-tune model parameters. Metaheuristic
optimization techniques such as the Whale Optimization
Algorithm (WOA), Grey Wolf Optimization (GWO), and Sea
Lion Optimization (SLnO) have been employed to enhance
model convergence and reduce classification errors. These
optimization strategies have shown promising results in
improving  detection  performance in  cybersecurity
applications [1], [8]. However, their effectiveness may still be
limited in highly dynamic loT environments where attack
patterns continuously evolve.

In addition, several researchers have proposed hybrid
intrusion detection models that combine multiple machine
learning or deep learning classifiers to improve detection
capability. Hybrid frameworks aim to leverage the strengths
of different algorithms while minimizing their individual
limitations. Such approaches have demonstrated improved
performance in detecting complex cyber-attacks and
enhancing system robustness in 10T ecosystems [2], [4], [13].
Nevertheless, there remains a need for more efficient
optimization techniques capable of improving classification
accuracy while reducing false positive rates.

Based on the analysis of existing studies, it is evident that
integrating deep learning models with advanced hybrid
optimization strategies can significantly enhance intrusion
detection performance in loT-enabled cyber-physical systems.
Therefore, this study proposes a hybrid deep learning
framework integrated with a novel optimization technique to
achieve improved detection accuracy, faster convergence, and
enhanced stability in detecting cyber-attacks within loT
environments.

IH1.SYSTEM ANALYSIS

Existing System

Existing intrusion detection systems for loT-enabled cyber-
physical systems mainly rely on traditional machine learning
and deep learning techniques. Researchers evaluate loT
security datasets using conventional algorithms such as
Support Vector Machines (SVM), Decision Trees, Random
Forest, K-Nearest Neighbors (KNN), Naive Bayes, and
Artificial Neural Networks (ANN). These models classify
network traffic as either normal or malicious based on patterns
learned from historical data [10], [14].

In addition to single classifiers, some studies propose hybrid
approaches that combine multiple algorithms to improve
detection performance. Ensemble techniques such as boosting,
bagging, and majority voting are used to enhance accuracy
and reduce classification errors. Deep learning models like
Convolutional Neural Networks (CNN) and Deep Belief
Networks (DBN) are also introduced to automatically extract
complex features from network traffic data [7], [11].

To improve model performance, researchers apply
optimization algorithms such as the Whale Optimization
Algorithm (WOA), Grey Wolf Optimization (GWO), and
other nature-inspired techniques to tune model parameters.
These optimization methods aim to improve convergence
speed and classification accuracy [1], [8].

Experiments are usually conducted on publicly available loT
intrusion detection datasets to evaluate the effectiveness of
these approaches [3], [9]. Although existing systems provide
acceptable detection results, they still face several practical
limitations when applied to real-world 10T environments.

Disadvantages Of The Existing System

e Interpretability
Complex deep learning models are often difficult to
interpret. Understanding how a model makes decisions is
important in cybersecurity applications to build trust and
ensure transparency [6].

e Overfitting and Underfitting
Some models may overfit the training dataset and fail to
generalize to new attacks. On the other hand, underfitting
can occur when the model fails to capture important
patterns in the data [10], [14].

e Imbalanced Data Handling
0T intrusion datasets are usually imbalanced, where
normal traffic is much higher than attack traffic. Many
existing models struggle to handle this imbalance
effectively [3], [9].

e Computational Complexity
Deep learning and optimization-based models may
require high computational power and memory. This can
be challenging in large-scale 10T environments [7], [8].

e Slow Convergence
Certain optimization algorithms take longer to converge,
which increases training time and reduces system
efficiency [1].
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o False Positive Rate
High false positive rates can lead to unnecessary alerts,
reducing the reliability of the intrusion detection system
[13].

e Scalability Issues
As 10T networks grow rapidly, intrusion detection
systems must handle massive volumes of data. Some
existing systems fail to scale efficiently with increasing
network traffic [2], [4].

e Vulnerability to Advanced Attacks

Attackers continuously develop new techniques to bypass
detection systems. Some traditional models may fail to detect
newly emerging or sophisticated attacks [5].

Proposed System

In the proposed intrusion detection framework, the loT
security dataset is first pre-processed to remove irrelevant
features and normalize the data. Proper preprocessing helps
improve data quality and enhances the learning capability of
machine learning models [3], [9]. The dataset is then divided
into training and testing sets to evaluate the performance of
the proposed model.

A hybrid deep learning architecture combining Convolutional
Neural Network (CNN) and Deep Belief Network (DBN) is
employed for effective feature extraction and classification.
CNN is utilized to extract important patterns from network
traffic data, while DBN is used to learn hidden representations
and improve classification accuracy [7], [11].

To further enhance model performance, a hybrid optimization
algorithm known as Seagull Adopted Elephant Herding
Optimization (SAEHO) is applied to optimize the weights and
parameters of the classifier. Optimization techniques help
improve convergence speed and reduce classification errors in
intrusion detection systems [1], [8].

The proposed system is evaluated using cross-validation
techniques to ensure reliable performance on imbalanced
datasets. Multiple evaluation metrics are used to measure the
effectiveness of the model, including accuracy, precision,
recall, F1-score, False Positive Rate (FPR), False Negative
Rate (FNR), Matthews Correlation Coefficient (MCC), and
Area Under the Curve (AUC).

By integrating deep learning with an efficient hybrid
optimization strategy, the proposed system aims to achieve
higher detection accuracy, faster convergence, and improved
scalability compared to existing intrusion detection
approaches [2], [4], [10].

IV.SYSTEM DESIGN

System Architecture
Below diagram depicts the whole system architecture.
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Fig. 1. Methodology followed for proposed model

V.SYSTEM IMPLEMENTATION
Modules

Data Collection and Preprocessing

In this module, relevant 10T intrusion detection datasets such
as UNSW-NB15 and BoT-loT are collected. These datasets
contain both normal network traffic and various types of
cyber-attacks. The preprocessing stage includes handling
missing values, removing irrelevant or redundant features, and
normalizing the data to ensure uniformity. Since 10T datasets
are often imbalanced, suitable techniques such as resampling
are applied to reduce the impact of class imbalance and
improve model performance [3], [9].

Feature Selection and Engineering

This module focuses on identifying the most important
features that contribute to detecting malicious network
behaviour. The dataset is carefully analysed to remove
unnecessary attributes and retain meaningful ones. In some
cases, new features may be derived from existing attributes to
enhance the model’s ability to capture hidden patterns
associated with cyber-attacks. Effective feature selection helps
reduce computational complexity and improves classification
accuracy [10], [14].

Hybrid Deep Learning Model Training

In this stage, the pre-processed dataset is used to train the
proposed hybrid deep learning model. The architecture
combines Convolutional Neural Network (CNN) for efficient

© 2026 IJSRET



International Journal of Scientific Research & Engineering Trends
Volume 12, Issue 2, Mar-Apr-2026, ISSN (Online): 2395-566X

feature extraction and Deep Belief Network (DBN) for
accurate classification. The model learns patterns from both
normal and malicious traffic data to distinguish between them
effectively. Training is performed using the training dataset,
while validation techniques are applied to prevent overfitting

(71, [11].

Optimization Using SAEHO

To enhance the performance of the hybrid model, the Seagull
Adopted Elephant Herding Optimization (SAEHO) algorithm
is applied. This optimization technique is used to tune the
classifier’s weights and improve convergence speed. By
optimizing the model parameters, the system achieves better
detection accuracy and reduced error rates compared to
traditional optimization methods [1], [8].

Attack Detection and Real-Time Classification

Once the model is trained and optimized, it is used to classify
incoming network traffic as either normal or malicious. This
module enables efficient and timely detection of cyber-attacks
in 10T environments. The system can be integrated into real-
time monitoring frameworks to support early attack detection
and prevention [2], [4].

Model Evaluation and Continuous Monitoring

The performance of the trained model is evaluated using
metrics such as accuracy, precision, recall, F1-score, False
Positive Rate (FPR), False Negative Rate (FNR), and
Matthews Correlation Coefficient (MCC). Continuous
monitoring mechanisms can be implemented to assess the
model’s effectiveness over time. This allows necessary
updates and improvements when new attack patterns emerge
in loT networks [6], [13].

VI .RESULTS AND DISCUSSION

To evaluate the effectiveness of the proposed intrusion
detection framework, experiments were conducted using
publicly available 10T datasets such as UNSW-NB15 and
BoT-10oT. The dataset was divided into training and testing
subsets, and cross-validation techniques were applied to
ensure reliable performance evaluation. The proposed hybrid
deep learning model combining Convolutional Neural
Network (CNN) and Deep Belief Network (DBN) was
optimized using the Seagull Adopted Elephant Herding
Optimization (SAEHO) algorithm to improve convergence
and detection performance [1], [8].

After hyperparameter tuning using the optimization strategy,
the proposed model was compared with conventional machine
learning approaches such as Support Vector Machine (SVM),
Decision Tree, and Random Forest, as well as other
optimization-based methods. The comparison was conducted
to evaluate improvements in convergence speed, detection
accuracy, and classification error reduction. Similar machine

learning—based intrusion detection approaches have been
explored in loT cybersecurity research to detect malicious
network behavior and improve system reliability [10], [14].

The performance of the proposed system was measured using
several evaluation metrics, including Accuracy, Precision,
Recall, F1-score, False Positive Rate (FPR), False Negative
Rate (FNR), and Matthews Correlation Coefficient (MCC).
These metrics provide a comprehensive evaluation of
classification performance, especially when dealing with
imbalanced loT security datasets [3], [9].

Experimental results indicate that the proposed CNN-DBN
hybrid model with SAEHO optimization achieves higher
detection accuracy and lower false positive rates compared
with conventional machine learning models. The integration
of the SAEHO optimization algorithm improves the
convergence speed of the learning process and enhances
classification stability. These findings demonstrate that
combining deep learning with an efficient hybrid optimization
strategy  significantly  improves intrusion  detection
performance in loT-enabled cyber-physical systems [2], [4],
[13].

Overall, the results confirm that the proposed framework
provides improved detection accuracy, reduced classification
error, and enhanced robustness compared with existing
intrusion detection approaches.

Accuracy Comparison of Intrusion Detection Models

The proposed model was compared with traditional machine
learning classifiers including SVM, Decision Tree, and
Random Forest. Performance was evaluated using accuracy,
precision, recall, and F1-score.

Performance Comparison Table

Model Accuracy | Precision | Recall Fi1-
Score
SVM 0.90 0.89 0.88 0.88
Decision Tree 0.92 0.91 0.90 0.90
Random Forest 0.94 0.93 0.92 0.92
CNN + DBN + 0.97 0.96 0.96 0.96
SAEHO
(Proposed)

The results show that the proposed hybrid model achieves the
highest accuracy, demonstrating the effectiveness of
combining deep learning with optimization techniques for
intrusion detection [1], [7].
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Fig. 2. Model Accuracy Comparison Bar Chart

ROC Curve Analysis

The ROC curve evaluates the relationship between True
Positive Rate (TPR) and False Positive Rate (FPR). The
proposed model achieved a ROC-AUC score of 0.98,
indicating excellent classification capability.

The ROC curve approaching the top-left corner shows that the
model effectively distinguishes between normal and malicious
traffic with a low false-positive rate. ROC analysis is
commonly used to assess the reliability of intrusion detection
systems [6], [13].

Overall, the results demonstrate that the CNN-DBN model
optimized using SAEHO improves detection accuracy and
classification stability compared with traditional machine
learning approaches [1], [2], [14].
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VII1.CONCLUSION AND FUTURE WORK

This project presents a hybrid deep learning-based intrusion
detection framework for securing loT-enabled cyber-physical
systems. The proposed model combines Convolutional Neural
Network (CNN) and Deep Belief Network (DBN) to improve
feature extraction and classification performance. Hybrid deep
learning approaches have been widely explored for cyber-
attack detection in 10T and cyber-physical environments due
to their capability to capture complex patterns in network
traffic data and improve detection performance [1], [3], [10],
[14]. To further enhance accuracy and convergence speed, the
Seagull Adopted Elephant Herding Optimization (SAEHO)
algorithm is used for parameter tuning. Optimization-based
learning strategies have been shown to improve the
effectiveness of deep learning-based intrusion detection
systems by refining model parameters and improving
classification performance [8], [9].

The experimental results obtained from standard 10T intrusion
detection datasets confirm that the proposed approach
performs better than traditional machine learning and existing
optimization-based methods. Machine learning-based security
frameworks have demonstrated strong performance in
identifying cyber-attacks and mitigating security risks in 1oT-
enabled cyber-physical systems [3], [13]. The system achieves
improved detection accuracy while reducing false positive and
false negative rates, which are important factors in reliable
intrusion detection systems [6], [7]. These improvements
make the proposed framework suitable for real-world loT
security applications.

In future work, the system can be extended to support real-
time deployment in large-scale 10T environments. Additional
improvements may include integration with edge computing
for faster processing and the implementation of federated
learning to enhance data privacy and enable distributed
collaborative learning across 1oT devices [2], [4].
Furthermore, incorporating advanced deep learning
architectures could further improve detection performance and
system scalability in complex loT networks [11], [12], [15].
Continuous updating of the model to adapt to emerging cyber-
attack patterns can also strengthen the overall security
framework.
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