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Abstract- SNIPP is a smart remote interview platform that allows secure technical assessments through real-time coding and Al
evaluation. It includes MediaPipe-based proctoring, role-based question generation, fullscreen enforcement, and automated
handling of violations. These features help ensure fair and reliable interviews. The platform uses a full-stack setup with Next.js
for both the frontend and backend. It uses Convex for real-time data synchronization, Clerk for secure authentication, and
Monaco Editor for an interactive coding environment. It supports conflict-free interview scheduling, automatic email
notifications, and real-time updates through Convex mutations. The system allows browser-based code execution across multiple
programming languages with a responsive and device-optimized interface. Key features include MediaPipe Al proctoring, AI-
generated questions, a 6-strike violation policy, automatic interview termination, and enforced fullscreen mode. It provides
detailed violation reports after interviews, while role-based access control helps manage sessions securely and maintains data
integrity. Thorough testing confirmed the platform's effectiveness and reliability. It achieved a 100% functional test pass rate
and can handle up to 50 concurrent users. The average API response time is 1.5 seconds. The platform is fully secure,
implementing JWT-based authentication and input validation, and maintained 99.9% uptime during load testing. SNIPP delivers
a scalable, robust solution that reduces scheduling conflicts in remote interviews, removes the need for infrastructure setup for

coding assessments, and helps recruiters work efficiently.

Keywords — Smart Tourism, Tourist Safety, Smart Cities, Internet of Things (IoT), Emergency Management, Travel Security,
Mobile Applications.

L. INTRODUCTION fragmented workflows that required switching between many

tools.

The fast digitalization of the global workforce has changed
traditional hiring practices, especially in the technology sector.
Before digital tools were adopted, technical interviews mostly
took place in person, with candidates solving problems on
paper or isolated systems. While these methods had some
effectiveness, they often resulted in logistical issues, such as

with MediaPipe Al proctoring.

authentication through Clerk (SSO + OTP).

e High-quality real-time video communication improved

e Synchronous collaborative coding with Monaco Editor
paired with Al-driven questions and advanced

geographical limits, scheduling conflicts, and higher costs for ® Advanced authentication via Clerk and email notifications.
both companies and candidates. e Automated metadata synchronization using Svix

Webhooks, which include violation strikes.

The global move toward remote work, which sped up because
of the 2020 pandemic, revealed more problems in standard II. LITERATURE SURVEY
hiring processes. Though video conferencing tools like Google

Meet, Zoom, and Microsoft Teams became popular, they were  Several studies and existing solutions were reviewed to
not specifically made for technical evaluations. Important understand the gaps and needs in remote interview systems:

features for real-time collaborative coding, code execution
tracking, shared debugging, and organized assessment methods 1. Existing Interview Platforms

were lacking. Because of this, recruiters struggled to see the Video tools like Zoom and Google Meet provide
candidate’s thought process, and applicants often faced communication but lack integrated coding. Coding platforms
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like HackerRank offer assessments but have limited video
integration. Collaborative editors like VS Code Live Share
enable coding but do not support hiring workflows.

2. Research Contributions

Real-time coding studies show that collaborative editors can
improve productivity by over 70% in team settings. Research
on remote hiring after 2020 indicates an 80% increase in virtual
interviews. Papers on authentication and security stress the
importance of role-based access control for confidentiality.

Gap Identified

There is no unified platform that combines video, Monaco
Editor coding, authentication, scheduling, and feedback. Many
solutions are missing:

e Role-based dashboards
candidates

e Real-time code syncing and evaluation

e Secure and compliant pipelines

e Scalable serverless backends for more than 100 users

This project addresses these gaps using a cloud-native

approach.

for interviewers and

III. METHODOLOGY

The project follows the Software Development Life Cycle
(SDLC). Each phase is carefully planned to include the main
features and the Al improvements for proctoring, question
generation, notifications, handling violations, terminating
sessions, enforcing fullscreen mode, and reporting. Below is a
detailed explanation of each stage:

e Requirement Analysis: Identify roles: Candidate,
Interviewer, Admin - Define features: Video calls,
collaborative coding, authentication, scheduling In this
phase, we identify key system roles: Candidate,
Interviewer, and Admin. We define the essential functions
needed for a secure remote interview platform.

This includes real-time video communication,
collaborative  coding, secure authentication, and
scheduling without conflicts. We also incorporate
advanced features such as MediaPipe Al proctoring, role-
specific question generation using Al, email notifications,
and a six-strike violation system. The system supports
automatically terminating interviews, enforcing fullscreen
mode, and generating detailed violation reports for
analyzing integrity. We gather stakeholder requirements
through use-case modeling and analysis to ensure a strong
and scalable system design.

System Design: This phase outlines the overall
architecture, which includes Convex-based real-time
database schemas, RESTful APIs, and a modular UI built
with Next.js. It addresses structured storage for sessions,
users, code states, Al-generated questions, proctoring logs,
strike counts, and violation reports. The design integrates
MediaPipe for Al proctoring, large language models
(LLMs) for role-based question generation, and email
services for notifications. Fullscreen enforcement, auto-
termination logic, and report generation are included at the
system level. We ensure security through role-based access
control, encrypted data flow, and scalable service
integration.

Development: During this phase, we implement the
system using Next.js for a responsive frontend and
ShadCN UI for accessible, modular interfaces that display
proctoring status, questions, alerts, and reports. We use
Convex for the serverless backend logic, which allows for
real-time synchronization, tracking violations, and
triggering session terminations. MediaPipe manages
client-side Al proctoring, while LLMs dynamically
generate role-specific questions. Authentication and event
handling are overseen by Clerk and Svix, and we automate
emails for scheduling and violations. Fullscreen
enforcement, strike-based logic, and Al-driven termination
ensure secure and controlled interview session.

Testing: This phase focuses on ensuring system reliability
through extensive testing at multiple levels. We validate
individual components, like Al question generators and
proctoring logic, with unit testing using Jest. Integration
testing checks API workflows, WebRTC sessions, and
webhook-based email and termination triggers. We
conduct load testing to simulate high-concurrency
interview sessions, evaluating system stability and
performance. We test proctoring accuracy through
simulated tab switches, face detection events, and strike-
based termination scenarios. We also address edge cases
such as network interruptions, invalid role inputs, and
fullscreen exit behavior to ensure robustness and error-free
deployment.

Deployment: In the final phase, we deploy the frontend on
Vercel for fast hosting and continuous integration and
delivery (CI/CD). The backend goes on Convex for
serverless scaling, with the database also hosted on
Convex for smooth integration. This includes setting up
monitoring for real-time features like proctoring and
terminations, configuring domain security for emails, and
ensuring that auto-scaling can handle increased loads from
Al computations without any downtime.
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SYSTEM ARCHITECTURE DIAGRAM

IV. INTEGRATION

Integration happens across several layers to guarantee smooth,
secure, and real-time communication within all parts of the
SNIPP platform. This includes MediaPipe Al proctoring, Al
question generation, email services, violation tracking, auto-
termination, full-screen enforcement, and report generation.

1. Frontend-Backend Integration

The Next.js frontend connects with the Convex backend using
the official Convex React Client. Real-time synchronization of
code, cursor positions, participant presence, proctoring data,
violation strikes, and Al-generated questions occurs through
Convex subscriptions. All API calls are secured with Clerk-
issued JWT tokens sent in the Authorization header. Route-
level authentication is enforced through Next.js middleware,
ensuring that only authorized users can access session data,
with full-screen enforcement integrated at the Ul level.

2. Backend-Database Integration

Convex acts as both the backend and real-time database.
Schema-less collections store Users, Sessions, CodeStates,
Feedback, Proctoring Logs, Violation Records, and Al
Questions. Indexing is applied to sessionID and participantID
fields to allow for instant retrieval and synchronization under
200ms during collaborative editing and proctoring monitoring.
Convex’s built-in optimistic updates and conflict-free
replicated data types guarantee that concurrent code edits from
multiple users do not lead to data loss or merge conflicts. This
also extends to violation strike accumulation and auto-
termination triggers.

3. Third-Party Integrations

e Stream Video API (WebRTC) — This is used for high-
quality, low-latency video calls featuring adaptive bitrate,
screen sharing, and recording capabilities. Dynamic
authentication tokens are generated on the server side via
Convex functions and securely passed to the frontend,
integrated with MediaPipe for proctoring overlays.

e  Monaco Editor — The same editor that powers VS Code is
embedded in the browser. Real-time collaborative editing
is made possible by using Monaco Editor, which is
synchronized through Convex’s real-time engine. Features
include syntax highlighting, IntelliSense, multi-cursor
support, language-specific execution environments, and
the display of Al-generated questions.

e Clerk Authentication — This manages user sign-up,
sign-in (Google + Email/OTP), role-based access control
(Interviewer/Candidate/Admin), and session management.

e Svix Webhooks — These ensure reliable delivery of
authentication and session events (e.g., user joined/left)
from Clerk to Convex for immediate updates across all
participants.

e MediaPipe — AI Proctoring Module: MediaPipe is
integrated to enable real-time Al-based proctoring by
continuously analyzing webcam input during the
interview. It detects faces, tracks eye gaze, and estimates
head pose to identify suspicious behaviors such as looking
away, multiple faces, or leaving the frame. Detected
anomalies are logged and assessed against defined
violation rules. Each confirmed violation adds to a strike
count visible to the candidate in real-time. Once the
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maximum strike threshold is met, the system automatically
terminates the interview. This ensures fairness, prevents
malpractice, and upholds the integrity of the interview
process.

e Al Services — Role-Based Question Generation: Al
services dynamically generate interview questions tailored
to the chosen job role and required skill level. The system
assesses role-specific skills and creates relevant coding or
conceptual questions using intelligent language models.
Generated questions adjust in difficulty based on candidate
performance to guarantee fair assessment. All questions
and responses are securely stored in the Convex database
for tracking and evaluation, which also prevents repetition,
improves assessment accuracy, and supports scalable
interview automation.

¢ Email Services — Scheduling and Violation Notifications:
Email services are integrated to handle all communications
related to interview scheduling and system events.
Automated emails notify candidates and interviewers
about interview  confirmations, reminders, and
rescheduling updates. Violation alerts are generated in real
time when rules are broken, ensuring transparency and
accountability. After the interview, emails provide detailed
violation summaries and evaluation reports. The service
guarantees reliable delivery using secure email APIs and
allows for customizable templates for different types of
notifications.

e Fullscreen Enforcement Module: The fullscreen
enforcement module ensures that interviews occur in a
controlled, distraction-free environment. Once the session
starts, the application locks into fullscreen mode and
continuously monitors focus events. Any attempt to switch
tabs, minimize the window, or exit fullscreen is quickly
detected and recorded as a violation. Repeated loss of
focus contributes to the strike count and may lead to
automatic interview termination. This mechanism ensures
candidate compliance and preserves the integrity of the
assessment process.

V. IMPLEMENTATION

The implementation phase turns the design into working code.
Each module is developed to tackle specific parts of the
platform while integrating new features. Below, each module is
explained in detail, including how the new Al and security
upgrades are incorporated:

1. Interviewer Module

This module offers secure login through Clerk authentication
with role-based access control (RBAC). This ensures that only
authorized interviewers can access the features. Interviewers
can create and schedule interview sessions with customizable
settings like duration, programming languages, difficulty
levels, and Al-generated questions based on the chosen role.

For example, the system uses an Al model to generate questions
like "Implement a binary search tree" for developer positions
by analyzing role descriptions and drawing from a question
bank. It also sends automatic email notifications upon
scheduling to all participants via integrated email services for
timely alerts. The module provides a detailed dashboard to view
upcoming and past sessions. Interviewers can generate unique
shareable links or session IDs for quick access. They can start
high-definition video calls via Stream WebRTC, controlling
muting or removing participants. The module includes the
Monaco Editor for collaborative coding, real-time monitoring
of MediaPipe Al proctoring that shows live eye-tracking and
tab switches on the dashboard, and it displays violation strikes
through a system that issues up to six warnings for unauthorized
help. It can enforce full-screen mode on the candidate's side to
maintain isolation and allows admins to review auto-
termination logs if sessions end due to repeated violations.
After the session, structured feedback forms use predefined
rubrics to score problem-solving, code quality, and
communication on a 1-5 scale. Interviewers can add detailed
comments and generate downloadable PDF reports that include
insights on violations.

2. Candidate Module

Candidates access the platform through a unique session link or
ID, allowing guest mode without prior registration for easy use.
Upon joining, they are automatically authenticated and entered
into the live session with full-screen mode activated
immediately. This uses browser APIs to prevent multitasking
and ensure focus, with exit attempts triggering warnings. The
interface showcases a full-screen Monaco Editor with syntax
highlighting, IntelliSense for code suggestions, multi-cursor
visibility for collaborative editing, real-time code execution via
WebContainer, and displays Al-generated questions tailored to
the role. Video chat and text chat are available in a resizable
panel while MediaPipe Al proctoring operates in the
background. This system analyzes webcam footage for
violations like multiple faces or eye deviations and issues
warnings through on-screen alerts. If violations continue, the
session will automatically terminate after six strikes or patterns
indicating cheating, with a notification provided. After the
session, candidates receive instant access to feedback,
performance summaries, and violation reports detailing
insights for self-improvement.

3. Admin Module

This dedicated panel is for overall management. It allows
admins to handle user accounts, such as adding or removing
interviewers and assigning roles. They can monitor sessions in
real-time, viewing proctoring data and violation logs across all
interviews. Admins can access analytics such as dashboards
showing average violation rates, session durations, and Al
question usage. They can export detailed session logs, manage
interviewer accounts with RBAC, track system health metrics
like active users, server load, and violation frequencies, and
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configure global settings. These settings include allowed
domains for security, timeouts to prevent indefinite hangs, and
data retention policies for compliance. Admins can adjust Al
question generation parameters, email templates for
notifications, strike thresholds, auto-termination rules, full-
screen enforcement options, and report formats. This module
ensures administrative oversight for growth and maintenance.

4. Core Modules

e Monaco Editor (Real-time Collaborative Coding)

This integrates the popular editor used in VS Code through the
official Monaco library with Y.js CRDT for binding. It allows
multiple users to edit files at the same time with live cursor
tracking, selection highlighting, and conflict-free merging to
avoid data loss. It supports over 20 programming languages
with full IntelliSense for auto-completions, code formatting,
error highlighting, and in-browser execution via WebContainer.
Al-generated questions are embedded in the editor pane,
appearing as comments or side panels for candidates.

e Stream API (Video Calls & Screen Sharing)

Powered by Stream Video (WebRTC), this module provides
adaptive HD video with low latency, screen sharing for demos,
virtual backgrounds, optional recording, and participant
reactions. Dynamic tokens are generated server-side for secure
access, with overlays for proctoring alerts and full-screen
enforcement that keeps the video call focused without
distractions.

e Convex (Real-time Synchronization & Backend) Convex
serves as the complete backend and database, managing
real-time operations like code changes, cursor positions,
chat messages, and proctoring detections from MediaPipe.
It synchronizes everything instantly using reactive
subscriptions and optimistic updates for quick responses.
Schema-less collections allow flexibility, with automatic
indexing for performance.

e Authentication & Session Security

Clerk manages OAuth for Google, email/OTP login, and
sessions. Svix webhooks notify Convex of events like sign-ins
and outs to update live lists and prevent unauthorized access.
This works with email notifications sent on authentication
events and auto-termination triggered by security breaches
detected through proctoring.

e Feedback & Reporting System

This system enables structured evaluation of candidates using
predefined scores from 1 to 5. Interviewers can assess aspects
like problem-solving, code quality, communication, and overall
performance. All evaluation data is securely stored to ensure
integrity. The system automatically generates rich PDF reports
containing code snapshots and execution timelines. Proctoring
insights, including violation patterns, are displayed graphically.

Detailed logs of rule violations and timestamps support
transparent decision-making. Reports are available right after
sessions for both interviewers and administrators, aiding data-
driven hiring choices.

e  MediaPipe AI Proctoring Module

This module performs real-time analysis of webcam streams to
monitor candidate behavior during interviews. It detects eye
deviations to spot moments when candidates look away and
captures tab switches or window focus loss using event
listeners. The system analyzes video feed for multiple faces or
absence of the candidate. Each detected issue adds to a
structured strike system that provides real-time warnings. If the
candidate reaches six strikes, the Al system automatically
terminates the interview. All violation events are logged for
review and reporting after the session to ensure fairness and
transparency.

o Al Question Generation Module

This module generates interview questions based on the chosen
job role and skill level. Using language models, it creates role-
specific prompts like coding challenges or conceptual
questions, controlling difficulty levels. Questions are added
directly into the live interview for smooth delivery and adapt in
real time based on how candidates respond. All generated
content is stored in the Convex database to maintain
consistency and avoid duplicates.

e  Fullscreen Enforcement Module

This module maintains a distraction-free interview
environment by putting the candidate’s screen in fullscreen
mode at the start of the session. It uses browser-level APIs to
block other tabs, applications, or notifications. It continually
checks focus and visibility events to catch any exit attempts.
Actions like tab switching or minimizing the window are
logged as violations, contributing to the candidate's strike
count. Visual warnings alert candidates when violations occur,
and repeated issues can lead to automatic penalties, including
interview termination. All fullscreen events are logged for
future review and analysis.

SEQUENCE DIAGRAM

Coding Session Flow:

Interviewer — UI: Create Session with Al Questions & Email
Notification

UI — Backend: POST /sessions

Backend — DB: Store session & Questions DB — Backend:
Session ID

Backend — Video API: Init call with Proctoring Video API —
Backend: Stream link

Backend — MediaPipe: Start Al Monitoring Backend — Email
Service: Send Notifications

During Session: MediaPipe — Backend: Detect Violation —
Issue Strike (up to 6) — Auto-Terminate if Continuous
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Post-Session: Backend — Report Generator: Create Violation
Insights

VI. RESULTS & DISCUSSION

Results
Extensive testing confirmed the platform's strength and
effectiveness, including Al features:

e Functional test pass rate: 96.5% across 380+ test cases
(unit, integration, and end-to-end), with 100% for
MediaPipe proctoring and Al questions

e Maximum concurrent live interview sessions supported:
180 (limited only by the test environment; production-
ready for 500+)

e Average code synchronization latency: 178 ms (95th
percentile: 295 ms)

e Average video call latency: 142 ms with 99.9% uptime
over 72-hour stress testing

e API response time (Convex functions): 380 ms average
under full load

e Feedback report generation: under 2.8 seconds for PDF
export with code snapshots and violation insights

e No data loss or merge conflicts recorded during 1,000+
simulated concurrent edits

e MediaPipe proctoring accuracy: 98% detection rate for
violations

e Al question relevance: 95% match to role

e  Email delivery: 100% success in tests

e Observations

During real-world pilot sessions with 25+ interviewers and
80+ candidates:
Interviewers praised the instant code sync, multi-cursor
visibility, MediaPipe proctoring for fairness, Al-based
questions for relevance, email notifications for efficiency,
strike warnings for deterrence, auto-termination for security,
full screen for focus, and violation insights for analysis. They
stated it offered much better insight into thought processes than
traditional screen sharing tools.

e 94% of interviewers reported reducing average evaluation
time by 58-70% compared to using Zoom and separate
coding platforms.

e Candidates rated the Monaco Editor experience
9.3/10 for familiarity ("feels exactly like VS Code") and
found the single-window interface very intuitive, with
positive feedback on Al questions and proctoring
transparency.

e Collaborative coding reduced observable latency by 72%
compared to screen-sharing alternatives.

e No disconnections or significant lag were reported, even
on 3G/4G mobile networks from rural areas, and
proctoring worked reliably.

Performance
Code editing synchronization: under 200 ms in 98% of
cases

e Video call quality: Adaptive HD (720p-1080p) with under
180 ms glass-to-glass latency

e Scalability: Convex backend auto-scaled smoothly from
10 to 500 concurrent users during load tests with no
manual intervention, handling proctoring needs

e Resource usage: Average memory per session under 180
MB (client-side), serverless functions averaged 110 ms
cold-start

e Security: Penetration testing confirmed no unauthorized
access; all sessions enforced end-to-end encryption
(WebRTC DTLS-SRTP) and JWT validation, with Al
auto-termination preventing breaches.

VII. CONCLUSION

SNIPP successfully showcases a complete, ready-to-use remote
technical interview platform. It integrates high-definition
WebRTC video communication, real-time collaborative coding
with the Monaco Editor, secure authentication, session
scheduling with email notifications, structured feedback
generation, MediaPipe Al proctoring, Al-generated tailored
questions, and a system of six violation strikes. It also features
auto-termination, full screen enforcement, and detailed
violation reports, all within one easy-to-use environment.

The platform removes the long-standing confusion in technical
hiring workflows. Recruiters no longer need to manage
multiple separate tools like Zoom or Google Meet for video,
HackerRank or CoderPad for coding, Google Forms for
feedback, and calendar apps for scheduling. Now, it includes
Al-supported features that ensure integrity.

By combining these key elements with under 200ms code
synchronization, multi-cursor visibility, instant feedback
delivery, proctoring, tailored questions, email notifications,
strikes, termination enforcement, full screen usage, and reports,
SNIPP offers a notably better experience for both interviewers
and candidates.

Extensive testing and real-world pilot sessions proved that
SNIPP closes critical gaps in existing solutions. It delivers
noticeable improvements, including reducing evaluation time
by up to 70%. It provides deeper insights into candidates'
thought processes through live collaborative editing and
proctoring. Candidates can join interviews more -easily.
Interviewer satisfaction is higher due to accurate skill
assessments with Al-based questions. Finally, the candidate
experience improves with a familiar VS Code-like environment
that is accessible without registration and features fair
proctoring.
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Built on a modern serverless architecture using Next.js,
Convex, Stream WebRTC, Monaco Editor with Y.js, Clerk
authentication, MediaPipe, and Al services, the system ensures
high scalability with over 500 concurrent sessions, low latency
even on unstable networks, end-to-end encryption, and GDPR-
compliant data handling, including violation data.

Thus, SNIPP is a robust, secure, and user-friendly platform
ready for deployment in startups, mid-sized companies, and
large enterprises aiming to streamline global technical hiring
with advanced Al integrity. The project serves as a practical
example of real-time web technologies and collaborative
systems, making a significant contribution to the evolution of
digital recruitment practices.

FUTURE SCOPE

e Al-based proctoring for detection of cheating using
webcam eye tracking, tab-switch detection, multiple face
recognition, and flagging of suspicious behavior

e Automated code quality analysis and scoring with large
language models (e.g., CodelLlama, GPT-4 Code
Interpreter) to evaluate complexity, code cleanliness, and
algorithm efficiency in real time

e  Al-generated interview summaries and candidate rankings
through natural language processing of feedback, code
metrics, and communication patterns

e  Advanced compiler support for over 15 languages (Python,
Java, C++, Go, Rust, Kotlin, TypeScript, etc.) with
complete in-browser execution using WebContainer and
language servers

e Session recording and playback synchronized with video,
code progress, and cursor movements for post-interview
review and training

e Behavioral and sentiment analysis using facial emotion
recognition and voice tone evaluation during interviews

e Integration with Applicant Tracking Systems (ATS) like
Greenhouse, Lever, Workable, and Ashby through REST
APIs and webhooks for easy candidate pipeline
management on smartphones and tablets

e Integration of whiteboard and diagramming tools for
system design and architectural discussions

e  Multi-language voice and text transcription with real-time
translation for global hiring

e Blockchain-based permanent storage of feedback reports
and certificates using IPFS and Ethereum/Polygon for
lifelong verification

e Enterprise SSO integration (Okta, Azure AD, Google
Workspace) and SCIM provisioning

e Custom question bank and adaptive difficulty engine
powered by machine learning
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