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Abstract- Classroom attendance tracking was a fundamental task in educational institutions, traditionally managed through 

manual roll calls or sign-in sheets. These methods were time-consuming, error-prone, and susceptible to manipulation. With 

advancements in computer vision and embedded systems, there was an opportunity to automate this process. In this research 

paper, a novel approach to classroom attendance management was presented, utilizing OpenCV and face recognition 

technologies, implemented on the ESP32-CAM microcontroller. The proposed system was designed to automatically identify and 

record student attendance, offering enhanced accuracy and efficiency. Comparative results demonstrated that the face 

recognition-based approach significantly outperformed traditional manual methods and other automated systems in terms of 

accuracy and processing speed. The system's architecture, implementation, and evaluation were outlined, showcasing its 

potential to transform attendance tracking in educational settings. 

Index Terms- ECC, client-side encryption, secure storage. 

 
 

I. INTRODUCTION 

 
Encryption 

The need for standardized information safety has never been 

more crucial than now with the always increasing digitalization 

of our lives, as personal and professional data now exists on 

cloud servers. As such, protecting this data from cyber threats 

has become a top priority. Cryptography is the technique by 

which data and information can be secured using math concepts 

and formulas. This ensures the integrity and confidentiality of 

the information as well as limits its access to certain individuals 

only. Two fundamental processes, depicted in Fig. 1, form the 

foundation of cryptography: encryption, which transforms data 

into a hashed format to prevent unauthorized access, which 

reverses this process to decrypt the data for authorized users. 

One cryptographic method that effectively addresses common 

issues is Elliptic Curve Cryptography. ECC provides security 

with relatively smaller key sizes compared to RSA, making it 

faster, especially for devices with limited resources like 

smartphones and IoT devices. 

  

II. METHODOLOGY 
 

Introduction 

It is a public-private key-based cryptographic technique 

invented by Neal Koblitz and Victor Miller in 1985. It is based 

on some of the mathematical properties of elliptic curves to 

offer high strength for encryption and, therefore, safety and 

efficiency. Like other asymmetric methods of encryption, there 

are two keys: the public key, and the secret private key. These 

keys are used in the encryption/decryption processes to secure 

data during transit and storage. In ECC, the encryption process 

involves defining a curve over a finite field. For a given large 

prime number (p) taking mod p as Fp, the curve is expressed by 

the equation: 

 

Y 2 ≡ X3 + aX + b (mod p) 

where a and b are constant, and the curve must satisfy the 

condition: 

                            4a3+27b2 ̸≡ 0 (mod p) 

Any point (x,y) that satisfies this equation lies on the curve, and 

the set of these points, including the point at infinity, defines 

the elliptic curve. 

 

Working of ECC 

The operation of ECC relies on defining elliptic curves over a 

finite field and exploiting their math properties to achieve 

robust security. Each user generates a key pair which consists 

of a public and private key, derived by multiplying the private 

key with a generator point on the curve [7]. The multiplication 

yields another point on the curve, which acts as the public key. 

 

Figure1. Elliptic Curve Equation 
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In the above Fig-1, the general elliptic curve follows the 

equation: 

                                     Y 2 ≡ X3 + aX + b 

Where the red curve represents the graph of the elliptic curve, 

and the blue line which intersects the curve at points P, Q, and 

R. Given two lines on the curve which intersects the curve at 

points P and Q, the line will intersect at a third point R, which 

gives us the elliptic curve addition: 

P + Q = -R 

Architecture of ECC 

ECC encryption involves the sender using their provided key 

to encrypt their data. Only users with the correct private key 

can decrypt the document. This asymmetric encryption 

provides high security, as deducing the private key is currently 

infeasible due to the ECDLP [8]. Additionally, ECC supports 

digital signatures, ensuring data integrity and authenticity. 

Senders sign messages with their private key, allowing 

recipients to authenticate them using the public key [11]. ECC 

is pivotal in secure cloud storage and data protection 

frameworks. 

 

ECC in multi-algorithm framework 

Integration of ECC with other cryptographic algorithms brings 

the opportunity to leverage the strengths of multiple encryption 

techniques, which will lead to more secure and efficient 

systems. One commonly implemented method is by merging 

ECC with other encryption algorithms like Advanced 

Encryption Standard. Under such hybrid models [14], ECC can 

be put into action for authenticated exchanging or encrypting 

of the symmetric keys, and AES executes fast encryptions and 

decryptions of big data. This ensures the protection of ECC 

during key exchange, while AES speeds up data handling. ECC 

is also employed together with hashing algorithms like SHA-

256 to ensure data integrity and then develop digital signatures 

for protecting against tampering attacks. In multi-factor 

authentication systems, ECC can be adopted in combination 

with biometric data or password-based encryption to further 

enhance security. Similarly, combining ECC with quantum-

resistant algorithms [25] can protect systems against emerging 

threats from quantum computing. 

   The distinctive feature of ECC is the balance it achieves in 

matters of security, efficiency, and optimizing resources. Also, 

by encompassing other algorithms, ECC is highly versatile and 

applicable to a wide range of secure communications and 

storage solutions. 

 

 

 

 

 

III. COMPARISON ANALYSIS 
 

Key-size Comparison 

Key size has a big role in the security strength of an encryption 

algorithm. AES supports 128, 192, and 256-bit keys, offering a 

balanced trade-off between security and performance. DES, an 

older symmetric encryption standard, has a fixed 56-bit key, 

making it susceptible to brute force. Blowfish allows flexible 

key sizes ranging from 32 to 448 bits, though it is largely 

replaced by AES. RSA, an asymmetric encryption method, 

typically employs key sizes of 1024, 2048, or 3072 bits to 

ensure strong security. ECC, in contrast, achieves equivalent 

security levels with a relatively smaller key size, such as a 256-

bit ECC key. 

 

Encryption Time Analysis 

Encryption time is crucial for performance, especially in large-

scale data processing applications. AES provides the fastest 

encryption speeds among symmetric algorithms, making it 

ideal for real-time applications. DES, due to its smaller key 

size, is slower and less efficient. Blowfish shows slightly higher 

encryption times but remains competitive in speed. Among 

asymmetric methods, RSA encryption is significantly slower 

due to its complex mathematical operations, while ECC is 

faster as it requires smaller key sizes and lower computational 

overhead. 

From table-1, AES effectively generates quicker results than 

DES and Blowfish encryption times at every size of the keys. 

AES specifically exhibits less speed at smaller key sizes of 64 

and 128 bits, being just faster than DES and Blowfish with 

encryption times of 3.42s and 3.59s respectively. 

 

Algorithm Key Size Encryption 

Time (in 

ms) 

Decryption 

Time (in 

ms) 

AES 

128-bit 

192-bit 

0.5 

0.6 

0.5 

0.6 

 256-bit 0.7 0.7 

RSA 

1024-bit 

2048-bit 

3.0 

6.0 

2.5 

5.0 

 3072-bit 9.0 7.5 

 4096-bit 12.0 10.0 

ECC 

160-bit 

224-bit 

1.0 

1.2 

1.0 

1.2 

 256-bit 1.4 1.4 

 
Table.1. Performance of various encryption algorithms with 

respective key-sizes. 

DES has been adopted enormously in previous applications but 

has relatively slow encryption times for all tests, being between 

3.89s and 4.34s, therefore not so ideal for today’s applications, 
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which call for efficiency. The key sizes of Blowfish have little 

flexibility, but it’s not quite a comfortable creature with its key 

size being 256 bits, slowing down to 70s significantly; this 

mainly represents its inefficiency at higher security levels. 

 

IV. RELATED WORKS 
 

With many academics and developers creating innovative 

solutions to improve data security, the field of secure data 

storage and encryption has changed significantly. Various cloud 

security systems have been studied using a combination of key 

management techniques and encryption algorithms to 

effectively resolve the problems connected to protecting 

sensitive data in digital environments. These projects' main 

drives are to address the shortcomings of traditional cloud 

storage, including dependence on server-side encryption, data 

transfer vulnerabilities, and the absence of user control over 

encryption keys. 

 

N. Krishnaveni and C. Jayakumari [11] proposed a “hybrid 

framework to enhance cloud security” by combining ECC and 

Attribute-Based Access Control (ABAC). The goal is to 

improve both encryption and access control to better protect 

confidential data in the cloud. The framework integrates 

authenticated access with ABAC and enhances ECC encryption 

by mapping plaintext into elliptic curve points, reducing time 

and space requirements. This approach aims to maintain high 

security without sacrificing performance. However, designing 

an improved mapping algorithm for encoding data efficiently 

remains a challenge. 

 

D Bikshapathi et al. [12] presents a technique that enhances 

cloud security by “combining two algorithms, namely 

Advanced Encryption Standard and Elliptic Curve 

Cryptography”. AES enables fast data encryption and 

decryption, while ECC ensures secure public key exchange. 

Together, they provide a secure connection, authentication, and 

protection against unauthorized access. If an unauthorized user 

tries to access the private cloud, the system can monitor and 

block their IP address and device to prevent further attempts. 

The study also examines performance metrics such as storage, 

encryption, and decryption times, demonstrating that this 

combined approach outperforms other security algorithms. 

However, key management remains a significant challenge, as 

AES requires a secure method for distributing symmetric keys, 

while ECC must exchange public keys without exposing 

private ones. 

 

D. Shivaramakrishna and M. Nagaratna [13] proposed “a 

hybrid cryptographic framework to further increase the security 

of data stored on servers by combining AES-OTP (Advanced 

Encryption Standard with One-Time Password) and RSA 

encryption. AES-OTP offers efficient encryption, while RSA 

provides secure key exchanges. The framework also features 

adaptive key management, which generates, distributes, and 

rotates keys in real time to support secure operations, and time-

limited access control, which restricts data access based on 

predefined windows”. However, the framework’s complexity 

lies in managing multiple encryption layers and adaptive key 

rotation, which requires robust infrastructure.  

 

Siva Sankaran P. and Kirubanand V. B.[19] introduced a 

“hybrid cryptography method using Twofish and ECC” to 

secure public cloud data. This approach combines Two-Fish’s 

speed for encrypting data with ECC’s strong key management 

for encrypting the Two-Fish key. The hybrid technique 

improves cloud security and user trust but may face challenges 

with slower encryption/decryption speeds for large data sets 

due to the added cryptographic steps.  

Simranjit Kaur and Lokesh Jain [16] propose a hybrid 

encryption scheme “combining Elliptic Curve Cryptography 

and Triple Data Encryption Standard to enhance cloud 

security”. This ECC-TDES method offers better protection 

against malicious attacks and was tested on a cloud-based web 

app with various file types (audio, video, image, and text). 

While the hybrid approach provides high accuracy (0.01% error 

rate), it increases encryption and decryption time compared to 

using ECC or TDES alone. The study focuses only on data 

encryption and excludes aspects like network protection or 

disaster management.  

R. Bhagyalakshmi et al. [17] introduced a hybrid cryptographic 

system “combining AES and homomorphic encryption with 

Elliptic Wind Cryptography (ECC) to enhance data security for 

cloud storage. This system allows operations on encrypted data, 

maintains high security with reduced key sizes, and minimizes 

transmission and computation overhead”. It also uses binary 

data splitting to divide files into multiple parts accessible only 

by the data owner, ensuring privacy. While the approach offers 

strong encryption and efficiency, key management and the 

complexity of homomorphic encryption can present challenges.  

 

 

V. CONCLUSION 
 

The increasing demand for secure data transfer today is 

growing faster than ever before, highlighting the importance 

of encryption algorithms such as Elliptic Curve Cryptography 

as a solution. With low computational overhead and high 

security, and smaller keys as compared to other algorithms like 

RSA and AES, it provides the general audience with a chance 

to securely transmit data without the worry for potential leaks. 
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