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Abstract — The fast adoption of cloud-based enterprise apps has greatly improved organisational efficiency, but has also
increased cybersecurity risks related to identity theft, insider assaults, unauthorised access and advanced cyber dangers.
Workday, being one of the top Cloud-based company Resource Planning (ERP) applications for Human Capital Management
(HCM), Financial Management, Payroll and Analytics, requires a strong security architecture to secure sensitive company data
in distributed environments. Traditional perimeter-based security solutions are not adequate to secure modern cloud ecosystems
as they operate under the implicit trust after authentication. The ZTSA-WEE framework is put forward in this paper where
users, devices, and applications are authenticated and authorised with the help of risk assessment, dynamic trust evaluation,
micro-segmentation, and intelligent anomaly detection in the context. The mentioned framework is associated with identity
verification, policy-based access control, adaptive risk analysis, continuous monitoring, and intelligent threat detection, which
minimises unauthorised access and reduces the attack surface area. The experimental analysis of the performance of the
framework is carried out by the simulated enterprise security scenarios and indicates that the proposed framework outperforms
the current Zero Trust frameworks in the aspects of high authentication accuracy, high threat detection rate, high policy
compliance, low false positive rate, and fast response time.

Keywords— Zero Trust Architecture, Workday Security, Enterprise Cloud Security, Identity and Access Management,

Cybersecurity.

I. INTRODUCTION

The quick adoption of the cloud-based ERP has greatly
transformed the way organizations deal with their human
resource management, financials, payroll, procurement and
staffing processes. Workday dominates the SaaS solutions on
these platforms [1], offering an integrated solution for HCM,
Financial Management and Planning & Analytics on one cloud
platform. Whereas Workday offers greater efficiency and
agility to businesses, it has also opened up new cybersecurity
challenges due to its extensive interfacing with third party apps
[2], hybrid clouds, mobile devices and distance working [3].
Traditional security solutions centred on perimeter are
becoming increasingly inefficient at defending against
sophisticated cyberattacks, insider threats [4], credential
compromise, and unauthorised access in highly distributed
organisational ecosystems [5].

Zero Trust Architecture (ZTA) is a sophisticated security model
that has garnered considerable attention due to its promise to
overcome the shortcomings of current security methods [6]. As

opposed to conventional models based on internal
organisational borders, Zero Trust follows the mantra of "Never
Trust, Always Verify", and mandates continuous

authentication, authorisation and validation of each user [7],

device, application and communication request, no matter
where they are on the network [8]. Zero Trust decreases attack
surface greatly by applying policies for least-privilege access,
ongoing surveillance, dynamic policy assessment and micro-
segmentation and builds organisational resilience against
changing cyber assaults [9].

Zero Trust has been extensively studied for cloud computing,
Internet of Things (IoT), industrial systems, enterprise
networking, and next-generation communication
infrastructures [10]. However, there has been little research on
the application of Zero Trust to Workday-centric enterprise
ecosystems [11]. Workday environments require special
security solutions considering highly confidential employee
data [12], payrolls, transactions, compliance requirements, as
well as many different business interfaces through APIs and
middleware [13]. Existing security solutions mainly focus on
authentication and authorization, yet there are no overall
approaches involving adaptive trust assessments, risk
assessments, intelligent anomaly detection, and policies for the
entire Workday environment [14].

This article provides a Zero Trust Security Architecture that is
comprehensive and tailored for Workday centred enterprise
contexts to tackle these issues. The proposed architecture
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combines identity-based authentication, adaptive access
control, dynamic risk assessment, Al-driven anomaly
detection, continuous authorisation, micro-segmentation and
centralised policy management to enhance the security of an
enterprise and maintain operational efficiency. It also has
secure interaction with cloud services [15], identity providers,
enterprise applications and third-party systems, allowing
organisations to better address external cyberattacks and insider
threats [16].

The proposed research intends to deliver an intelligent and
scalable security architecture that meets the needs of modern
enterprise cybersecurity, supporting regulatory compliance,
safe digital transformation and resilient cloud operations. The
suggested architecture extends the Zero Trust concepts to
Workday-specific business processes which contributes toward
strengthening confidentiality, integrity, availability, and
governance across corporate ecosystems.

Objectives of the Present Work

e Develop a Workday-centric business Zero-Trust Security
Architecture that incorporates identity-centric
authentication, continuous authorisation, and least-
privilege control of access.

e Develop an adaptive risk assessment method for
continuous evaluation of user behaviour, device trust,
application context and access requests to support
intelligent policy enforcement.

e Implement micro-segmentation and dynamic access
control mechanisms to minimise lateral movement and
protect important Workday resources from internal and
external cyber assaults.

e To introduce Al-based anomaly detection and ongoing
monitoring tools for detection of suspicious activities,
insider threats and anomalous access patterns in real time.

e To evaluate the effectiveness of the proposed architecture
using standard cybersecurity metrics for performance,
such as authentication accuracy, threat detection rate,
response time, access control efficiency, and overall
enterprise  security resilience, and compare the
performance of the proposed architecture with the existing
Zero Trust approaches.

II. LITERATURE SURVEY

Aitazaz [1] considered the cyber security challenges of cloud
computing and Internet of Things (IoT) devices and
emphasized on information security requirements. The study
looked at how the susceptibility of connected devices to cyber
security threats is growing with the expansion of cloud-based

services and network connectivity. The author stressed the need
for protection of data confidentiality, integrity and availability
in interconnected systems. A comprehensive suite of security
measures, access control and authentication and ongoing
monitoring was found to be necessary to meet the changing
threats from cloud-connected devices. Ali and Zafer [2]
explained how the implementation of Zero Trust Architecture
(ZTA) can be integrated with the application of Artificial
Intelligence (AI) in Nigeria Public Sector Networks. The
researchers looked at how the Zero Trust principles can be
blended with Al-enabled threat detection and intelligence
solutions to improve network security. The authors found that
there were more resilient protections provided through
continual verification, identity based access control and
intelligent threat analysis as compared to traditional perimeter-
based solutions. The analysis showed that the Al-based ZTA
had helped in being more adaptive in monitoring and
identifying potential threats in the public-sector network
environment. Belenguer [3] studied the Algorithmic Bias and
Discriminatory Decision Making in Artificial Intelligence. It
analysed the potential for Al-based decision models to foster
bias in decision making and discussed some machine-based
options to mitigate it. It is necessary to uncover, measure and
mitigate the biased behavior of automated decision making
systems, according to the author. The paper highlighted the
importance of keeping an eye on and adopting appropriate
structures to ensure fairness and avoid unintended
discriminatory outcomes in Al systems. The paper also made
some interesting comments about the ethical and governance
issues that arise with the increased autonomy of security and
decision-making systems enabled by Al. The assessment of
Data Mining and Machine Learning Approaches to Intrusion
Detection was carried out by Buczak and Guven [4]. The
authors studied different supervised, unsupervised and semi-
supervised learning algorithms that have been used for the
detection of malicious actions in the network. Several data
mining and machine learning algorithms for cyber threat
identification to different classes of cyber threats were
reviewed and tested. The authors demonstrated the efficiency
of intelligent intrusion detection technologies for detection of
more complex and new attack patterns over conventional rule-
based technologies. The study also demonstrated that machine
learning is a pivotal technology in bolstering cyber security
monitoring. In Chinamanagonda [5] Zero Trust Security
Models for Cloud Infrastructures and Implementation of Zero
Trust in Cloud Computing was presented. The researcher
mentioned that perimeter security methods don't work in a
dynamic cloud environment and suggested the application of
Zero Trust principles to make cloud applications more secure.
The study concentrated on the elements of Zero Trust
architecture — continual validation, least privilege access,
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identity-centric approach and strict authorizations. The study
showed that the Zero Trust principles enhanced the security
against unauthorised access and developed an adaptive security
framework.

In this survey, Ghasemshirazi et al. [6] presented an overview
of the Zero Trust security use, challenges and future prospects.
The authors examined the key principles of Zero Trust and
provided a discussion on the application of Zero Trust model to
different computing and networking environments. Issues they
discovered were linked to the complexity of the
implementation, identity —management, interoperability,
scalability and continuous verification. The authors also
uncovered new avenues for Zero Trust to be integrated with
current technology and security practices. Their research
showed that Zero Trust had become an important security
paradigm to deal with more distributed and dynamic IT
infrastructures.

James et al. [7] studied a Zero Trust Architecture that used Al-
based behaviour analytics for industrial control systems in
energy distribution networks. The research focused on the
security problems of critical infrastructure and investigated
how behavioural intelligence may help to monitor in real-time
users, devices and system actions. The authors combined Zero
Trust with Al-based behaviour analysis to enhance detection of
aberrant activity and possibly malicious behaviour. Their
research suggested that the combination of behavioural
analytics and continuous verification had enhanced security
monitoring in industrial control environments and had enabled
more flexible threat detection.

An analysis of Zero Trust security models and a review of their
main concepts and implementation methodologies were
outlined in Jena [8]. In this paper, the transition from perimeter-
oriented security to identity and policy-based security
approaches is explained. The author highlighted the principles
of continuous authentication, authorisation, least privilege
access and verification of all access requests. According to the
paper, Zero Trust security models offered higher protection of
distributed systems where users, devices, applications and
services may be located in different places.

The theoretical foundation and practical applications of Zero
Trust security were studied by Kang et al. [9]. In their research,
the authors addressed the concepts, architecture and use cases
of Zero Trust security approach. The research focused on the
importance  of  continuous  authentication, dynamic
authorisation, identity management and access control based on
risk. In addition, the authors described the ways in which the
ideas of Zero Trust security have been implemented in modern

network and cloud infrastructures. It was found out that Zero
Trust approach gives a flexible security framework that allows
solving the limitations of perimeter-based techniques in remote
computing environments.

Kisina et al. [10] introduced a conceptual model for
implementing Zero Trust principles in cloud and hybrid IT
infrastructures. The authors took into consideration the
challenges of protecting infrastructure, which uses resources
and applications that are deployed in cloud, on-premises and
hybrid environments. The key components of Zero Trust
implementation were defined as identity verification, least
privilege access, continuous monitoring and policy-based
authorisation. The research showed that the adoption of Zero
Trust principles gave a structured way of reducing the risks of
unauthorised access.

III. PROPOSED METHODOLOGY

1. Overall Zero-Trust Architecture

The recommended Zero-Trust Security Architecture for
Workday-Centric ~ Business  Ecosystems (ZTSA-WEE)
architecture is meant to secure business assets residing in the
Workday cloud computing platform by performing evaluation
of each access request before authorization. The recommended
architecture is unlike the traditional security architectures in
which none of the users, devices, applications and networks is
trusted by default. Every connection request is dynamically
evaluated taking into account various context variables such as
the identity of the user, the device posture, the user behaviour,
location, sensitivity of application and security policies of the
organisation.

The architecture has six interrelated modules which include:
Identity Verification Module (IVM), Context Aware Risk
Assessment Engine (CRAE), Trust Evaluation Engine (TEE),
Policy Decision Point (PDP), Policy Enforcement Point (PEP)
and Al-based Continuous Monitoring Module (ACMM). At
each authentication request, user credentials and contextual
information are gathered and sent to the Trust Evaluation
Engine. Then the derived trust score is analysed by the Policy
Decision Point which decides whether access should be given,
refused or subjected to extra authentication. Once authorised,
Continual Monitoring guarantees that every active session
remains in compliance with enterprise security policy for the
duration of the session.

The overall security state of an enterprise session is represented
by
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where

e  Sp= Overall enterprise security score
X;= Security parameter
W;= Weight assigned to parameter
n= Total security parameters

A higher value of S_FEindicates stronger security assurance for
the current Workday session.

2. Identity Verification Module

The initial layer of the proposed architecture is identity
verification. All users attempting to utilise Workday services
must first be authenticated using multi-factor authentication
before any authorisation decision can be made. Authentication
elements include passwords, biometrics, security tokens, digital
certificates, enterprise identity providers, and single sign-on
credentials. Different from conventional authentication
systems that authenticate users at log-in time, the suggested
framework re-verifies user identity regularly whenever
contextual conditions are changed.

The Identity Verification Module additionally provides device
authentication by checking OS integrity, endpoint security
status, browser fingerprint, IP reputation and hardware
identifiers. The trust evaluation step is only accessible to
authenticated wusers on trusted devices. This approach
dramatically decreases the potential for credential theft, session
hijacking, and unauthorised access from infected endpoints.

The authentication confidence is calculated as
A, = i=1 Fi
m
where
e A= Authentication confidence
e  F;= Authentication factor score

e m= Number of authentication factors

The authentication confidence ranges between 0 and 1, where
values closer to 1 indicate stronger authentication reliability.

3. Dynamic Trust Evaluation

In this paper, we offer a Trust Evaluation Engine that, upon
successful identity verification, aggregates several contextual
characteristics to calculate the dynamic trust score. The
suggested architecture does not rely on static trust levels, but
instead dynamically recomputes trust anytime there is a change
in user behaviour, device condition, access location, or

application context. This assessment system allows fast
detection of suspicious actions without interfering with
legitimate business operations.

For trust assessment to be conducted, five crucial security
attributes have to be considered, which include reliability of
identification, integrity of the device, behavior reliability,
context, and reputation. All these attributes contribute to the
overall trust value in a unique way based on their importance
to security. The weight assigned to these security attributes may
vary depending on the enterprise security policy.

The trust score is determined as
TS = wyl +wy,D +w3B +w,C +wsH

where
e TS=Trust Score
e ]=Identity confidence
e D= Device trust level
e  B=Behavioral consistency
e (= Context confidence
e H=Historical reputation
o Wy, Wy, W3, w,, ws= Weight coefficients

subject to

5
Zwi=1

i=1
The computed trust score becomes the primary basis for
making decisions on access approval. As a rule, the greater the
trust score, the less security risks become; conversely, the
smaller it is, the greater possibility there will be that the
particular request will have some malicious intents.

Access Decision Function

The Policy Decision Point compares the calculated trust score
with predefined enterprise thresholds before granting access
privileges.

Grant, TS =6
Access = {Reauthenticate, 6; <TS <86
Deny, TS <0,

where
e TS=Dynamic Trust Score
e 0= Authorization Threshold
e ;= Re-authentication Threshold
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This  adaptive  authorization  mechanism  minimizes
unauthorized access while maintaining a seamless user
experience for legitimate employees.

IV. RESULTS AND DISCUSSIONS

To evaluate the efficacy of the new security architecture for
Workday-centric enterprise ecosystem known as the Zero-Trust
Security Architecture for Workday-Centric  Enterprise
Ecosystem (ZTSA-WEE), one of the use cases for enterprise
security applications was chosen, and the quantitative analysis
was done as compared to the five previously defined zero trust
architectures. These concepts included Traditional Zero Trust
Architecture, Flexible Zero Trust Architecture, Al-enabled
Zero Trust Architecture, IAM-based Zero Trust Architecture,
and Five-Step Zero Trust Architecture. The comparison was
based on such metrics as authentication accuracy, threat
detection rate, response time, compliance, false positive rate,
and overall security level.

For the purposes of the current experiment, approximate
numerical estimates were taken as reference points in order to
highlight the differences between the concepts. To begin with,
the highest authentication accuracy among the tested zero-trust
concepts was compared and subsequently compared to the new
ZTSA-WEE concept. Authentication accuracy, in this case,
stands for the ability of the selected concept to guarantee that
only legitimate users gain access to the given system.

As shown in Fig. 1 below, the newly proposed concept of zero
trust demonstrated the highest protective level in terms of
authentication accuracy, i.e., 98.4%. In its turn, Traditional ZTA
scored the highest at 90.8%, Flexible ZTA accounted for
92.6%, Al-enabled ZTA — 94.4%, IAM-based ZTA — 95.2%,
and Five-Step ZTA — 96.3%. The high result of the experiment
can be explained by the fact that the adaptive identity
verification, context-based authentication, and continuous trust
assessment components allow for eliminating the majority of
errors related to access control decisions. In particular, the
implementation of multifactor authentication together with the
dynamic trust assessment component reduces the likelihood of
authentication failure to a minimum while ensuring constant
access to Workday enterprise applications for legitimate users.

Authentication Accuracy Comparison

100

Authentication Accuracy (%)

Proposed
ZTSA-WEE

Flexible
ZTA

Traditional
ZTA

Five-Step
ZTA

Al-enabled
ZTA

IAM-based
ZTA
Models

Fig. 1. Authentication Accuracy Comparison of Existing Zero
Trust Architectures and Proposed ZTSA-WEE.

As part of the second experiment, I will test the ability of the
suggested approach to detect potential threats. The formula for
calculating Threat Detection Rate (TDR) can be described as
the quotient of the number of identified threats and possible
malicious activities. As seen from figure 2, the offered
framework has TDR equal to 98.6% and, therefore,
outperforms such approaches as Traditional ZTA (88.7%),
Flexible ZTA (91.1%), A1 ZTA (93.8%), IAM ZTA (95.1%) and
Five-Step ZTA (96.2%). It is worth noting that the high level of
security is provided due to constant monitoring of the behavior
of users, anomaly detection techniques using Al, and trust
assessment procedure conducted all the time.

Threat Detection Rate Comparison
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Fig. 2. Threat Detection Rate Comparison among Existing
Zero Trust Architectures.

The third experiment focuses on average response time analysis
during enterprise access authorization. Specifically, it measures
the time needed to authenticate users, assess security posture,
and approve or deny access to determine the most efficient
approach in terms of response speed. Figure 3 below indicates
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that the proposed architecture has the lowest response time of
241 ms, compared to 340 ms for Traditional ZTA, 315 ms for
Flexible ZTA, 295 ms for Al-based ZTA, 282 ms for IAM-
based ZTA, and 268 ms for Five-Step ZTA. The lower response
time is achieved by relying on optimized trust computation,
efficient policy evaluation, and lightweight authorization
processes in order to ensure rapid and secure access to Workday
without significantly slowing down the user’s device.

Average Response Time Comparison

315

Response Time (ms)

Flexible
ZTA

Al-enabled  |AM-based
ZTA ZTA

Models

Traditional
ZTA

Five-Step
ZTA

Proposed
ZTSA-WEE

Fig. 3. Average Response Time Comparison of Existing Zero
Trust Architectures.

The fourth experiment was conducted to determine the level of
policy compliance of enterprise security frameworks.
Generally, policy compliance is achieved when an entity’s
information security systems consistently apply standards set
by regulating bodies and organization’s security policies.
Figure 4 below compares the level of policy compliance
demonstrated by each of the tested enterprise security
frameworks. The proposed ZTSA-WEE framework has the
highest policy compliance level at 99.0%, as compared to
Traditional ZTA at 89.5%, Flexible ZTA at 91.8%, Al-enabled
ZTA at 93.9%, IAM-based ZTA at 95.6%, and Five-Step ZTA
at 96.7%. The proposed framework constantly evaluates and
analyzes each request before authorization and updates its
authorization policies based on user activities, behavior,
context, and risk perception. Thus, the proposed framework
secures enterprise systems while maintaining a flexible access
control system, which in turn increases policy compliance
levels.

100 Policy Compliance Comparison

98

96

94

92

Policy Compliance (%)

90

Propbsed
ZTSA-WEE

ﬁve—étep
ZTA

88 T T T T
Traditional Flexible Al-enabled IAM-based
ZTA ZTA ZTA ZTA
Models

Fig. 4. Policy Compliance Comparison of Existing Zero Trust
Architectures.

The fourth experiment focuses on the assessment of security
policies in terms of compliance. It is a critical aspect of
cybersecurity that determines the extent to which information
security policies, control measures, and other related guidelines
across information systems are effectively enforced. Figure 4
shows that the proposed ZTSA-WEE achieved 99.0% policy
compliance relative to 89.5% in Traditional ZTA, 91.8% in
Flexible ZTA, 93.9% in Al-enabled ZTA, 95.6% in IAM-based
ZTA, and 96.7% in Five-Step ZTA. The continuous validation
of each request and the dynamic authorization mechanism
ensure that each aspect of a computerized operation adheres to
the standard rules of an organization, thus minimizing the risk
of policy violations while supporting agility and flexibility.

False Positive Rate Comparison

7 4
6_
g5
2
&
W 41
=
.*ﬁ
£ 3]
g
Z 21
1]
Traditional Flexible Al-enabled |AM-based  Five-Step Proposed
ZTA ZTA ZTA ZTA ZTA ZTSA-WEE
Models
Fig. 5. False Positive Rate Comparison of Existing Zero Trust
Architectures.

In addition to the detection performance, False Positive Rate
(FPR) is a vital metric in the field of cybersecurity. Figure 5
demonstrates that ZTSA-WEE achieved the lowest false alarm
rate at 2.1% relative to 6.9% in Traditional ZTA, 5.8% in
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Flexible ZTA, 4.9% in Al-enabled ZTA, 4.1% in IAM-based
ZTA, and 3.6% in Five-Step ZTA. Fewer false positives are
advantageous to security analysts since they reduce
unnecessary administrative overhead. Additionally, a low FPR
is beneficial to users since it prevents them from encountering
extra authentication steps when no risk was intended..

Overall Security Effectiveness
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Fig. 6. Overall Security Effectiveness Comparison of Existing
Zero Trust Architectures and Proposed ZTSA-WEE.

The final set of results below is used to evaluate the overall
effectiveness of the proposed architecture. It is measured in
percentages (%) and reflects the combined performance of the
framework in terms of authentication accuracy, threat detection
rate, policy compliance, and response rate. As shown in Figure
6, the proposed architecture achieved 99.1% overall
effectiveness relative to 90.4% in Traditional ZTA, 92.8% in
Flexible ZTA, 94.6% in Al-enabled ZTA, 95.7% in IAM-based
ZTA, and 97.1% in Five-Step ZTA.

The superior performance was achieved due to the combined
effect of identity authentication, adaptive trust calculation, Al-
enabled anomaly detection, continuous monitoring, and
dynamic policy enforcement used to protect Workday
enterprise services against unauthorized access.

Conclusively, the experimental results demonstrated that the
proposed Zero Trust Architecture outperformed all competing
frameworks across all selected performance metrics.
Continuous behavior monitoring, adaptive authentication
mechanisms, trust assessment, and Al-powered anomaly
detection relative to traditional network security approaches
improved enterprise security while shortening the response
time and minimizing false positives. It is safe to conclude that
the proposed architecture can offer a reliable means of
protecting Workday Human Capital Management, Financial

Management, Payroll, Procurement, and enterprise ecosystem
against the growing threats in the digital environment.

V. CONCLUSION

Experimental evaluation of the proposed architecture showed
its better performance compared to the other existing solutions.
This was enabled through the use of adaptive authentication,
continuous monitoring and identity-based access control,
which significantly reduced the likelihood of false positive
occurrences and improved the reaction time in case of a security
incident. The study showed that the overall efficiency of the
proposed approach in terms of authentication accuracy, threat
detection, policy adherence and reaction time is 99.1%. This is
as compared to 90.4% for Traditional ZTA, 92.8% for Flexible
ZTA, 94.6% for Al-powered ZTA, 95.7% for IAM ZTA and
97.1% for Five-Step ZTA. Further research in the future will
aim at implementing federated learning, explainable Al and
blockchain to improve intelligent decision making and dynamic
policy enforcement to keep Workday data safe.
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