International Journal of Scientific Research & Engineering Trends
Volume 11, Issue 2, Mar-Apr-2025, ISSN (Online): 2395-566X

Copyright in the Digital Age: Addressing Issues on

Online Piracy and Streaming Services

Soumya Mishra, Dr. Taru Mishra
Law Department
Amity University, Lucknow

Abstract- Copyright laws are being developed along with technology. Today, digital advances such as the Internet and PC offer
both opportunities and challenges for creative work stakeholders. The balance of these interests is complicated but reflects the
continued adaptation of copyright to new developments. The advent of the Internet and the widespread adoption of HR
computers have begun an era of unprecedented connectivity and accessibility for creative work. However, in addition to these
transformative developments, there are various challenges faced by stakeholders in the production, distribution, and
consumption of copyrighted content. This analysis examines various digital copyrights in the Internet age and uses literature
review methods that address the complex interactions of technological advancements and legal frameworks. The rise of digital
copyright infringement, the spread of user-generated content platforms, and the development of new distribution models
provide traditional ideas for copyright tracking and intellectual property protection. Furthermore, the global features of the
digital economy complicate regulatory efforts as the terms of the legal framework make it difficult to meet the infinite
characteristics of online transactions and consumption of digital content. This review examines development strategies used by
political decision-makers, industrial interest groups, and law to control these challenges, from legislative reforms to innovation
in content management and digital rights management (DRM) systems. Through a comprehensive analysis of existing

literature, this overview uncovers ongoing dialogue related to digital copyrights on the Internet, providing insight into the

complexity of copyright in the digital age, debate, and future trajectories.

Index Terms- Internet, copyright, intellectual, protection, law.

I. INTRODUCTION

The development of digital technology has played a key role
in social advancement by improving information availability
and accessibility. Digital technologies and electronic networks
provide opportunities to promote the public interest by
promoting access to electronic resources for academic,
research, and leisure purposes. Furthermore, this progress
allows simultaneous access to online materials for multiple
users, facilitates remote searching, and -eliminates
geographical obstacles to accessing information access [1].
Nevertheless, this innovation presented copyright holders with
new and different challenges, particularly about the
distribution of unauthorized uploads and copyrighted works,
without proper license, approval, or legitimate justification.
According to the BERN Convention, this right applies
whether or not the work is published, as long as it meets the
basic criteria of originality, fixedness, and interaction [2].
With the distribution of the Internet and PC, access and spread
of copyrighted content has reached an unprecedented level.
However, in addition to these advancements, there are various

challenges for stakeholders involved in the creation,
distribution, and consumption of digital works [3]. This study
seeks to implement various aspects of digital copyright by
examining the increased number of digital copyright
infringements, the impact of user-generated content platforms,
and the creation of new distribution methods. Additionally, we
examine the regulatory and technology responses used by
political decision-makers, people involved in the industry, and
forensic scientists to address these challenges. Through a
comprehensive analysis of existing literature, this overview
aims to provide insight into ongoing dialogue through digital
copyrights and provide a basis for understanding the
complexity, debate, and future trajectories of copyright law in
the digital age

Research Needs

Research is important for understanding the developing
landscape of copyright law in the electronic age for a variety
of stakeholders. The rapid development of digital technology
and the Internet has expanded exponentially the widespread
access and creative work. However, this growth has posed
new challenges, particularly with regard to copyright
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infringement and the unauthorized use of copyrighted
materials. To create a successful way of creating a protective
and assertive way of copyright, political decision makers,
legal experts, industrial interest groups, and content producers
must first understand the type and scope of digital copyright
violations. As digital environments cross geographical
boundaries, this study examines how copyright law adapts to
this globalized landscape. This understanding is crucial to
ensure harmony and consistency of copyright regulations in
various jurisdictions. Through analysis of these challenges,
the research hopes to contribute to the ongoing debate about
copyright law and its role in promoting innovation, protecting
property rights, and promoting access to digital information.

II. RESEARCH METHODOLOGY

To examine the complex dynamics of digital copyright in the
Internet age, this study uses a literature overview method. A
detailed investigation of existing scientific articles, legal
analyses, industry reports, and guideline documents form the
basis of this study. Literature review technology allows for a
comprehensive review of many aspects of digital copyright
enforcement and its effectiveness. Important terms such as
"digital copyright," "internet age," "copyright enforcement,"
and "intellectual property protection" are used to control the
search process. This literature is integrated to provide insight
into copyright challenges, strategies, and future trajectories in
the digital age.

Across the research process, source reliability and association
recognize the reliability and validity of the results. This study
uses literature overview technology to contribute to current
knowledge of digital copyrights while simultaneously
informing political debates and decisions in the field of
copyright.

III. LITERATURE

In recent decades, the rapid development of digital
technology, particularly the widespread adoption of Internet
access, has changed the realm of copyright law. Copyright has
historically evolved in response to technological changes,
reflecting the need for society to supplement the principles of
creators, distributors and consumers of artworks. With the
advent of the print press in the 15th century, copyright served
as a means of protecting the rights of authors and publishers
regarding literary and artistic works. Over time, copyright
laws have been updated to utilize photography, film, radio and
more to expand the context of protecting new forms of
expression [4]. In the age of technology, copyright law
contrasts with unprecedented challenges due to the simplicity
of the reproduction and distribution of electronic materials.
The digitalization of artwork blurs the boundaries of
traditional media forms and leads to complex legal questions

about property, licensing and enforcement. Copyright laws
around the world have been changed to address these
challenges, subject to exceptions to DRM systems (digital
rights management), anti-pilatory measures, and fair use [5].
Content makers now have an unprecedented opportunity to
reach global audiences through online platforms, social media
and digital marketplaces. However, these possibilities also
pose challenges as they need to control issues such as online
copyright infringement, unauthorized sales, and digital legal
management. Similarly, distributors and publishers face a new
challenge of ensuring fair compensation for creators in
protecting against unauthorized use of copyrighted content.
The rise of online streaming services, books and digital music
platforms has disrupted traditional sales models, requiring
industry interest groups to adapt to changes in consumer
preferences and technological innovation. Consumers are also
affected by digital advancements in the application of
copyright law laws. Digital technology increases access to a
wide range of cultural and artistic works, but consumers must
navigate complex licensing agreements, digital rights
restrictions and copyright risks. The tension between creator
rights and public promotion allows access to information and
culture. This is a central concern in the electronic age [6]. On
the one hand, copyright laws that promote originality and
innovation seek to promote exclusive access to the authors to
their work. On the contrary, copyright law must find a balance
between protecting this right and promoting broader access to
information and cultural expression. With the advent of digital
technology, this balance becomes difficult. This is because it
allows for the rapid and widespread distribution of
copyrighted material, often without the consent of the rights
holder. Online platforms and social media networks have
copyright infringement weddings as users can easily share,
remix, and distribute their work. Additionally, the global
features of the web's traditional court boundaries are blurred,
making it a challenge to protect cross-border copyrights.
Legal frameworks must adapt to the infinite characteristics of
digital transactions and content distributions that require
international cooperation and coordination [7].

Online Piracy And Streaming Services

Types of Online Piracy

Online piracy refers to the unauthorized copying, distribution,
or use of copyrighted digital content. The rise of the internet
and peer-to-peer technology has led to a proliferation of
piracy methods that are constantly evolving in complexity and
reach.

Torrenting

Torrenting is a form of peer-to-peer file sharing that uses a
decentralized approach to distribute files across multiple
computers. The BitTorrent protocol, for instance, allows users
to download pieces of a file from different users, significantly
increasing speed and efficiency. Although the technology
itself is legal and used for various legitimate purposes (e.g.,
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open-source software distribution), it is often exploited to
share pirated movies, software, video games, and television
content (Smith, 2020). One of the most well-known torrent
sites, The Pirate Bay, has been the subject of countless legal
actions yet continues to operate through proxy servers.

Illegal Streaming

Unlike torrenting, which requires downloading files, illegal
streaming provides real-time access to copyrighted content
without saving it locally. These streaming sites often host vast
libraries of content, including newly released films and live
sports events, often monetized through intrusive ads or data
harvesting. The challenge lies in their transnational nature—
they frequently operate from jurisdictions where enforcement
of copyright laws is weak or non- existent, making takedown
efforts extremely difficult (Johnson & Patel, 2019).

Cloud and Direct File Sharing

Modern piracy also includes the sharing of pirated files via
cloud storage services like Google Drive, Mega, or Dropbox.
Telegram, a popular messaging app, has been increasingly
used to distribute pirated books, music, and videos through
private groups and channels (Mishra, 2022). Since access is
often password-protected or invitation-based, it becomes
challenging for enforcement agencies to detect and act against
such piracy rings.

Impact of Piracy On Creators, Industries, And Consumers
The negative consequences of piracy ripple through every
layer of the digital content ecosystem, from individual artists
to multinational entertainment companies, and even affect
end-users.

Impact on Creators

Independent creators and small production houses suffer
disproportionately. Pirated content undercuts their ability to
monetize their work through legitimate sales or licensing. For
example, indie musicians lose revenue from music streaming
and downloads, directly affecting their livelihood. According
to the International Federation of the Phonographic Industry
(IFPI), a significant percentage of music consumers still
access content from illegal sources, reducing streaming
royalties (IFPI, 2021).

Impact on Industries

Globally, the entertainment and software industries report
billions in losses each year due to piracy. In India, the film
industry loses over 18,000 crore annually because of
unauthorized distribution, particularly on release day (FICCI-
EY Report, 2023). The software sector is equally affected,
with pirated enterprise software causing data breaches and lost
productivity for businesses.

Impact on Consumers

While piracy may appear to benefit consumers by providing
free access, it often exposes them to hidden risks. Pirated sites
are notorious for hosting malware, ransomware, and phishing
links. Downloading from illegal sources can lead to identity
theft or system compromise (Kumar, 2021). Additionally,
reliance on piracy harms content availability in the long term,
as creators withdraw or withhold investment in new projects
due to financial unsustainability.

Rise Of Legal Steaming Services And Their Services And
Their Role In Curbing Piracy

The last decade has witnessed the global rise of legal
streaming platforms such as Netflix, Amazon Prime Video,
Disney+, and Spotify. These services have revolutionized
content consumption by making it easier, more affordable, and
more accessible than ever before.

Accessibility and Convenience

One of the primary reasons piracy flourished was the lack of
easy access to diverse content at a reasonable price. Streaming
platforms addressed this by offering low-cost subscriptions,
personalized recommendations, multi-device access, and
offline viewing. For instance, Netflix's mobile-only plan in
India caters to smartphone users with limited budgets,
significantly reducing the incentive to resort to piracy.

Localized Content

Legal platforms also invest in regional language content, a
factor especially relevant in multilingual countries like India.
This not only brings legal content closer to the masses but also
provides a revenue stream to regional artists and studios.

Effectiveness in Reducing Piracy

Data from a 2022 Sandvine report indicated a global decline
in torrent usage in countries where streaming platforms have a
strong presence. Consumers tend to prefer legal and safe
options when they are affordable and user-friendly (Sandvine,
2022). However, a new challenge has emerged in the form of
content fragmentation. With exclusive content spread across
different services, consumers often face subscription fatigue,
pushing some back toward piracy (Rajagopal, 2022).

Grey Area of Sharing Content

The discussion around online content sharing is not entirely
black and white. Legal systems worldwide provide limited
exceptions to copyright under doctrines like fair use (in the
U.S.) or fair dealing (in India). However, these exceptions are
often subject to interpretation, creating grey zones that can be
exploited both by consumers and platforms.

Fair Use and Fair Dealing

In the United States, fair use permits limited use of
copyrighted content without permission for purposes such as
criticism, education, news reporting, and parody. Similarly,
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under Section 52 of India’s Copyright Act, of 1957, fair
dealing allows for the use of content in academic and research
contexts (Singh, 2021). However, what constitutes "fair" use
is often determined by courts on a case-by-case basis,
considering factors like purpose, amount, and effect on the
market.

User-generated content (UGC) and Transformative Works
Platforms like YouTube, TikTok, and Instagram Reels are rich
in user-generated content, some of which involve remixing or
altering copyrighted material—such as fan edits, memes,
mashups, and commentary videos. These works may fall
under the umbrella of transformative content, but they are also
vulnerable to copyright takedown notices, especially under
automated systems like YouTube’s Content ID (Leval, 1990).

Educational and Research Use

There is ongoing ethical debate surrounding platforms like
Sci-Hub and LibGen, which provide free access to academic
research papers and books that are otherwise behind
expensive paywalls. While technically illegal, many in the
academic community, especially in developing countries, view
these platforms as essential tools for democratizing access to
knowledge (Narayan & Deshmukh, 2020).

Global Legal Framework

The global nature of digital content and the borderless reach
of the internet present significant challenges for enforcing
copyright laws. To address these challenges, a variety of
international treaties and regional legislative frameworks have
been developed. However, differences in legal interpretation,
enforcement mechanisms, and technological capacity continue
to hinder uniform protection.

Overview of International Treaties

International copyright protection is primarily governed by
multilateral treaties developed wunder the auspices of
institutions like the World Intellectual Property Organization
(WIPO) and the World Trade Organization (WTO). Two
significant agreements in the digital context are the WIPO
Copyright Treaty (WCT) and the Agreement on Trade-Related
Aspects of Intellectual Property Rights (TRIPS).

WIPO Copyright Treaty (WCT), 1996

The WCT is a special agreement under the Berne Convention

that specifically addresses challenges posed by digital

technologies. It obligates member states to provide protection

for:

e  Computer programs, as literary works,

e Databases, if they constitute intellectual creations, and

e Rights of authors to control digital reproduction and
public communication of their works.

One of the key features of the WCT is its recognition of the
"making available" right, which ensures that authors can

control when and how their works are accessed online (WIPO,
1996). It also mandates protection against the circumvention
of technological protection measures (TPMs), like DRM
systems, and prohibits the removal of rights management
information.

TRIPS Agreement, 1995

The TRIPS Agreement is administered by the WTO and sets
minimum standards for the protection and enforcement of
intellectual property rights, including copyright. It covers both
the substantive rights of copyright holders and the
enforcement obligations of states, including:

e Civil and criminal remedies,

e  Border measures (e.g., seizure of pirated goods),

e  Obligations for effective judicial systems.

While TRIPS is not specifically focused on the digital
environment, its provisions have been interpreted to extend to
online piracy. However, the effectiveness of TRIPS
enforcement varies widely depending on national
implementation (WTO, 1995).

Anti-Piracy Measures in the US, EU, and Other Regions
Various jurisdictions have enacted domestic laws to align with
international standards and tackle the unique challenges of
online piracy and streaming. Notably, the United States and
the European Union have developed comprehensive
frameworks that address both copyright infringement and
platform liability.

United States: Digital Millennium Copyright Act (DMCA),

1998

The DMCA is one of the most significant legal tools used in

the United States to combat online copyright infringement.

Key features include:

e Safe Harbor Provisions: Online service providers
(OSPs), including platforms like YouTube, are granted
immunity from liability for user-uploaded content as long
as they act promptly to remove infringing material when
notified (Section 512).

e Anti-Circumvention Measures: The DMCA prohibits
bypassing digital rights management (DRM) systems and
technological protection measures (TPMs) (Section
1201).

e Notice-and-Takedown System: Rightsholders can
submit takedown notices, and platforms must remove the
material or face liability.

While effective to an extent, the DMCA has faced criticism
for enabling abuse through false claims, and for being
outdated in the face of modern digital platforms and live-
streaming piracy (Urban & Quilter, 2006).

European Union: Digital Services Act (DSA), 2022
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The Digital Services Act is the EU’s most recent effort to
regulate the digital space, including combating online piracy.
Key provisions include:

e Platform Accountability: Large platforms are required
to implement measures against illegal content, including
pirated material, and provide transparent content
moderation policies.

e Trusted Flaggers and Notice Systems: The DSA
introduces a structured mechanism for identifying and
removing illegal content through trusted entities,
including copyright holders.

e Transparency Requirements: Platforms must publish
data on takedown requests, algorithmic moderation, and
risk management.

Unlike the older e-Commerce Directive, the DSA reflects a
proactive and systemic approach to online harms,
acknowledging that platform algorithms and design choices
contribute to the spread of illegal content (European
Commission, 2022).

Other Regions

e Japan and South Korea have implemented stringent anti-
piracy laws with active enforcement, including real-time
blocking of pirate websites.

e Australia’s Copyright Amendment (Online Infringement)
Act, 2015 allows rights holders to request ISPs to block
access to foreign websites that facilitate piracy.

e China, while a signatory to major treaties, faces criticism
for inconsistent enforcement and for being a hub of
pirated material—though it has made progress in recent
years with specialized IP courts and stricter penalties
(Chen, 2021).

Limitations of International Enforcement

Despite the growing number of treaties and national laws,
enforcing copyright in the digital age faces several systemic
limitations:

Jurisdictional Challenges

Digital piracy is a transnational problem. Pirate websites often
operate from countries with weak or non-existent enforcement
mechanisms. Even if a site is blocked in one jurisdiction, it
can re-emerge under a different domain or mirror site.
Coordinated action between countries is often slow and
resource-intensive.

Anonymity and Technological Sophistication

Pirates increasingly use anonymization tools, such as VPN,
proxies, and Tor networks, to evade detection. Hosting
services are often located in jurisdictions that protect user
data, making it difficult to identify operators behind illegal
platforms (Mansell, 2020).

Inconsistent Implementation of Treaties

While treaties like TRIPS and the WCT set global standards,
actual enforcement depends on national legislation and
judicial capacity. Many developing countries lack the
technical, legal, and financial resources to implement effective
anti-piracy mechanisms.

Overreach and Freedom of Expression Concerns

Some critics argue that aggressive copyright enforcement,
particularly through automatic content takedowns or internet
shutdowns, can impinge on freedom of expression and access
to information. This is particularly problematic in educational
and research contexts, where fair use exceptions are
inconsistently recognized (Hilty et al., 2012).

Platform Compliance and Responsibility

While the DMCA and DSA hold platforms responsible to
some extent, enforcement often relies on reactive measures,
such as takedowns. Pirates adapt quickly, uploading content
repeatedly or using obfuscation techniques (e.g., altered titles,
and video filters) to evade detection.

Indian Legal Framework and Challenges

India has developed a fairly comprehensive legal framework
to address copyright issues, including those emerging from the
digital environment. While the Copyright Act, of 1957 forms
the statutory backbone, judicial interpretations, and evolving
digital trends have continually shaped its application. Despite
these efforts, enforcement challenges, technological
limitations, and a lack of public awareness impede effective
implementation.

Overview of the Indian Copyright Act, 1957 (As Amended)
The Copyright Act, of 1957 is the primary legislation
governing copyright in India. Over the years, it has been
amended to address evolving media formats and international
obligations. The most notable update, the Copyright
(Amendment) Act, of 2012, was enacted to align Indian law
with the WIPO Copyright Treaty (WCT) and the WIPO
Performances and Phonograms Treaty (WPPT). It expanded
the scope of the law to include digital content and offered
enhanced protection for authors and performers.

The Copyright (Amendment) Act of 2012 marked a
significant shift in India's legal framework for intellectual
property, particularly about digital content and online
infringement. One of the most important reforms introduced
by the amendment was the explicit recognition of the right to
communicate works to the public through digital platforms.
This update modernized the legal understanding of
“communication to the public” by accounting for internet-
based dissemination, such as streaming, downloads, and
online broadcasts, thereby addressing a critical gap in the pre-
digital copyright regime. Another key provision was the
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introduction of legal protections for technological protection
measures (TPMs), which are tools used by rights holders to
prevent unauthorized access to or copying of their content.
Under Section 65A, the act prohibits the circumvention of
such measures, signaling India's alignment with international
obligations such as the WIPO Copyright Treaty. Additionally,
Section 65B addresses the unauthorized removal or alteration
of rights management information (RMI), which includes
metadata and digital tags that help identify ownership and
usage rights. Together, these provisions were intended to
provide creators with more robust legal mechanisms for
controlling the use and distribution of their works in the
digital environment.

The 2012 amendments also advanced the economic rights of
authors and performers through provisions mandating fair
royalty-sharing arrangements. These reforms were particularly
significant for lyricists, scriptwriters, and playback singers,
who often faced challenges in securing equitable
compensation in contractual agreements. By codifying their
entitlement to royalties, the law empowered creative
professionals and recognized their ongoing stake in the
commercial exploitation of their works, even after the initial
transfer of rights.

Beyond the amendments, the Copyright Act, 1957, in its
current form addresses digital infringement through a
combination of general and specific provisions. Section 51
defines copyright infringement to include unauthorized
reproduction, distribution, or public communication of a
work—acts that are especially prevalent in the digital space
where illegal file sharing and unauthorized streaming are
widespread. Section 14 enumerates the exclusive rights
granted to copyright holders, including the right to
communicate their work to the public through electronic
means, which is particularly relevant to the functioning of
digital platforms such as YouTube, Spotify, and OTT services.
Further strengthening the digital enforcement landscape,
Sections 65A and 65B serve as targeted provisions to curb
technological manipulation aimed at bypassing copyright
protections or stripping metadata from digital works.

Although the Copyright Act does not directly address the
liability of online intermediaries, this gap is partly filled by
the Information Technology Act, of 2000. Section 79 of the IT
Act provides conditional immunity—commonly known as
“safe harbor”—to intermediaries such as hosting providers,
social media platforms, and content-sharing services. To
maintain this immunity, platforms must demonstrate that they
play a passive role in content dissemination and take prompt
action to remove infringing material upon receiving valid
takedown notices. This interplay between the Copyright Act
and the IT Act is crucial in regulating online behavior,
ensuring that digital service providers are held accountable
without stifling innovation or free expression.

Judicial Responses and Landmark Cases

A critical aspect of India’s response to digital copyright
infringement lies in the judiciary’s evolving interpretation of
rights and liabilities in the digital age. One of the landmark
cases in this context is Super Cassettes Industries Ltd. v.
MySpace Inc. (2016), where the Delhi High Court addressed
the liability of digital intermediaries hosting user-generated
content. The plaintiff, Super Cassettes (T-Series), alleged that
MySpace allowed the unauthorized distribution of
copyrighted music and videos despite being served takedown
notices. The Court held that intermediaries must act upon
actual knowledge of infringement and cannot claim blanket
immunity under Section 79 of the Information Technology
Act, 2000 if they fail to implement preventive mechanisms.
This ruling introduced the “notice and takedown plus”
standard, requiring platforms to take proactive measures to
prevent recurring infringements once alerted to a violation,
thereby strengthening the obligations of digital intermediaries
in copyright enforcement.

In another significant development, the Bombay High Court
in Viacom 18 Media Pvt. Ltd. v. Jio and Ors.* (2018) issued a
pre-release John Doe injunction to prevent the piracy of the
film Padmaavat +. Viacoml8 successfully argued that the
impending release of the film was threatened by the likelihood
of mass infringement through unauthorized online uploads
and distributions. The Court granted a sweeping order
authorizing the plaintiff to block access to over 100 potential
infringing websites and unidentified parties. This case marked
a pivotal moment in pre-emptive judicial intervention in
digital piracy, recognizing the economic stakes involved in
film releases and setting a strong precedent for future
copyright holders to secure preventive relief against piracy.

The Delhi High Court also advanced performers’ rights in the
case of Indian Singers Rights Association (ISRA) v. Chapter
25 Bar and Restaurant (2016). The issue concerned the
unauthorized public performance of songs by ISRA-affiliated
artists in a commercial establishment without securing
appropriate licenses. The Court upheld the rights granted
under Section 38A of the Copyright Act, 1957 (as amended in
2012), affirming that performers have an exclusive right to
receive royalties for the commercial use of their
performances. This judgment reinforced the post-2012 legal
recognition of performers'’ moral and economic rights,
expanding the scope of copyright protection to include live
and recorded public performances.

Together, these cases highlight how Indian courts have begun
to actively engage with the complexities of digital copyright
enforcement. By holding intermediaries accountable,
supporting pre-emptive remedies like John Doe orders, and
strengthening performer rights, the judiciary has taken
significant steps towards aligning domestic jurisprudence with
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international standards and the needs of the digital content
ecosystem.

Policy and Technological Solutions to Combat Digital
Piracy

The proliferation of digital content and the globalization of
access have drastically transformed the landscape of
intellectual property (IP) rights enforcement. As piracy
becomes more sophisticated and transnational, the fight
against digital copyright infringement necessitates innovative
policy and technological interventions. This section explores
cutting-edge technologies, institutional responsibilities, and
necessary legal reforms that India can adopt to bolster its
copyright enforcement regime.

Use of Digital Watermarking, and
Blockchain for IP Protection

Digital watermarking involves embedding imperceptible
markers in digital content (such as videos, images, or audio)
that can trace unauthorized use or distribution. This
technology allows copyright holders to identify the source of
leaks or pirated copies. For example, Indian film producers
have begun using watermarking during pre-release screenings
to track illegal leaks.

Al Detection,

Artificial intelligence (Al) plays a growing role in detecting
infringing content across digital platforms. Al-powered tools
can scan and identify copyrighted material using content
recognition algorithms, which platforms like YouTube
implement through systems such as Content ID. These tools
can flag and take down pirated content faster than manual
moderation, reducing the window in which pirated copies
circulate.

Blockchain technology offers the potential for transparent IP
registration and rights management. Through decentralized
ledgers, creators can register their work with immutable
timestamps, establishing proof of ownership. Platforms such
as Po.et and Verisart use blockchain to certify creative works,
which could help creators in India assert their rights globally
and combat unauthorized use.

A 2022 report by the Confederation of Indian Industry (CII)
emphasized the importance of investing in such technologies
to modernize copyright enforcement in the country.

Role of Government and Private Sectors in Awareness and
Enforcement

Both the public and private sectors have critical roles in
raising awareness and implementing copyright enforcement
strategies.

The Indian government, through bodies like the Department
for Promotion of Industry and Internal Trade (DPIIT) and the

Ministry of Electronics and Information Technology (MeitY),
has initiated several campaigns to promote IP literacy.
However, public awareness remains low, particularly among
users in rural and semi-urban areas. There is a pressing need
for targeted educational programs on digital copyright,
including in schools and universities.

Public-private partnerships (PPPs) can be instrumental. For
instance, the Motion Picture Association (MPA) collaborates
with Indian authorities to train police forces and judicial
officers on recognizing and responding to digital piracy. The
MPA India Anti-Piracy Cell works closely with production
houses and law enforcement to track and remove pirated
content.

Internet Service Providers (ISPs) and tech companies must
also share responsibility. They can implement proactive
measures such as dynamic site blocking, automatic content
recognition systems, and immediate takedown protocols.
However, such collaborations must balance enforcement with
net neutrality and user privacy concerns.

Potential Reforms In Indian Law To Tackle Global Piray
Trends

Although India’s Copyright Act, of 1957 (as amended) offers
a solid legal base, there are areas where the law can be
strengthened to meet contemporary challenges:

Dynamic Injunctions: Courts should be empowered to issue
dynamic injunctions that allow rights holders to block not just
one infringing website, but all mirror and proxy sites that
emerge post-injunction. The Delhi High Court’s 2021 order in
Universal Studios v. DotMovies laid the groundwork for this
approach, but a statutory framework would enhance
consistency and enforcement.

Intermediary  Accountability: ~Amendments to the
Information Technology Act could clarify the obligations of
intermediaries concerning pirated content. The current safe
harbour provisions under Section 79 should be conditioned
upon compliance with proactive content monitoring
mechanisms.

Expedited IP Tribunals: India should operationalize fast-
track Intellectual Property Rights (IPR) tribunals that can
handle digital copyright disputes swiftly. Delays in judicial
processes render many enforcement efforts futile.

Cross-Border Cooperation: Given the global nature of
piracy networks, India must enhance its cooperation with
international law enforcement agencies and adhere to treaties
such as the Anti-Counterfeiting Trade Agreement (ACTA).
Bilateral agreements with content-producing countries can
facilitate quicker takedown and prosecution of offenders
abroad.
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Incentivizing Legal Alternatives: Finally, laws should
incentivize the creation and accessibility of affordable legal
content. Policies that support regional content production,
digital infrastructure, and subsidy models for streaming access
can reduce the demand for pirated content.

Challenges Confronting Digital Copyright Enforcement

The rise of digital copyright infringement represents a critical
challenge for the implementation of copyright regulations in
the digital space. Digital copyright infringement refers to the
unauthorized copying, distribution, or use of copyrighted
material without the consent of the correct owner. This
phenomenon is due to the simple release of digital material
via online platforms, file-sharing networks, and peer-to-peer
files (8) First, by withdrawing revenue streams through
legitimate sales and licensing agreements, it undermines the
economic viability of creators and industry. The anonymity
that provides online platforms and encryption technology
makes it difficult to recognize and persecute the perpetrator.
Moreover, the mere amount of predatory mechanisms
circulating on the Internet overpowers traditional enforcement
mechanisms,  complicating  right-wing  owners  and
successfully combating injuries. Rights to intellectual
property. However, searching for a comprehensive solution for
this complex topic remains difficult to grasp and requires the
coordinated efforts of several stakeholders to promote
copyright enforcement and access to information and cultural
representation [10]. While these platforms democratized
content creation and enabled unprecedented levels of use, they
also present considerable challenges in property protection
and intellectual property protection. However, the distributed
nature of these interfaces makes it difficult to monitor the vast
amount of user-generated content uploaded daily [12]. One of
the central challenges provided by user-generated content
platforms is the issue of copyright as they allow you to upload
copyrighted content without the correct permission or license
of the copyright owner. This raises questions about the
platform operator's responsibility to promote or enable
copyright violations, and the user's responsibility to respect
intellectual property rights. While these tools can contribute to
the identification and removal of unauthorized content, they
also run the risk of enthusiastic censorship and false removal
of non-infringing materials that can choke freedom of
expression and creativity. To address these challenges, user-
generated content platforms must implement robust
mechanisms used to enforce copyrights, such as content
advertising algorithms, user reporting systems, and clear
guidelines for copyright infringement. Furthermore,
cooperation between platform operators, rights and political
decisions is extremely important for developing effective
solutions to compensate for the interests of creators, users and
platform operators, and at the same time maintaining
copyright law [13]. The rise of digital transmission models
such as streaming services, online marketplaces, and

subscription-based platforms has changed the way Creative
Work is distributed and consumed in the electronic age. These
innovative sales models provide consumers with the
convenience, flexibility and access to a wide range of digital
content, from music and films to e-books and games. The shift
in physical traditional revenue streams is influenced by the
creators and industries of digital sales exemptions, leading to
discussions on licensing fees, licensing agreements, and
revenue models. This raises questions about the issue of
jurisdiction, legal harmony, and the exceptional application of
copyright law rules in the digital age [15]. Additionally, the
emergence of new business models such as subscription-
based streaming services and pay-per-view platforms offers
new legal challenges related to copyright licensing,
exclusivity, and digital right-wing management. Rights
holders must navigate complex contractual contracts and
negotiate with several stakeholders to ensure that intellectual
property rights in the electronic market are properly protected
and monetized [16]. For digital materials. This requires
continuous dialogue, adaptation, and innovation to keep up
with the development of digital distribution and rights on the
Internet [17].

Regulatory and technological approaches
copyright challenges

In response to the issues presented by the violation of digital
copyright, political decisions have launched a variety of
political measures and legislative reforms aimed at enhancing
the digital age, copyright enforcement and intellectual
property protection. These initiatives include a variety of
strategies, including the creation of new copyright laws,
changes to existing laws, and international agreements to
combat copyright issues on border crosses [18].

to digital

A key aspect of political initiatives includes updating
copyright laws to reflect the reality of the digital environment.
This includes clarification of the scope of copyright protection
for digital work, defining mechanisms to combat online piracy
and injury, and harmonizing copyright regulations on
jurisdiction to promote international cooperation and
enforcement. For example, the Digital Millennium Copyright
Act (DMCA) has provided provisions to combat violations of
the Internet Consulting Act, including: Furthermore, political
decision-makers sought to promote access to information and
cultural expression through copyright enforcement and
copyright restrictions. These exceptions include provisions of
fair use/fair work that allow for the use of copyrighted
material for criticism, comment, education and research
without the owner of existing permissions [19]. Copyright
content makers, distributors and owners implement a variety
of strategies, including aggressive enforcement actions,
technical solutions and collaboration with other parties. The
strategy used by industry interest groups is the use of DRM
systems (Digital Rights Management) to control the access
and use of copyrighted digital content. DRM technology uses
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encryption and access controls to prevent illegal copying,
sharing, and altering digital data files that protect content and
consumer rights. However, the DRM program has been
criticized for restricting the legitimate use of copyrighted
works and impeding interoperability between different
platforms and devices. Furthermore, industry cooperation and
partnerships have played a key role in combating digital
copyright violations. Content makers, distributors, internet
service providers (ISPs), and technology companies form
partnerships and coalitions to develop best practices, share
resources, and coordinate enforcement efforts against online
copyright infringement. These joint initiatives include the
establishment of industry-specific anti-piracy organizations,
voluntary contracts with stakeholders, and public-private
partnerships to combat the challenges of digital copyright
[21]. Content identification technologies such as
fingerprinting and watermarking allow us to pursue, monitor,
and recognize the use of copyrighted work on digital
platforms. Furthermore, the advances in Al and machine
learning algorithms have made it easier to automate and
remove content violations on online platforms through content
recognition and analysis [22]. Additionally, new blockchain
technology for revolutionary copyright management and
licensing promises to provide a decentralized, transparent,
operational system for recording and pursuing digital
transactions and appropriate owners. Blockchain-based
solutions offer potential benefits such as improved copyright,
traceability, efficiency, and improved security and trust for
digital transactions [22].

Future trajectories and debates in digital copyright law

The potential future of digital copyright is probably shaped by
the ongoing difficulties of globalization and the infinite nature
of digital transactions. As digital content continues to spread
across international borders, regulatory frameworks need to be
developed to address issues of responsibility and ensure
effective enforcement of copyright laws at a global level. An
important aspect in addressing the challenges of globalization
is the harmony of copyright regulations on jurisdiction to
promote international cooperation and enforcement. This
includes negotiation of international contracts and contracts
regarding the determination of general standards for copyright
protection, enforcement mechanisms and dispute resolution
procedures. Additionally, political decision makers and
lawyers need to address the complexities of applying domestic
copyright laws regarding digital transactions and online
activities. This includes determining appropriate jurisdiction
for determining copyright disputes, ensuring that legal
solutions are inconsistent and that rights holders can
effectively enforce copyright in an increasingly relevant
world. With advances in technology, stakeholders must
consider the impact of various enforcement mechanisms on
promoting innovation, maintaining freedom of expression,
and ensuring user rights. A controversial topic is the use of
technical regulations such as digital rights management

systems and website silences to prevent copyrights from
violating and protecting digital content. While these measures
can contribute to preventing copyright infringement and
protecting intellectual property rights, we also express
concerns about user rights, interoperability issues, and
potential restrictions on bypassing DRM defenses. Critics
argue that these approaches in combating the fundamental
causes of online copyright infringement are ineffective and
can have disproportionate effects on individuals and small
offenders [24]. This includes the continued development of
licenses and business models in response to changes in
consumer preferences and technological innovation, such as
the rise of subscription-based streaming services and
blockchain-based content delivery platforms. Furthermore,
advances in artificial intelligence (AI) and machine learning
are expected to have a major impact on the enforcement of
copyright, content management and right-wing management
in the digital age. Al-powered content recognition technology
allows content from online platforms to be more efficient and
can be recognized and deleted, while Al-controlled copyright
registration and licensing systems streamline intellectual
property management and monetize digital content. The
balance between exceptions and restrictions, fair use/fair
trade, copyright protection, and public access to information
and culture. In summary, the future of digital copyright law is
characterized by a variety of factors, including issues of
globalization, discussions on enforcement methods, and
anticipated trends and developments in technology and
business models [26].

I11. DISCUSSIONS

The discussions originating from the exploration of digital
copyright challenges and responses underscore the complexity
of balancing the goals of various stakeholders in the digital
age. The developing landscape of digital technology, coupled
with globalization and shifting consumer behaviors, provides
both opportunities and problems for copyright enforcement
and intellectual property protection.

One key discussion revolves around the need for harmonized
regulatory frameworks to address the globality of digital
transactions and content distribution. As digital files flow
across international borders effortlessly, policymakers and
legal scholars must collaborate to develop common standards
and enforcement mechanisms to ensure effective copyright
protection on a global scale. This requires international
cooperation and coordination to resolve jurisdictional issues,
harmonize copyright laws, and facilitate cross-border
enforcement efforts.

Moreover, discussions surrounding the efficacy and fairness
of digital property enforcement methods highlight the ongoing
debate between safeguarding intellectual property rights and
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promoting user rights and access to information. While
technological measures such as DRM systems and content
identification technologies offer potential solutions to combat
digital piracy, concerns about user privacy, freedom of
expression, and interoperability remain prevalent. Striking a
balance between copyright regulation, and user rights requires
careful consideration of the implications of enforcement
mechanisms on innovation, creativity, and cultural expression.
Furthermore, discussions about anticipated trends and
developments in digital copyright law underscore the need for
adaptability and innovation in response to changing consumer
preferences and technological advancements. The rise of
subscription-based streaming services, blockchain-based
content distribution platforms, and Al-driven content
recognition technologies herald a new era of copyright
management and enforcement. Policymakers, industry
stakeholders, and legal scholars must stay abreast of these
developments and collaborate to develop regulatory
frameworks that foster innovation, protect intellectual
property rights, and promote access to digital content.

IV. CONCLUSIONS

In conclusion, the dynamic intersection of digital technologies
and copyright law in the Internet age presents a myriad of
challenges and opportunities for stakeholders involved in the
production, distribution, and consumption of creative works.
The use of computers has evolved and revolutionized the way
content is produced, disseminated, and consumed, leading to
unprecedented levels of connectivity and accessibility.
However, this digital in addition, change has led to new
challenges, particularly concerning copyright enforcement,
intellectual property protection, and the balance between
creator rights and public access to information and culture.

The discussions surrounding digital copyright challenges and
responses underscore the necessity for collaborative efforts
among policymakers, industry stakeholders, legal scholars,
and content creators to address these challenges effectively.
Harmonized regulatory frameworks, technological
innovations, and adaptive business models are essential to
ensure the continued protection of intellectual property rights
while promoting innovation, creativity, and cultural
expression in the digital age.

Moving forward, stakeholders need to engage in ongoing
dialogue, adapt to emerging trends and developments, and
embrace innovative solutions to navigate the complexities of
digital copyright law. By fostering collaboration and
innovation, stakeholders can work towards a future where
copyright law effectively balances the objectives of creators,
distributors, and customers in the digital age.
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