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Abstract- Cybercrime is a specialised field that use internet communication networks to enhance the identification of cyber

offenders via cyber laws. Extensive study is being undertaken to provide appropriate legal methodologies for preventing and

regulating cybercriminal activity. Malware and phishing detection have become as prominent subjects in the last decade

because to the harm they inflict on internet users. The identification of phishing websites is a novel area in the discipline.

Phishing websites are regarded as a significant threat for the exploitation of personal information for the benefit of

cybercriminals. This research presents an automated classification system designed to identify malware and phishing websites

by integrating several clustering techniques using a cluster ensemble approach.
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I. INTRODUCTION

The study of forensic cybercrime investigations in social
networks use digital forensic tools to examine cybercrime
incidents inside these platforms. This research aims to gather
digital evidence for legal processes to identify, prosecute, and
punish cybercriminals. Network forensics is the collection and
analysis of data on network traffic to detect and investigate
security events. This entails the acquisition and examination
of network packets, together with the reconstruction of
network activity to ascertain the origin and characteristics of
any possible assaults [2].

Network forensics encompasses several approaches and
technologies, such as packet sniffers, intrusion detection
systems, and network analysis instruments. These
technologies enable forensic investigators to record and
analyse network data, detect anomalous behaviour, and
reconstruct network activities to ascertain the origin and
extent of security breaches. The objective of network
forensics is to collect comprehensive information on a
security incident, including the chronological sequence of
events, the systems and people implicated, and the magnitude
of any damage or breach. This information may then be used
to discover and address vulnerabilities inside the network, as
well as to formulate measures to avert future security issues.
Emerging network forensics is the investigation of network-
related crimes or security events by the analysis of network
traffic, logs, and other data sources.

I1I. FORENSIC CYBERCRIME
INVESTIGATIONS IN TYPES OF SOCIAL
NETWORKS

Forensic cybercrime investigations on social networks include
the collection and analysis of digital evidence to identify,
locate, and prosecute offenders who use social media
platforms for crimes such as fraud, harassment, identity theft,
and online grooming. The following categories of social
networks are used for forensic cybercrime investigations:

e Facebook

Twitter

LinkedIn

Instagram

Snapchat

Forensic cybercrime investigations include the collection and
analysis of digital evidence, such as text messages,
photographs, videos, and social media content, to reconstruct
the crime and ascertain the perpetrator's identity. This
procedure requires specialised knowledge and experience in
digital forensics, cybercrime, and social media analysis [10].
Network forensics involves the capture, analysis, and
interpretation of network data to discover and analyse security
risks and occurrences. It entails using a variety of tools and
methodologies to gather data on network traffic, reconstruct
network occurrences, and analyse the information to detect
indications of a security breach.
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ITII. ONLINE SOCIAL NETWORK
FORENSICS (OSNF)

Online social networks (OSNs) have become essential to our
lives and, thus, a venue for illegal activity. Online Social
Network Forensics (OSNF) involves the collection, analysis,
and preservation of electronic evidence from online social
networks to investigate illegal actions. Nonetheless, several
obstacles are linked to OSNF, including:

e Privacy

e Data Volume
e Data Validity
e Jurisdiction
e Encryption

Table 1. Comparison of Malware sample Detection rate per 10

Clustering Methods Malware in the rate of 10
K-Means 8.5
K-Medoids 8.2
Hierarchical Clustering 8
DB Scan 8.9
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Table 2. Comparison of Phishing Websites Detection rate per

Clustering Methods | Phishing pages 10 per search
K-Means 8.8
K-Medoids 8.9
Hierarchical 8.2
Clustering
DB Scan 8.7
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Figure 1. Comparison of Phishing Websites Detection rate per
10Pages.

IV. CONCLUSION

This methodology is gaining significance as the prevalence of
online criminal behaviour increases, with perpetrators using
advanced ways to evade detection. Cybercrime denotes illicit
crimes perpetrated using computers or the internet, including
hacking, phishing, and identity theft. The rise of digital
technology has become cybercrime a significant problem for
people, corporations, and governments globally. Social
network analysis (SNA) is a methodology for examining
social networks via the evaluation of interactions among
people, groups, and organisations. This methodology is
applicable across several disciplines, including sociology,
psychology, and marketing. In the realm of cybercrime, Social
Network Analysis (SNA) may be used to examine the
connections among people and organisations engaged in illicit
activity, including botnets and other forms of cyberattacks.
Investigators may get insights into the motives, techniques,
and strategies of cybercriminals by analysing their social
networks, which may aid in preventing future assaults [4].
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