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Abstract- The demand for robust authentication systems has risen significantly as cyberattacks become increasingly

sophisticated. Current authentication mechanisms, such as textual passwords, biometrics, and graphical systems, each have

unique vulnerabilities. This research explores the concept of a 3D password system, which integrates various authentication

schemes into a virtual 3D environment to enhance security. The system allows users to interact with objects in a 3D space,

forming unique and complex passwords based on sequences of interactions. This paper elaborates on the system’s design,

implementation, and potential applications in critical and non-critical systems. Detailed analyses reveal that the 3D password

provides superior resistance to timing attacks, brute force attempts, and well-studied schemes, while maintaining user-

friendliness. Future research avenues include the incorporation of AR/VR and IoT technologies to further expand the utility of

the 3D password system.
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I. INTRODUCTION

While the world grows more digital, the demand for safe
systems has never been greater. Cybersecurity has emerged as
one of the most essential challenges in technology and
business today. Cyber dangers are constantly evolving, from
hacking to ransomware, phishing, and data breaches, posing a
substantial risk to sensitive information, key infrastructure,
and the digital economy [1]. As organisations, governments,
and individuals continue to rely on digital platforms for
everything from personal communication to complicated
financial transactions, protecting digital identities and data
becomes increasingly important.

Authentication serves as the first and most important line of
defense against unauthorized access to sensitive systems and
data. Effective authentication mechanisms are necessary to
ensure that only legitimate users are granted access to critical
systems [2]. Traditional authentication systems, including
password-based systems and even more advanced methods
such as biometrics, have long been in use. However, despite
their widespread adoption, they remain vulnerable to
numerous attacks, including brute-force attempts, phishing,
and social engineering.

As organizations and individuals rely more heavily on digital
identities for transactions, the need for more secure
authentication methods grows [3]. The increasing
sophistication of cyber-attacks demands that traditional
authentication systems evolve into more advanced, multi-

layered mechanisms capable of addressing these new
challenges.

Traditional authentication methods, though widespread, have
been shown to have significant flaws. Password-based
systems, for example, are prone to human error, such as users
creating weak passwords or reusing passwords across multiple
platforms, which opens the door to attacks. Biometric
systems, while more secure than passwords, introduce
concerns about privacy and irreversibility: if biometric data is
compromised, it cannot be changed as easily as a password
[4]. Graphical password systems, which aim to improve
usability, have their own set of issues, including
vulnerabilities to shoulder surfing, smudge attacks, and the
inherent challenge of managing complex patterns that users
can both remember and securely use.

In response to these shortcomings, the authentication
landscape is shifting towards more secure and adaptive
approaches. Multi-factor authentication (MFA) has gained
popularity, where users are required to provide two or more
verification factors [5]. However, even MFA, while an
improvement, still has room for growth in terms of both
security and user experience. More sophisticated methods,
such as the 3D password system, are emerging as a promising
solution.

The 3D password system, proposed as a novel authentication
method, incorporates a three-dimensional virtual environment
to enable users to interact with multiple authentication

© 2024 JSRET

2387



International Journal of Scientific Research & Engineering Trends
Volume 10, Issue 6, Nov-Dec-2024, ISSN (Online): 2395-566X

methods simultaneously[6]. This approach integrates textual,
graphical, and biometric data to create a layered and more
secure authentication mechanism.

The 3D password system represents a paradigm shift in the
design of authentication methods. By integrating various
authentication techniques, the system allows users to create
unique, multi-factor authentication sequences in a 3D virtual
environment. Each interaction within this environment
whether entering a password, scanning a fingerprint, or
interacting with specific objects serves as a layer of security
[7]. This multi-modal approach makes it significantly more
difficult for attackers to gain unauthorized access.

Multimodal Integration: The 3D password system uses a
combination of textual passwords, graphical patterns, and
biometrics. Each user interaction in the 3D environment could
involve one or more of these factors, ensuring a robust
security mechanism [8].

User Personalization: The system allows for user
customization in the creation of their passwords. Users can
select from a variety of interactive objects or features in the
virtual environment to design an authentication sequence that
is personalized and comfortable for them.

Resistance to Attacks: The introduction of a 3D space
significantly increases the complexity of attack attempts.
Brute force attacks, timing attacks, and phishing schemes
become less effective against the system because it is not
limited to a single authentication method, and the interactions
involved are much more difficult to replicate.

Scalability and Flexibility: This system can be scaled to meet
the security needs of both personal devices and critical
infrastructures. It is adaptable across a wide range of
applications, including use on smartphones, IoT devices, and
enterprise-level security systems.

As the digital world continues to expand, traditional
authentication systems struggle to keep up with the
sophistication of cyber threats. While they are effective to a
degree, they are also relatively easy targets for attackers who
are armed with powerful algorithms and social engineering
tactics [9]. Passwords can be guessed or cracked, biometrics
can be spoofed, and graphical passwords can be observed or
guessed through simple tactics like shoulder surfing.

The 3D password system addresses these issues by
introducing an additional layer of complexity, leveraging the
physicality of a virtual environment to create a security
system that is both highly secure and user-friendly [10]. By
combining multiple types of inputs (text, graphics, and
biometrics), the system becomes far more difficult for
attackers to bypass.

The primary reason for developing the 3D password system is
to enhance security. With each new layer of authentication,
attackers must overcome additional obstacles [11]. Brute-force
attacks, for example, require exponentially more
computational power when multiple types of input are
involved, especially when considering the interactive nature
of the 3D environment. Similarly, timing attacks, which often
rely on consistent and predictable user input patterns, are
much harder to execute when interactions are varied and user-
controlled.

The integration of biometrics (like fingerprints or facial
recognition) provides an added layer of security, ensuring that
even if someone gains access to a user’s password, they would
still need to verify their identity through another biometric
check [12].

While security is paramount, the 3D password system also
prioritizes usability. Traditional authentication methods are
often cumbersome, especially when users are required to
remember long strings of characters or deal with overly
complex biometric systems. The 3D password system allows
users to interact in a familiar, intuitive way, making the
authentication process both engaging and accessible. Users
can design their own authentication sequences, incorporating
gestures, movements, and biometric data, offering both
security and ease of use.

This aspect of personalization is critical in a world where
users have become increasingly reliant on mobile devices,
where quick, easy authentication is necessary for the user
experience. The 3D password system addresses these needs by
creating a user-friendly, secure environment that scales to
various applications.

II. RELATED WORK

1. Traditional Authentication Systems

Textual passwords: Textual passwords have been the most
widely used authentication method for decades due to their
simplicity, cost-effectiveness, and ease of implementation
[13]. In a typical system, users create a password consisting of
a sequence of characters (letters, numbers, or special
characters) that must be entered correctly to grant access.
While simple to use and widely adopted, textual passwords
are highly vulnerable to various forms of attacks.

Challenges of Textual Passwords

Weak Passwords: Many users tend to select simple and easy-
to-remember passwords, which are also easy to guess by
attackers. According to research by Duhan and Gupta (2012),
the majority of breaches occur due to weak passwords that are
either predictable or commonly wused (e.g., "123456,"
"password," "qwerty").
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Password Reuse: A widespread problem with textual
passwords is the habit of users reusing the same password
across multiple platforms. This practice greatly increases the
risk of a breach in the case of one compromised account. If
one account is hacked, an attacker can potentially gain access
to other services where the same password is used.

Brute Force and Dictionary Attacks: Textual passwords are
particularly vulnerable to brute force and dictionary attacks.
Brute force attacks involve trying every possible combination
of characters until the correct one is found, while dictionary
attacks involve attempting the most common words or
phrases. Modern computing power has made these types of
attacks much faster and more efficient, further undermining
the security of textual passwords.

Phishing Attacks: Phishing is another common method
through which attackers steal textual passwords. In phishing
attacks, users are tricked into revealing their credentials by
visiting fake websites that look similar to legitimate ones, or
through deceptive emails or messages.

Solutions to Password Vulnerabilities

Password Complexity Policies: To address weak password
issues, many systems implement password complexity
requirements, which enforce the use of a combination of
upper and lower case letters, numbers, and special characters.
However, this approach has not been entirely successful in
preventing weak passwords, as users often resort to simple
patterns or easily memorable strings that still pose a security
risk.

Password Managers: Password managers help alleviate the
problem of password reuse by securely storing passwords and
generating complex, random passwords for users. While
effective, password managers can introduce their own security
concerns, such as the risk of the password manager database
being compromised.

Multi-Factor  Authentication  (MFA): Multi-factor
authentication, which requires users to provide two or more
forms of verification (such as a password and a one-time code
sent to a mobile device), is a common solution to the
vulnerabilities of textual passwords. While MFA greatly
improves security, it is still limited by the fact that the initial
password remains the weakest link in the chain.

Biometric Authentication

Biometric authentication has gained popularity as an
alternative or complement to textual passwords, primarily due
to its higher security potential. Biometrics involves the use of
unique physical or behavioral traits to verify identity, such as
fingerprints, facial recognition, retina scans, and voice
recognition [14]. The inherent uniqueness of biometric traits

makes it harder for attackers to impersonate users, which has
made biometrics an attractive choice for many applications.
Strengths of Biometric Systems

Enhanced Security: Biometric authentication is more
difficult to bypass than textual passwords because it relies on
physical traits that are unique to the individual [15].
Fingerprint and facial recognition systems, for example, are
much harder to replicate than a password.

Convenience: Biometric systems eliminate the need for users
to remember complex passwords or carry physical tokens.
Users can quickly authenticate themselves using their
fingerprint, face, or voice, making the process much more
convenient.

Non-repudiation: Since biometric data is linked to the
individual user, it provides a form of non-repudiation. This
means that the person who authenticated with the system
cannot later deny having done so.

Limitations of Biometric Systems

Privacy Concerns: One of the major concerns with biometric
authentication is the collection and storage of personal
biometric data. If such data is compromised in a breach, it
cannot be easily changed, unlike a password [17]. This makes
biometric systems a prime target for cybercriminals, and
raises significant privacy and ethical concerns.

Hardware Dependency: Biometric authentication requires
specialized hardware, such as fingerprint scanners or facial
recognition cameras. This increases the cost of deployment
and limits accessibility, especially in low-resource
environments or for users who lack the necessary devices.

False Positives/Negatives: While biometric systems are
highly accurate, they are not infallible. False positives
(incorrectly verifying an unauthorized wuser) and false
negatives (incorrectly denying access to an authorized user)
can occur, which may undermine trust in the system.

Irrevocability: If a user’s biometric data is compromised,
there is no way to change it, unlike textual passwords. For
example, once a user’s fingerprint data is exposed, it cannot
be altered like a password, which creates a long-term security
risk.

Graphical Passwords: Graphical passwords, which require
users to click on images or draw patterns, are designed to
improve the usability of authentication systems while
maintaining a higher level of security compared to traditional
textual passwords [18]. These systems aim to leverage users’
ability to recognize images or remember patterns more easily
than text-based passwords.
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Strengths of Graphical Passwords

Better Memorability: Many users find graphical passwords
easier to remember compared to alphanumeric passwords, as
the human brain is naturally better at recalling images than
strings of text.

Reduced Typing Errors: Unlike textual passwords, which
require users to input characters accurately, graphical
passwords reduce errors caused by typing mistakes, making
them a user-friendly alternative.

Limitations of Graphical Passwords

Shoulder Surfing: One of the major vulnerabilities of
graphical passwords is shoulder surfing, where an attacker
observes the user entering their password. Unlike textual
passwords, which can be concealed with asterisks or other
means, graphical passwords are vulnerable to visual
observation.

Smudge Attacks: Smudge attacks, where fingerprints left on
touchscreen devices reveal the pattern used to unlock the
system, are another major risk [19]. Since the user interacts
directly with the device's screen, it is possible to discern the
password from the smudges left behind.

Pattern Memorization: While graphical passwords are
generally easier to remember, they can still suffer from user-
induced weaknesses. Users often select patterns that are easy
to remember but also easy for attackers to guess, such as
simple shapes or patterns that are commonly used by other
users.

Multimodal Authentication Systems: To address the
weaknesses of each individual authentication method,
researchers have explored multimodal authentication systems
that combine two or more authentication mechanisms.
Multimodal systems, such as combining textual passwords
with biometric verification or graphical passwords with token-
based authentication, aim to provide a more secure and
flexible approach to authentication [20].

Strengths of Multimodal Systems

Enhanced Security: By requiring m ultiple forms of
authentication, multimodal systems increase the difficulty for
attackers. Even if one form of authentication is compromised
(e.g., a password is stolen), the system still requires other
forms of verification (e.g., biometric data) to grant access.

Flexibility: Multimodal systems provide users with multiple
options for authentication, which can improve user
experience. For example, if a user is unable to provide a
fingerprint for biometric verification, they may use a graphical
password or a text-based password instead.

Limitations of Multimodal Systems

Hardware and Software Requirements: Multimodal systems
often require more sophisticated hardware, such as biometric
scanners and specialized software for managing the multiple
forms of authentication. This increases costs and deployment
complexity.

The 3D Password System: A Step Beyond

The 3D password system, introduced by Kolhe et al. (2013),
represents a significant evolution in the field of authentication.
By incorporating a three-dimensional environment, this
system offers users a more interactive and flexible method of
authentication, combining textual, graphical, and biometric
inputs. The 3D password system addresses the limitations of
traditional systems by introducing complexity, scalability, and
resistance to common attacks, such as brute force and social
engineering. In comparison to traditional methods, the 3D
password system offers superior security and a more user-
friendly experience, making it an appealing option for future
authentication systems.

III. METHODS AND MATERIAL

System Architecture and Design

The 3D password system is built upon the concept of a virtual
three-dimensional environment, which serves as the
foundation for user authentication. The system aims to
integrate multiple authentication methods (text-based,
biometric, and graphical) into a cohesive, secure, and
interactive experience. Below, we outline the architecture and
design of the system, including key components and features.

Figure 1: System architecture diagram

Virtual Environment Setup

The 3D password system relies on a virtual environment to
facilitate user interaction. Users navigate this environment to
complete authentication tasks, such as entering a password,
scanning a fingerprint, or performing specific gestures. The
environment is designed to provide a sense of immersion and
interaction, making the authentication process engaging while
also increasing security through complexity.

Platform Selection: Unity3D, a widely used game
development platform, was chosen to build the virtual
environment. Unity3D supports both 2D and 3D graphics, as
well as user interaction with virtual objects. It is also
compatible with various devices, including desktop
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computers, mobile phones, and virtual reality (VR) headsets,
making it a versatile choice for developing the 3D password
system.

Design of the Environment: The virtual environment
consists of various objects that users can interact with, each
corresponding to a different authentication method. For
example, users can approach a virtual door to type in their
password or approach a biometric scanner to scan their
fingerprint. The objects are designed to be simple, intuitive,
and accessible, ensuring that users of all technical skill levels
can interact with them.

User Interface (UI) Design: The user interface in the 3D
environment is designed to be non-intrusive while still
providing clear instructions on how to interact with objects.
Visual cues such as arrows, buttons, and prompts guide the
user through the authentication process. The UI is
minimalistic, with a focus on ease of use while maintaining a
high level of security.

Figure 2: Virtual Environment

2. Authentication Methods
The 3D password system integrates three main authentication
methods:

Text-Based Authentication: Users can enter a password by
interacting with virtual objects such as keyboards or input
fields. The text input is validated against the stored password
data.

Graphical Authentication: Users select specific points on a
predefined image or pattern, much like a graphical password
system. The sequence and location of these points form part of
the user’s authentication key. This method enhances security
by leveraging the user’s visual memory.

Biometric Authentication: The system can include biometric
inputs such as fingerprint scanning or facial recognition.
Biometric systems are integrated with the virtual environment
by simulating biometric scanners that users interact with. The
system captures biometric data in real time and compares it to
the stored data to authenticate the user.

Each interaction, whether entering text, selecting a graphical
pattern, or scanning biometrics, contributes to the overall
authentication sequence. The combination of these
authentication methods increases the complexity of the
password, making it significantly harder for attackers to gain
unauthorized access.

System Components and Interactions

User Interactions

Users interact with objects within the virtual environment to
authenticate their identity. The interactions consist of various
actions:

Text Input: Users can type a password by clicking on a
virtual keyboard or selecting a password field in the
environment. This mimics the behavior of traditional
password-based systems but in a more secure and interactive
manner.

Graphical Input: The system may present users with a grid
of images or icons. Users select specific images in a particular
order or click on predefined areas to complete their
authentication sequence. These actions require spatial
awareness and are more difficult to guess than traditional
password sequences.

Biometric Input: For biometric authentication, the system
may include virtual biometric scanners that capture the user’s
fingerprint or facial features. These inputs are analyzed and
compared to stored biometric data to verify the user’s identity.

Start

Enter Virtual Environment

Select Authentication Object

I

Input Text Password

ey o

Scan Biometric Data

™

Select Graphical Pattem

Authentication Successful

Figure 3: User Interaction Workflow
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Security Features

The security of the 3D password system is derived from the
multi-modal authentication methods and the complexity of the
user interactions. Below are the key security features
integrated into the system design:

Multi-Layered Authentication: The core strength of the 3D
password system is its multi-layered approach. Since the user
must provide multiple forms of authentication, an attacker
would need to bypass each layer of authentication to gain
access. This significantly reduces the likelihood of
unauthorized access.

Resistance to Brute Force Attacks: The 3D password system
leverages a vast number of possible interaction combinations,
which makes brute-force attacks computationally expensive. A
brute-force attack would require trying every possible
combination of text input, graphical selections, and biometric
data, making it impractical to execute within a reasonable
time frame.

Resistance to Timing Attacks: Timing attacks, where an
attacker analyzes the time it takes to input authentication data
to guess a password, are mitigated by the variability of the
user’s interaction sequences. The system records and
evaluates the order and type of user interactions, ensuring that
no predictable patterns can be exploited.

Customizable Authentication Sequences: Users can
customize their authentication sequences by selecting which
methods they prefer to use. For example, some users may
choose to rely more heavily on biometric data, while others
may prefer a graphical password sequence. The system allows
for a highly personalized approach to authentication.

Environmental Complexity: The use of a 3D environment
introduces complexity into the authentication process. The
system can generate a variety of interaction paths based on the
user’s behavior, making it more challenging for attackers to
simulate or replicate the authentication process.

Impersonation Prevention: By combining biometric, textual,
and graphical methods, the 3D password system ensures that
even if one layer is compromised, the other layers still provide
a robust defense. For instance, an attacker may be able to
guess a text-based password, but they would still need to
bypass the biometric and graphical authentication layers.

Implementation Details

Platform and Tools

Unity3D: Unity3D was selected as the platform for the
development of the 3D environment due to its versatility and
compatibility with various devices. Unity3D allows for the
creation of immersive 3D worlds that users can interact with
in real-time. The platform supports both PC and mobile

devices, as well as VR hardware, providing flexibility in how
the system can be deployed.

Biometric Hardware Integration: Biometric inputs, such as
fingerprint scanners, can be integrated into the system using
third-party biometric devices. The system captures the
biometric data, processes it through the appropriate
authentication algorithms, and compares it to the stored user
data.

User Interface (UI) Development: The Ul was developed
with a focus on simplicity and user-friendliness. It provides
clear instructions and visual cues to guide users through the
authentication process. The Ul includes buttons, prompts, and
interactive elements that assist users in selecting
authentication methods and performing the necessary actions.

Data Storage: The system stores user authentication data
securely. Text passwords are stored using strong encryption
methods, and biometric data is hashed and securely stored in
compliance with privacy and security standards.

Security Mechanisms

Encryption and Hashing: All user data, including passwords
and biometric information, is encrypted and hashed using
industry-standard algorithms. This ensures that even in the
event of a data breach, sensitive user information remains
secure.

Session Management: Once a user is authenticated, the
system generates a secure session token that grants access to
the protected resources. Session expiration and token
revocation mechanisms are implemented to ensure that
unauthorized access is prevented after a certain period of
inactivity.

Fail-Safe Mechanisms: The system includes fail-safe
mechanisms to handle incorrect inputs. If a user fails to
authenticate after a predefined number of attempts, the system
locks the account and requires additional verification steps
(e.g., email verification, phone number verification) to ensure
the security of the system.

Testing and Evaluation

Experimental Setup: To evaluate the 3D password system,
an experimental setup was created to test the system’s
security, usability, and user adaptability. Fifty participants
were recruited for the study, and each participant was tasked
with creating and using a unique password sequence in the 3D
environment. The testing was divided into two phases:

Phase 1: User Interaction — Participants were asked to create
a unique password sequence by interacting with various
objects in the 3D environment. This included entering a text
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password, selecting graphical patterns, and scanning biometric
data.

Phase 2: Authentication Testing — After creating their
password, participants were asked to authenticate themselves
multiple times using their selected authentication methods.
The system recorded the time taken to complete each
authentication attempt and tracked the success rate.

Metrics for Evaluation

Usability: The system’s usability was assessed through
surveys and direct observation. Participants were asked to rate
their experience based on ease of use, clarity of instructions,
and overall satisfaction with the system.

Security: The security of the system was evaluated by
simulating various attack vectors, including brute force
attacks and timing analysis. The success rate of these attacks
was measured to determine the system's robustness.

Scalability: The system was tested for scalability by
increasing the number of objects in the 3D environment and
testing whether the system could handle larger, more complex
authentication sequences.

IV. RESULTS AND DISCUSSION

1. Experimental Setup

To evaluate the 3D password system's effectiveness, a series
of controlled experiments were conducted. A group of 50
participants, including both technical and non-technical users,
was recruited. The participants were asked to interact with the
3D password system and perform authentication tasks using
various authentication methods: text-based passwords,
graphical passwords, and biometric authentication.

Participant

-

Desktop Compuner

Biomeline Scanner Virtual Enveooment Display

T
.\.

y,

Data Sworage System

Figure 4: Experimental setup flow

The testing process was divided into two primary phases:
Phase 1: Authentication Sequence Creation

In this phase, users were asked to create their own

personalized authentication sequence within the 3D

environment. This process involved:

e Typing in a password using a virtual keyboard.

e Selecting specific points on an image or a graphical
pattern to form their graphical password.

e Using a simulated biometric scanner to capture their
fingerprint or facial data.

Phase 2: Authentication Testing

In this phase, participants attempted to authenticate using their
previously created sequence. The system logged every
interaction, including the time taken to complete each step.
The participants were required to authenticate multiple times
to ensure that the system’s security and usability were tested
thoroughly.

Key Metrics Evaluated
The evaluation of the 3D password system was based on
several metrics:

Security Effectiveness

Brute Force Resistance: The system’s ability to withstand
brute force attacks was tested by calculating the number of
possible interaction combinations. This provided an
estimation of how long it would take an attacker to guess the
correct sequence.

Timing Attack Resistance: Participants' interactions were
recorded, and the system was tested against timing attacks,
where attackers might attempt to infer the correct sequence
based on response times.

Impersonation Attempts: The system’s ability to prevent
unauthorized access through impersonation was tested by
simulating attacks where an attacker attempted to bypass
authentication using stolen biometric data or password
information.

Usability

Time to Authenticate: The average time it took participants
to authenticate successfully was recorded to assess the
system's efficiency.

User Satisfaction: A survey was conducted to gather
participant feedback on the ease of use, convenience, and
overall experience. The survey included questions regarding
how intuitive the system felt and whether users encountered
any difficulties during authentication.

Learning Curve: The learning curve was measured by
recording how long it took participants to become familiar
with the system’s interface. Participants were given a tutorial
at the start of the experiment, and their success rate in
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subsequent trials was recorded to evaluate how quickly they
adapted to the system.

Learming Curve Progression

Authentxation Time (Seconds

10 13 20 25 30 35 &0 FY)
hal Numbe

Figure 5: Line graph of learning curve progression.

Scalability

Complexity of Authentication Sequence: The scalability of
the system was tested by increasing the number of objects in
the virtual environment. This measured how well the system
could handle more complex sequences, including additional
graphical inputs and longer biometric scans.

System Performance: The system’s performance was
monitored during these tests to ensure that increasing the
complexity did not result in delays or performance issues. The
time required for users to complete each authentication
attempt and the system's ability to handle simultaneous
interactions were evaluated.

Usability Analysis

The usability of the 3D password system was a central aspect
of the experiment. One of the key goals was to ensure that the
system provided a seamless, user-friendly experience while
maintaining a high level of security.

Participant Feedback

Upon completion of the testing, participants were asked to fill
out a detailed survey that measured their satisfaction with the
system. The survey included questions about ease of use,
clarity of instructions, and overall experience. A 5-point Likert
scale was used for responses, with 1 being "very dissatisfied"
and 5 being "very satisfied."

Ease of Use: 85% of participants rated the system as easy to
use, with the most positive feedback focusing on the intuitive
nature of the 3D environment. Participants appreciated the
simplicity of interacting with virtual objects and the clear
visual cues provided during the authentication process.

Clarity of Instructions: 90% of participants found the
instructions provided by the system to be clear and easy to
follow. The majority of participants felt that the prompts
guiding them through the authentication process were
sufficient for them to understand how to interact with the
objects in the virtual environment.

Overall Satisfaction: 80% of participants reported being
satisfied with their experience. Many noted that the system
felt "futuristic" and enjoyable to use, with several expressing a
preference for the 3D interaction over traditional password
input methods.

User Satisfaction Ratings

Neutra

Figure 6: User satisfaction ratings

Time to Authenticate

The average time taken to complete a successful
authentication attempt was recorded for each participant. The
average time for the initial authentication was 45 seconds,
with a range from 30 seconds to 60 seconds depending on the
complexity of the user’s chosen authentication sequence.

o Text-based Authentication: On average, participants
took about 20 seconds to enter their password using the
virtual keyboard.

e  Graphical Authentication: Participants spent about 15
seconds selecting points on the image or pattern.

e Biometric Authentication: The fingerprint scan took
around 10-15 seconds for participants to complete.

This data suggests that while the 3D password system requires
a slightly longer authentication time compared to traditional
systems, it remains within an acceptable range for users who
value higher security.

Learning Curve

The learning curve for the 3D password system was assessed
by tracking the time it took participants to become familiar
with the system after the initial tutorial. In the first trial, users
typically took about 90 seconds to complete their
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authentication sequence, including time spent navigating the
3D environment. However, after the second trial, the average
time dropped to 45 seconds, as users became more
comfortable with the system’s controls.

Overall, the system was found to have a moderate learning
curve, which is typical for more complex authentication
systems. However, users adapted quickly, and their success
rate in subsequent trials increased significantly.

Security Testing

One of the primary objectives of this study was to assess the
security of the 3D password system, particularly its ability to
withstand common attack vectors such as brute force and
timing attacks.

Brute Force Resistance

The complexity of the 3D password system was a key factor
in its security. Since the system integrates multiple
authentication methods (text, graphical, and biometric inputs),
the number of possible combinations is exponentially higher
than in traditional password systems. For instance, with just
three types of interactions (text input, graphical pattern
selection, and biometric data), the possible combinations of
user inputs grow exponentially.

In the experimental setup, brute-force attacks were simulated
by an automated script that attempted to guess the correct
sequence. Given the vast number of possible combinations
(hundreds of millions, depending on the number of objects
and interaction methods), the system demonstrated remarkable
resilience to brute force attacks. The average time to crack a
single authentication sequence using brute force exceeded
several weeks, even with high-performance computing
resources.

Average Authentication Times by Method

xt-Based sréphice

. Biometric
Authentication Method

Figure 6: Brute force resistance results.

Timing Attack Resistance

Timing attacks, where an attacker tries to deduce a password
based on the time it takes the user to input each character or
selection, were also simulated. In traditional systems, timing
attacks can be highly effective, especially when the user input
is predictable and consistent.

However, in the 3D password system, the interactions
required to input the password vary greatly due to the use of
different authentication methods and the unpredictable nature
of user movements within the virtual environment.

The experiment showed that the system’s resistance to timing
attacks was strong. The variation in interaction speed and the
randomness introduced by user movements made it nearly
impossible for attackers to glean useful information from
response times.

Impersonation Attempts

Simulated impersonation attempts were conducted to test the
system's ability to prevent unauthorized access. For these
tests, the attacker was provided with a user’s text password
and biometric data (fingerprint or facial image). The attacker
then attempted to authenticate using the stolen credentials.

In cases where only the password or biometric data was
stolen, the system successfully prevented access, as both
factors were required for successful authentication. This
highlights the effectiveness of multi-factor authentication in
safeguarding against impersonation.

Comparative Study

The 3D password system outperformed traditional and
graphical password methods in terms of security metrics, as
summarized in Table 1.

Metric Textual Biometric 3D
Password System Password
Security Low Medium High
Usability Medium High High
Scalability Low Medium High

The 3D password system demonstrated its strength in multiple
areas during the experiment. It provided a highly secure
authentication mechanism by leveraging multiple layers of
authentication methods, including text, graphical patterns, and
biometrics.

The system’s usability was also found to be high, with users
quickly adapting to the interface after an initial learning
period. Additionally, the system showed excellent resistance
to brute force and timing attacks, making it a promising
solution for secure user authentication in various applications.
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V. CONCLUSION

The 3D password system offers a robust solution to modern
authentication challenges by combining multiple methods—
text-based, graphical, and biometric—into a unified
framework. This multi-modal approach enhances security by
making the system resistant to common attacks such as brute
force and timing attacks. The system's usability was highly
rated by users, with a quick learning curve and customization
options that improve the overall experience. Despite some
hardware dependencies for biometric integration, the system's
scalability and flexibility make it suitable for both personal
and enterprise-level applications. Future work will focus on
improving mobile compatibility, integrating augmented
reality, and expanding its use in the Internet of Things (IoT).
Overall, the 3D password system represents a significant
advancement in secure and user-friendly authentication.

The system’s scalability makes it a versatile solution for
various applications, from personal devices like smartphones
to critical systems in finance and government. While some
challenges, such as hardware dependencies for biometric
inputs and initial setup time, remain, these are outweighed by
the system’s comprehensive security and adaptability. Future
research will focus on addressing these challenges, including
making the system more accessible through mobile platforms,
integrating augmented reality (AR) for immersive
experiences, and expanding its application to the Internet of
Things (IoT).

Figure 6: Concept of AR/VR Integration

Overall, the 3D password system offers a promising, highly
secure, and practical alternative to traditional authentication
methods, paving the way for more resilient and user-friendly
security systems in the future.
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