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Abstract- This paper presents an original RF-PUF-based validation plot, called RKM-PUF which exploits a powerful irregular 

key age that relies on both correspondence parties in the organization to recognize interruption assaults. Dissimilar to the current 

verification plots, our proposed approach considers the actual qualities of both involved gatherings to create the mystery key, 

bringing about safely shared confirmation of the two hubs in a remote organization. The trial consequences of the proposed 

confirmation plot demonstrate the way that the RKM-PUF can arrive at up to close to 100% in ID precision. 

 

Index Terms- IOT, PUF. 

 

I. INTRODUCTION 
 
The Internet of Things (IoT) refers to connected de- vices 
embedded with sensors, software, and other technologies to 
connect, monitor, and control things over the internet. As IoT 
devices become widespread without direct human supervision, 
secure communi- cation ensuring confidentiality and 
authorized access using encryption and authentication would be 
neces- sary. Therefore, taking the proper security measures 
becomes one of the most critical issues in the IoT ecosystem. 
This problem is becoming more crucial for the resource-
constrained IoT devices as the hard- ware realization of 
complex encryption primitives and counteraction approaches 
against hardware Trojans in these devices is limited [1–4]. The 
Physically Unclonable Function  (PUF)  ex- ploits the physical 
characteristics of the involved de- vices as a unique fingerprint 
by measuring inherent randomness introduced during 
manufacturing.  Us- ing such a promising concept enables us to 
measure the unique physical characteristics of IoT devices for 
authentication purposes without incurring high de- sign 
complexity,  which  is  not  tolerated,  especially in resource-
constrained IoT devices. Five fundamen- tal aspects should be 
considered for any authentica- tion scheme developed for 
resource-constrained de- vices. First, developing an 
authentication scheme with minimum prepossessing 
requirements is of interest. Second, in the absence of 
asymmetric cryptography schemes due to high complexity, the 
confidentiality of transmitted data should be ensured by 
empower- ing the symmetric schemes. Third, employing the 
au- thentication framework which is secure enough and is 
compatible with various network topologies. Fourth, deploying 
an authentication module that can either be added to the main 
block diagram or embedded as a portable module to the already 
fabricated devices is desirable. Fifth, the limited resources and 

battery- powered IoT devices necessitate the authentication 
scheme’s lightweight hardware realization and small footprint. 
A vast majority of research is devoted to addressing IoT 
devices’ security challenges, mainly focusing on developing a 
lightweight cryptography scheme [5]. Au- thors of [6] 
developed a hybrid cryptography scheme using a random key 
to shorten encryption time. This approach, however, mainly 
suffers from high resource utilization which eventually makes  
it  less  practical for IoT applications. Following that, authors 
of [7] introduced a novel lightweight public  key  encryp- tion 
scheme and a mutual authentication protocol faster than RSA 
and ECC algorithms. Although these schemes are robust from 
the security point of view, they incur high area and power 
overheads. On the other hand, lightweight cryptography blocks 
such as PRESENT [8] and CLEFIA [9]  have  been  proposed 
to alleviate the high complexity of the traditional ci- phers. 
Unlike the existing asymmetric ciphers, these new cipher 
blocks improve the hardware efficiency and shorten the 
execution time. Nevertheless, they still impose large areas and 
power overhead on IoT de- vices. In this regard, several studies 
were conducted to address the lightweight authentication 
schemes based on the asymmetric blocks, focusing on the cloud 
ap- plication [10–13]. In [13], a new approach based on deep 
machine learning for securing IoT data transmis- sions is 
proposed. In practice, most of the cryptogra- phy schemes are 
vulnerable to impersonation attacks (e.g., replay attack and man 
in the middle (MITM) at- tack [14, 15]). The possible attack 
scenarios recently proposed against authentication protocols 
bring up a new view of early challenges that raise more 
concerns about a security vulnerability in real-world applica- 
tions [16–18]. Hence, authentication takes significant attention 
in novel research in various applications, such as biomedical 
instruments [19]. Concerning the shortcomings of  RF  
fingerprint- ing frameworks [20–22], a new fingerprinting 
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scheme featured by Physically Unclonable Functions (PUF) 
called RF-PUF was presented in [23]. Although the RF-PUF 
framework does not require any additional hardware for feature 
extraction, it still consumes sig- nificant hardware resources, 
which is only suitable for implementation on the gateways in 
the star topology rather than resource-constrained sender’s 
nodes [23– 26]. In [27, 28], authors take advantage of the 
concept of mutual authentication mitigation with PUF. Un- like 
the proposed method, they used the PUF concept to generate a 
secure key to improve security against tampering and spoofing 
attacks in the underlying hardware. Nevertheless, we focus on 
using RF-PUF, which is lightweight and robust, to improve 
network security against Reply and MITM attacks. Moreover, 
authors in [29] provide a detailed overview of differ- ent types 
of authentication and key agreement mech- anisms based on the 
PUF concept. They examined the already-existing 
methodologies and discussed the pros and cons of those 
methodologies as well. The pa- per presented in [25] focused 
on using a random forest classification algorithm to secure the 
wireless network in a star topology using one-way PUF-based 
authen- tication. However, the proposed method presents the 
mutual lightweight authentication method that can be employed 
in mesh networks. In this paper, we develop a new 
authentication framework, called RKM-PUF (Random Key 
Man- agement PUF), by leveraging the key management 
mechanism based on the physical characteristics of both 
involved IoT nodes to address the shortcoming of symmetric 
cryptography schemes and using the inherent characteristics of 
the physical layers to mu- tually authenticate the nodes. In 
contrast to the RF- PUF [23], the RKM-PUF also applies to the 
mesh and tree topologies. The proposed framework can 
securely identify both the transmitter and receiver nodes with 
high accuracy and is robust against vari- ous attacks, including 
replay, MITM, and password attacks. The lightweight hardware 
realization of the proposed RKM-PUF framework and its 
parallel au- thentication flow enable us to perform the authen- 
tication mechanism in real time on all the receiv- ing packets, 
resulting in resiliency against MITM at- tacks (including 
session hijacking and IP spoofing). Moreover, the dependency 
of the proposed authen- tication procedure on the physical 
characteristics of both transmitter and receiver nodes would 
make it less vulnerable to replay attacks. In the proposed ap- 
proach, the In-situ adjustment of the encryption key mainly 
relies on the communication parameters lead- ing to more data 
confidentiality and resiliency against password attacks. 
Another distinct feature of the pro- posed method is its 
portability, making it a suitable candidate to be easily employed 
in already-fabricated IoT devices. The main contribution of this 
paper is to present a new concept of mutual authentication of 
both transmitter and receiver nodes in an ad-hoc network, 
called RKM-PUF, to integrate the physical characteristic-based 
authentication of both sides with secret key management. This 
approach remarkably lowers the computational cost and 
augments the per- formance of the key management phase. The 
rest of the paper is organized as follows. In Section 2, the 
proposed authentication flow is explained, and the performance 

metrics are evaluated in Section 3. Fi- nally, Section 4 
concludes the results. 
 

II. Proposed Authentic Flow 
 
Recently, the IoT network is becoming more vulner- 
able to various types of attacks as a considerable 
mount of resource-constraint and connected nodes are 
distributed without any supervision.  A  secure and 
lightweight authentication scheme for resource- limited 
devices is required to overcome these threats properly. 
Concerning this issue, our proposed authen- tication 
flow presents a new solution based on the inherent 
physical characteristics of both involved par- ties in a 
communication network by developing a lightweight 
architecture that can simply be added to already-
fabricated devices in parallel with the main block 
diagram of the receiver side.  Figure 1 shows the 
proposed authentication scheme, which exploits the 
physical characteristics of both the transmitter and 
receiver sides to create a PUF instance. The proposed 
flow includes four steps:  
1) communication framework,  
2) feature specification and measurement, 
3) key management, and 4) RKM-PUF, which are further 
explained in the following subsections. 
 

 
Figure 1. The proposed authentication flow for the IoT net- 

work. 
 
Communication Framework 
A typical transmitter and receiver node’s block di- agram is 
illustrated in Figure 2. At the network’s physical layer, we 
consider a communication frame- work based on the IEEE 
802.15.4 standard, one of the preferred standards for IoT 
networks [30]. This standard outlines the different aspects of 
low power consideration for wireless sensor nodes, ensuring 
that the nodes can still operate without an external power 
supply for several years. Furthermore, Figure 3 shows the new 
receiver block diagram of IoT nodes in which the proposed 
RKM-PUF is embedded alongside the standard receiver. More 
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specific details will be dis- cussed in the following subsections. 
As Figure 3 shows, the proposed RKM-PUF can simply be 
added to the already-fabricated devices without requiring 
signifi- cant modification to the underlying hardware. 

        
 

Figure 2. Block diagram of the communication framework. 

 
Figure 3. The proposed receiver block by embedding RK- M-

PUF. 
 

Feature Specification and Measurement 
One of the key aspects of our proposed authentica- 
tion scheme is to manage random yet secure keys. 
For doing so, a PUF instance is generated by 
exploiting the inherent features from both involved 
parties of a network. These features mainly depend 
on the pro- cess variations and are relatively immune 
to channel impairments. The intrinsic features 
required to gener- ate a PUF instance can directly be 
derived from the already-existing modules 
embedded in the receiver side without requiring any 
additional circuitry. 
In essence, even under ideal environmental condi- 
tions, there always is a frequency mismatch between 
the transmitter and receiver sides owing to the 
unique operating frequency of each transmitter 
relative to the ideal carrier frequency. This frequency 
offset mainly arises from the inherent variations in 
each node’s Lo- cal Oscillators (LOs). To 
compensate for this offset, the synchronizer module 
is already employed on the receiver side so that the 
frequency offset is calcu- lated concerning the high-
quality reference clock. In fact, this frequency offset 
originates from two sources: 
1) the difference between the receiver and transmit- 
ter oscillation frequencies and 2) the Doppler effect. 
This offset can directly be extracted from the car- rier 
synchronizer module embedded at the receiver side, 
as shown in Figure 2. In this case, we assume that the 

connected devices are stationary. As the Doppler 
effect comes from mobile devices, station- ary 
devices do not contribute to the frequency offset 
from the Doppler effect. Thus, the carrier frequency 
offset (CFO) of stationary devices will only depend 
on the difference between the receiver and transmit- 
ter oscillation frequencies which mainly relies on the 
process variations introduced during manufacturing 
and the aging effects. Based on the IEEE 802.15.04 
standard, the CFO value (CFO VAL) is restricted 
within 40 ppm of the center frequency. This range 
corresponds to a 96 kHz distribution on each side of 
2.4 GHz. Although other features, such as DC offset 
and IQ attendance, can be sued for feature measure- 
ment purposes in our PUF instance, we use CFO as 
the main feature. The main reason behind this deci- 
sion is the ability to measure CFO values out of the 
receiver block diagram without changing the internal 
block diagram, which  helps  us  to  adapt  RKM-
PUF to already-fabricated IoT devices. 
 
In the literature, different methods were proposed to 
measure the CFO as listed in Table 1. The first so- 
lution (GPS-Based) relies on the difference between 
the GPS signal and the transmitter’s  local  oscilla- 
tion frequency. This method, however, is limited to 
GPS-enabled devices. The second solution is 
Network Broadcasting, based on broadcasting a 
reference sig- nal from a pre-identified source. The 
Constant Param- eter’s third solution uses a 
frequency offset relative to the reference oscillator 
measured in the manufac- turing process. Although 
this way of offset measuring is more cost-effective 
than its counterparts, it is less reliable and suffers 
from channel effects. The final solution, the Two-
node Differential, is to use the dif- ference between 
the local oscillation frequency of the transmitter and 
receiver sides. Due to the higher reli- ability of the 
final solution and its robustness against replay 
attacks, this solution has been used as the base 
technique to measure the CFO values. 
 
Key Management Mechanism 
One of the essential modules in the proposed flow is the key 
management module. This module is re- sponsible for 
generating the key (KeyG) using  the CFO VAL. Because the 
KeyG is generated using features extracted from both the 
involved nodes, it is called a real-time key management 
mechanism. As explained earlier, the CFO VAL is in the range 
of [-96 kHz, 96 kHz]. To divide this range, two classifications 
are considered where their boundaries are shown in Figure 4 
for n1 = 32 and n2 = 8, where ni represents the number of 
classes corresponding to the classifica- tion i. In the first and 
second classifications, 32 and 8 classes with an equal interval 
of 6 kHz and different intervals for the second classification are 
considered, respectively. As shown in Figure 4, the boundaries 

 

 

   

 

Managment  

 

 

 

 

 

 

 

 

 



 

 
 

 

© 2023 IJSRET 
27  

International Journal of Scientific Research & Engineering Trends                                                                                                   
Volume 10, Issue 1, Jan-Feb -2024, ISSN (Online): 2395-566X 

 

of the two classifications have no overlap. Note that n1 and n2 
are specified by the designer to achieve higher accuracy. 
Figure 5 illustrates how the keyG is generated using the CFO 
VAL. Two  banks  of  keys  KeyBank1 and KeyBank2 are 
considered to correspond to the first and the second 
classifications. These two banks can receive their secure keys 
(Keyi) from the network layer or a complex mathematical 
model in which the CFO VAL feeds can be used. It should be 
noted that generating secure keys (i.e., Keyi in KeyBank1 and 
KeyBank2) is not the main focus of this work, and any secure 
key generation schemes available in the literature can be used 
[31, 32]. 
To clarify the key generation process, lets us take an example 
based on Figure 4. In the first classification, 32 classes (n1 = 
32) are taken into consideration. In order to classify the CFO 
VAL with equal intervals, a division by constant value is 
needed. Each class maps the CFO VAL to the corresponding 
KeyG from the KeyBank1. If the CFO VAL is within the 
marginal of the boundary values, different KeyG values may be 
generated in both nodes, resulting in a false-negative case. It 
means that an authorized node is wrongly specified as a 
malicious node. In this case, the KeyG will be selected using 
the second classification, which contains the classes with 
different intervals rather than the fixed equal interval in the first 
classification. In the second classification, 8 classes (n2 = 32) 
are generated, where each class maps the CFO VAL to the 
related KeyG of the KeyBank2. It should be noted that due to 
the real-time key management based on the CFO VAL, the 
RKM-PUF is entirely robust against drift effects and also the 
temperature and supply voltage variations. 
 

 
 
Figure 4. Example of class boundaries in the key management 
module, (a) the first classification, and (b) second classification. 

 
 

 
Figure 5. The proposed key management module. 

 

 
Figure 6. The proposed RKM-PUF authentication flow. 
 
RKM-PUF Based Authentication Flow 
The main goal of the RKM-PUF is to provide a secure 
authentication framework for each receiving packet on both 
sides of the communication network. Figure 6 shows the 
proposed authentication flow. After mea- suring the feature 
from the synchronization module embedded in the receiver 
side, the KeyG is gener- ated and compared with the KeyR D 
(decryption of the KeyR received from the front device) to 
check whether the authentication passes or is denied. Note that 
the encryption and decryption of the KeyR are performed using 
a key received by the network layer to avoid transmitting the 
keys as plain texts. If the comparison matches, the 
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authentication passes. Oth- erwise, due to the false-negative 
case discussed pre- viously, we cannot deny the authentication 
for sure if the CFO VAL is near the interval boundaries. As 
shown in Figure 6, the FalseNegativeCheck module decides 
whether the authentication fails or the sec- ond round of the 
authentication is needed to avoid the false-negative case. For 
doing so, the CFO VAL and the interval boundary of the 
selected class are compared. If their difference is less than a 
pre-defined margin (i.e., 512), a second round is needed, and 
the procedure should be repeated for the second round of the 
classification. Otherwise, the authentication is de- nied. In the 
second round, if KeyGnew KeyRnew D, the authentication 
fails without checking the thresh- old value. 
 
III. Experimental Results and Security Analysis 

 
To evaluate the efficiency of the proposed authentica- tion 
scheme, the IEEE 802.15.04 standard is taken into account as 
the physical layer, and the communica- tion toolbox of 
MATLAB software with the O-QPSK modulation and 2450 
MHz band is used. In our ex- periments, 10,000 IoT nodes with 
normal distribution in their frequency offsets are evaluated 
regarding the communication cost when the RKM-PUF 
authenti- cation is performed. The effect of channel variations 
on the authentication accuracy, false-positive, and false-
negative rates are also measured. 
 
Communication Cost 
The proposed RKM-PUF method can be integrated into the 
cryptography schemes as a preceding step of key management. 
Authenticating using the proposed RKM-PUF can securely 
identify two parties in the communication network without side 
effects on the communication parameters, except for the 
latency just for the first frame. When the authentication pro- 
cedure proceeds to the second round of the classifica- tion, the 
authentication performs twice for the first frame affecting the 
communication latency. Table 2 reports how many times the 
second round of the clas- sification requires to authenticate 
different number of connected nodes (N) in the presence of 
different channel effects Eb/N0, and SPS values. Eb/N0 is the 
ratio of the signal energy to the noise spectral density, where Eb 
indicates the signal-to-noise ratio (SNR), and N0 is the noise 
spectral density. Also, the sample per symbol (SPS) defines the 
number of samples used to send each of the symbols where it 
is set to 12 in our case. The main finding is that only 4.24% of 
the cases, on average, need the second round of the clas- 
sification. It indicates that only a tiny portion of the 
authentication time is related to the delay penalty introduced by 
the second round of the classification. 
 

 
Figure 7. Impact of the number of classes on the false-positive 

rate. 
 
False Positive Rate 
Figure 7 shows the effect of the number of classes (NC) on the 
authentication accuracy (AA) in terms of the false-positive rate 
(FPR). If the NC increases, the FPR will significantly drop, 
leading to more AA. In this experiment, the AA abruptly 
increases when NC varies from 5 to 50 classes, while this 
increase is nearly saturated for NC > 30. On the other hand, for 
many NC, the change in the NC has a negligible impact on the 
authentication accuracy. More analysis reveals that the FPR of 
0.2% can be achieved for NC= 50. However, this high accuracy 
comes at the cost of higher design complexity on the receiver 
side. There is a trade-off between accuracy and design 
complexity. As the accuracy has less sensitivity for NC > 50, 
one of the best values for NC in terms of accuracy and design 
complexity can be set to 32, where the AA of 97.3% can be 
achieved. Moreover, the FPR has slightly reduced when NC > 
30. By selecting 32 classes for the RKM-PUF, the FPR will be 
2.7%, and in the worst-case scenario, the probability of error 
detection (PED) will be less than 10%. At the same time, the 
accuracy is almost 99% in normal situations. 
 

IV. CONCLUSION 
 
In this paper, a new portable and mutual authen- tication  
scheme,  called  RKM-PUF  was   presented by exploiting 
the physical characteristics of both in- volved parties in a 
communication network such that they can securely 
identify themselves without incur- ring high design 
complexity. The experimental re- sults showed that the 
proposed architecture could effectively fill the absence of 
features introduced by the asymmetric cryptography 
schemes in resource- constrained IoT devices. In addition 
to the efficient and lightweight hardware implementation, 
the au- thentication accuracy was not affected by more 
than 5% in the presence of channel distortion so that the 
authentication accuracy is reached to 90% in the worst-
case scenario. 
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