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Abstract- Rapid growth of internet usage has led to cyber-attacks. Malicious cyber criminals exploit vulnerabilities in a browser

to initiate cyber-attacks which affects user data, privacy and system integrity. Nowadays many technical solutions on URL attacks

were developed, but these approaches were either unsuccessful or unable to identify URL attacks and detect malicious code

efficiently. One of the draw-back is due to poor detection strategy and less adaptability to new URL attacks. This work outlines

research initiative focused on the prevention of URL attacks through the analyses of browser extension. Thus, the main objective

of our project is to design and develop a python-based web browser extension that focuses on identifying URL attacks by

extracting features from URL and integrating with various anti-virus tools. The extension combines rule-based analyses of

feature extraction technique with external anti-virus services and tools to enhance the accuracy of URL attacks identification.

Index Terms- Browser extension, URL attack identification, Anti-virus integration, URL based features, Rule-Based analysis,

Safety status.

I. INTRODUCTION

The widely spread of internet in our daily lives has bought
many opportunities in terms of communication, information
sharing and collaboration. This connectedness has also brought
a rise in threat landscape with cybercriminals using
sophisticated techniques to exploit users. One such exploit is
through malicious URL’s that, when accessed, can exploit user
privacy data and overall system security. Malicious URL’s can
be used to launch attacks, ranging from phishing and malware
distribution. As user navigate through vast expenses of internet,
the ability to identify harmful URL is paramount in
safeguarding their digital assets. Traditional methods of URL
analysis often fall short in providing real-time, accurate
assessment of safety of given URL’s. A cyber-attack involves
stealing and destroying information using Internet technology.
Cyber attackers can gain personal benefit by stealing users'
passwords, causing network disruptions, and creating a harmful
threat. To make things safer and better for users, this talks about
a tool that can automatically find and stop these internet attacks.
To protect privacy and enhance user experience, we designed a
tool that automatically detects web attacks [1]. Understanding
the cyber security for individuals and businesses in the face of
rising cyber threats became an integral part.

Focusing on practical usability, the study explores various
methods for predicting and detecting cyber threats, presenting
findings in an accessible format. It covers the anatomy of

cyber-attacks, detailing stages such as reconnaissance and
unauthorized access [3].

Number of Malicious URLS

Exhibit 1: Malicious URLS from 2021 to 2022 has increased by 61%, equating to 255M phishing
attacks detected in 2022

Fig.1 Malicious URL Attacks [2022]

Fig.2 Different Malware attacks [2022-2023]
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This paper provides feature rule-based extension for the
identification of malicious or safe URLs, complemented by
antivirus integration. This comprehensive approach aims to
enhance the accuracy and efficiency of URL classification,
offering a multi-layered defense against cyber threats.

Additionally, it delves into specific classifications from
renowned antivirus solutions such as Bitdefender, Dr.Web,
Force point Threat Seeker, Sophos, Xcitium Verdict Cloud, and
alphaMountain.ai

Cyber criminals use deceptive strategies such as phishing,
malware distribution, and social engineering to exploit the
vulnerabilities of users.

Traditional methods of URL detection often fall short in
addressing the dynamic nature of cyber threats. Hence, there
arises a demand for innovative solutions that combine rule-
based features with advanced technologies like antivirus
integration to provide the defense against evolving cyber
threats.

The proposed feature rule-based extension represents a system
designed to analyze URLs based on a set of predefined rules.
These rules encompass various aspects of URL attributes,
including Domain name, sub-domain name, port number, path
parameter, query parameter, fragment, host-based
characteristics, content analysis, and reputation-based metrics.

The incorporation of lexical features involves parsing the URL
string for specific patterns, symbols, or anomalies that may
indicate malicious intent. Host-based features examine details
related to the web server, IP address, and domain information,
providing additional context for classification.

To support the feature rule-based extension, antivirus
capabilities are integrated, offering an additional layer of
defense. Use databases from reputable antivirus providers, the
system cross-verifies URLs against known malicious
signatures and patterns.

This integration ensures real-time protection, preventing access
to URLs associated with previously identified malware,
enhancing overall security. The document concludes with an
analysis of the URL's safety based on reports from various
antivirus solutions. Each antivirus source predicts, ranging
from "clean" to "suspicious" or "unrated," is outlined, offering
a holistic view of the URL's security status.

The document provides the final URL and its associated safety
percentage. In the provided example, the URL leads to
Wikipedia, classified as 100% safe. This comprehensive
approach to URL identification, featuring a rule-based
extension with antivirus integration, offers an effective defense
against the diverse landscape of cyber threats.

II. RELATED WORK

T.Jaya Lakshmi, Lohith Ranganadha Reddy Kandula, and
Kalavathi Alla. Rohit Chivukula. Their collective work delves
into the world of cyber security, discussing the growing
dependence on internet technology and the associated
vulnerabilities. [4] details the costs and impacts of cyber
security, identifies the origins of security vulnerabilities, and
outlines preventive measures for common cyber-attacks.

A specific focus on the Mirai botnet case study highlights the
importance of securing Internet of Things devices. The authors
conclude by addressing current challenges in cyber security and
proposing future research directions, emphasizing security
analytics, and exploring blockchain technology solutions.

Ajeet Kumar Sharma, Dr. Rakesh Kr. Galav, and Bhisham
Sharma worked on [3] exploring various cyber-attacks,
emphasizing the importance of cyber security in our
interconnected digital world. [3] focuses on methods and
approaches for predicting and detecting cyber threats,
particularly highlighting the practical usability of these
approaches.

The authors present a structured tabular form summarizing
current research in the field, facilitating future researchers in
their work. The survey concludes by addressing the limitations
of existing research and suggesting potential directions for
future studies in cyber security.

Saleem Raja A, Madhubala R, Shaheetha L, Arulkumar N,
Rajesh N. The authors address the increasing cyber threats,
emphasizing the prevalence of malicious URLs as a common
method employed by cybercriminals, particularly during the
COVID-19 pandemic. They delve into various detection
techniques, including blacklisting, rules-based, machine
learning, and deep learning approaches, providing an overview
of features used for classification and performance metrics.[7]
aims to contribute to the field of cyber security by summarizing
existing research and encouraging innovative solutions for
detecting malicious URLs.

M. Amir Syafiq Rahmat Rose, Nurzi Juana Mohd Zaizi,
Nurlida Basir, Madihah Mohd Saudi, and Nur Fatin Nabila
Rafie Heng [2]. with a focus on URL-based web characteristics,
utilizing a dataset from sources they have implemented chrome
extension.

This extension offers real-time phishing detection and warnings
to users, contributing to the proactive mitigation of phishing
attacks by accurately identifying malicious URLs and
providing timely alerts to users, thus enhancing cyber security
measures.
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III. PROPOSED WORK

1. Block Diagram

Fig.3 Block diagram of proposed work
2. Methodology

Defining Features for URL Identification

To build the defense against malicious URL’s, our extension
employs a sophisticated feature-based analysis. We identify key
parameters such as, schema, Domain name, subdomain, port,
path of the file, parameters, query parameters, fragments, and
the presence of any special characters.

Choosing a Browser Extension framework

A browser extension is being developed as a solution, which is
compatible with popular platforms such as Chrome, Firefox.
Utilizing the flexibility and accessibility of these frameworks,
users can easily integrate the extension into their existing
browser environment.

Implementing Feature-based Analysis

The core functionality of our extension is to analyze the URL’s
based on predefined features using pre-defined features. Using
these features, we extract pertinent information from URL’s
allowing the extension to make informed decisions regarding
the safety of given web address.

Integrating Antivirus Engine

Our extension incorporated anti-virus engines such as Bit
Defender, Bkav, Block List, Dr. Web, G-Data, Google Safe
browsing, K7 Antivirus, Quick Heal and 90 more antiviruses.

Anti-viruses are software used to prevent, scan, detect and
delete viruses from computer. Such anti-viruses are integrated
with our extension.

Unlike these anti-viruses, our extension performs an additional
layer of analysis of URL’s. These anti-viruses read the web
address and decides whether it is clean or suspicious.

User Interface

We have designed a user-friendly interface for the browser
extension, including a pop-up for displaying result to the user.
Creating a user-friendly interface is essential part for ensuring
that user can easily interact with our extension and understand
the information it provides.

Result section
Extension indicates whether the accessed URL is safe or
malicious.
Use color coding
Green for safe.
Red for malicious.
Extension provides brief description of the URL
URL Category
URL content-type
Last Final URL
Safe percentage

3. Hardware and Software Requirement

Hardware Requirements

Sufficient CPU power: Multi-core processors with high clock
speeds.

Adequate RAM: The amount of RAM will depend on the size
of the URL database and the concurrent requests.

Storage: Fast and reliable storage for storing the URL database
and logs.

Software Requirements
Operating System: Windows Server
Web Server: Apache
Programming Language:
Backend-Python Flask framework
Frontend-Html, CSS, JavaScript
Antivirus Integration: Integrate with a reputable antivirus
solution, This involves using APIs provided by antivirus
vendors to scan URLs for malware.

IV. RESULTS AND DISCUSSIONS

Fig.4 categories Block
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Fig.7 last Analysis Results Block

The output of the browser extension is shown in the figures
2,3&A4.

User inputs URL into the browser extension, the browser
captures the input URL. Extension extracts the features from
the URL and utilizes the API’s or services provided by the anti-
virus solutions.

URL sends request to the respected services associated with the
anti-viruses to decide the type or category of the content
associated with the URL as shown in the categories block.

The crowd-sourced context block provides information about
domain’s characteristics and severity level associated with the
domain, source, title. Last analysis result block displays results
from various anti-virus sources regarding the analyzed URL
and classify the URL as clean or suspicious.

—
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Fig.9 Safe Percentage Block

The last Final URL Block indicates the final URL after
analysis. If you have a bitly link or a shortened URL and want
to know the original destination, this block provides complete
URL of a website.

The safe Percentage Block provides safe percentage of
analyzed URL, based on rule-based feature extraction and
information from various anti-virus sources, extension decides
URL’s safety percentage.

V. CONCLUSION

The feature-based browser extension for URL attack
identification with anti-virus integration presents a significance
method towards ever evolving landscape of URL based attacks.
This research presents a unique approach, utilizing feature
extraction and seamless integration with antivirus tools to
deliver real-time analysis of URL attack identification. By
leveraging features, rules and external anti-virus services this
extension provides effective defense against URL based
attacks. The extension not only improves the security but also
helps users to get insights into the URL safety and safe web
browsing.
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