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Abstract-Cybersecurity has become a continuous lifecycle event that every business owner must consider before setting up a
firm. As a result, the strength of an organization is as good as the ability of an organization to protect its intellectual
properties. As the threats are becoming rampant and complex, the measures to curb their spread can also be complex and
sophisticated. The past and projected economic consequences of the crime are very huge and devastating. This paper x-rays
some of the reported cybercrimes across the globe and the proposed economic worth of future occurrences. To minimize the
effect and avert economic instability, this paper discusses a Layered security framework and why it is better than a single-

layered framework either for On-premises or Cloud-based security solution platforms.
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I. INTRODUCTION

In partnership with McAfee, the Center for Strategic and
International  Studies (CSIS) published a report
(Economic Impact of CybercrimeNo Slowing Down) in
Feb. 2018 which affirmed that nearly $600 billion, that’s
almost a percent of global GDP, is lost to cybercrime each
year. The report attributed the increasing trend to the
unimagine prowess exhibited by cyber criminals in
adopting new technologies from their hidden ‘dark web’.
The criminal activities in cyberspace are so much wide-
ranging to point it accounts for almost two-thirds of
global crimes nowadays. This fact is evidenced in a
statement of one senior British official who was reported
to have lamented that half of all reported crime in the UK
is cyber-related. These phenomenal impacts of
cybercrimes and their consequential effects on our
cyberspace motivate this research work.

Several organizations today are used to the use of just
antivirus solutions and basic firewalls. It may be a result
of a lack of adequate resources to procure a raft of
solutions and personnel that will run them. It may even
be that the organization never tries any other measure
than old ones. In this modern day, no organization should
see cybersecurity as a one-and-done job. It is a continual
process involving monitoring, threat hunting, and training
of cyber-staffers.As the level of our technology
composition becomes robust with the advent of some
other features, Machine learning, Cognitive computing,
Robotics, Neural network, Deepfake, Computer vision,
and Expert system, human is engulfed in diverse
philosophies as to what is adequate as a measure to

protect the expansion of not only an organization but the
whole world from cyberattacks. As a result, cyber-
Security has become an integral part of information
technology. The protection of information is now the
biggest headache of today’s organizations.

The threat of cyber security also known as the cyber
threat has become a common phenomenon that every
organization as well as governments at all levels consider
most critical nowadays. The tide is on the rise. A greater
part of organizational and government spending has never
materialized due to this hydra-headed monster. No one is
spared. It is delusional for anyone to believe single-layer
technology (a single act of software) innovation can make
an organization all-time secure. This is empirically
believed to be untrue as pointed out by a “Certified
Ethical Hacker and Mindsight’s own Security Solutions
Architect” - Mishaal Khan says: “You can never secure
yourself 100% from anything. Even | cannot help you be
100% secure or 100% private.” It is on this basis that this
study is conceived. What security architecture is better to
safeguard an organization — multi-layer or single-layer?

Security and Privacy of the data have become the topmost
security measure that every organization considers
important if it wants to remain stronger in the business.
The evolution of information technologies in recent years
has led to a global digital transformation across various
organizations and governments. No iota of doubt,
information today is being managed electronically. As a
result, the process is prone to several threats. Thus, the
system must be insulated maximally against these threats.

This work vividly explains what layered security defense
entails and why it is better than single-layer security
measures. The paper discusses the likely security gaps
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inherent in a single-layered security framework in an
organization. The framework is adaptable to any system;
be it individual firms, private firms, corporate firms, or
even government systems. The process allows a cyber-
ecosystem that is sustainable anywhere in the world. The
other sections of this work are as follows; Section Two
centers on Related literature. Section Three discusses
Global Cybersecurity Statistics, Section Four discusses
On-Premises and cloud-Based Security Solutions, Section
Five delves deeper into why layered (or Multi-layered)
security architecture proves to be the better option over
other  measures, Section Six  gives  some
Recommendations to governments and organizations,
Section Concludes the paper while Section 8 comprises of
all reference materials contacted on the subject matter.

Il. RELATED LITERATURE

The complexity being experienced in the field of data
management by organizations has forced every
organization to be cybersecurity conscious. In the present
day, Cybersecurity is the most concerning matter for
every organization as cyber threats and attacks are
overgrowing. The role of the internet in our day-to-day
activities cannot be underestimated. The process has made
communication  easier across the globe. The
interconnected world goals are achieved through the
internet  coupled  with  other internet-dependent
innovations. According to Tan et al. (2021), the
population of internet users is today over three (3) billion.
Judge et al. (2021) added that apart from connecting the
whole world, the internet also provides employment
opportunities  for  many. In  explaining the
interconnectivity between security measures put in place
and the essence of the organization, Robson et al., (2014)
detailed that Information security must support business
aims and objectives by curtailing dangers and evolving
trust. A single-solution framework has been proven to be
unreliable as it is believed to leave the network vulnerable
to attacks from hackers. NIST Cybersecurity Framework
(2020) advocates the use of multiple security layers that
does not leave loopholes for attacks.

1. Cyber Attacks:

A popular saying that “assessing an enemy’s strength
before striking a blow is wisdom” shall be employed in
this section. Let us look at various types of threat
landscapes that an average organization is exposed to
before discussing the appropriate measures to guide
against them. Cybersecurity, according to Cybersecurity
and Infrastructure Security Agency (CISA), is “the art of
protecting networks, devices, and data from unauthorized
access or criminal use, and the practice of ensuring
confidentiality, integrity, and availability of information.”
This act of protection is considered effective when
cyberspace is secure, reliable, and flexible. The main
essence is to avert attacks on organizations’ frameworks.
Nowadays, the main essence had been extended to cover
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prevention, detection,response, and recovery. Empirically,
cybersecurity professionals had proven beyond doubt that
it is impossible to avert all attacks; but measures can be
put in place to detect and prevent seizures (Leiva, 2015;
ITU, 2018; Watson, 2019).A cyberattack is any offensive
maneuver that targets computer information systems,
computer networks, infrastructures, or personal computer
devices. This is an attack, via cyberspace, targeting an
enterprise’s use of cyberspace to disrupt, disable, destroy,
or maliciously controlling a computing
environment/infrastructure; destroy the integrity of the
data, or steal controlled information.

Dilanian (2013) asserted that cyberattacks were
considered a bigger threat than Al Qaeda in the United
States. A cyber-attack is a manipulation of computer
systems and networks. It is not a strategy, but rather a
tactic employed among several others toward the
attainment of a broader strategy. The aim and target of a
cyber attacker could be for personal delight, political
revolution, intellectual property theft, terrorism, or even
international war. It involves the use of malicious code to
adjust computer code, logic, or data and leads to
cybercrimes, such as identity theft and information.

For simplicity, cyber-attacks can be classified as follows.

2. Web-based attacks:
These involve all the attacks which occur on a website.
Below are some of the most common web-based attacks.

3. Injection attacks

This attack comes in various forms but the most common
one is SQL injection which communicates with the
database, code injection which happens when an attacker,
Cross-Site  Scripting (XSS) which happens when the
attacker injects an arbitrary script into a legitimate web
application to perpetuate a criminal act. If the systems are
unable to clean this unwanted information before it is
submitted into the database, the destructive code can
change, delete, or even reveal the data contents in the
system to the attacker. A perfect example is Stuxnet, a
worm that was used back in 2010 by US intelligence to
interrupt lIranian Natanz uranium enrichment facility
activities by burning out numerous centrifuges. It is
amongst the most dangerous and oldest attacks aimed at
web applications.

3. DNS Spoofing

DNS (Domain Name Service) spoofing is the process of
poisoning entries on a DNS server to redirect a targeted
user to a malicious website that resembles its intended
destination under the control of the attacker. This mostly
occurs in public Wi-Fi environments. It can as well occur
anywhere. The hacker uses a malicious site that looks like
the original website a user knows to give the hacker a
perfect phishing scenario to collect sensitive data such as
passwords, credit card pins, bank details, contact
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information, geographic data, and some other personal
identity information (PII)

4. Session Hijacking

Transport Control Protocol (TCP) session hijacking,
sometimes also known as cookie hijacking, is the
exploitation of a valid computer session—sometimes also
called a session key—to gain unauthorized access to
information or services in a computer system. In contrast,
Anastasios Arampatzis (2021) defines session Hijacking
as a method of taking over a web user session using
source-routed IP packets to intercept an ongoing
communication between two nodes on a network through
an inserted commands and pretend to the authorized user.
Once the user's session ID has been accessed, the attacker
can undetectably operate as that user and do anything the
user is authorized to do on the network. In this type of
attack, the hacker does not need to authenticate the server;
he/she gains access to the server directly unhindered. If
the communication session remains active, the
authentication remains intact throughout the session.

5. Phishing

This is a cybercrime where a hacker tricks an individual
using malicious software, email, telephone, or text
message to reveal sensitive information needed by the
attacker to carry out his action. This attack has become
sophisticated over time, more than ninety percent of a
data breach in an organization starts with spear phishing.
According to Akarshita et al., (2019), this attack can
occur in four different ways.

a) Deceptive Phishing

b) Spear Phishing

¢) Whaling Phishing

d) Pharming Phishing

It was reported by the US Department of Homeland
Security about the breach of the US power grid which was
orchestrated by a Russian attacker by infiltrating some
supplier companies through phishing methods.

6. Cyberstalking

According to (Kobets&Krasnova, 2018; Nobles et al.,
2014), the definition of cyberstalking is, is ad Infinitum.
However, cyberstalking is known to be a means of using
the internet by some set of people to intimidate their
target with defamation, slander, blackmail, identity theft,
threats, solicitation for sex, monitoring, vandalism, and
slandering. In October 2016, Uber’s database was
breached by an attacker who stole more than 57 million
customers’ personal information. Uber paid the attacker
sum of $100,000 to cover up the attack and delete the
data. This incident and a couple of others remain one of
the reasons cyberstalking is a big threat.

7.Brute force

It is a type of attack that uses a trial-and-error method. In
this type of attack, the hacker uses a ‘trial and error
approach to gain access to the location of data of the
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victim(s). It may be guessing passwords or just the login
details of the victim(s). There are several types: Simple
brute force attack, Dictionary attack, Hybrid brute force
attack, Reverse Brute force attack, and Credential
Stuffing. Cybercriminalsuse this method to de-encrypt
data from an organization’s network.

8. Denial of Service

Under this attack, the attacker makes the network
temporarily unavailable to the users. During that time, the
attacker steals the needed information. This is done by
trafficking the user with unnecessary information that
may eventually lead to the crashing of the network or
server. It mostly uses just a single system and just a single
internet connection to attack the user’s server. This can be
classified into -

e Volume-based DDoS attacks: This is targeting the
bandwidth of the user’s server. This happens when there
is a bunch of small requests for the server to respond to
at a time and mostly cause the crashing or instability of
the server.

¢ Protocol attacks- this involves exhausting the resources
of a server It consumes actual server resources,
measured in packets.

e Application layer attacks- Involves gaining unauthorized
access to an organization server via a vulnerability of
software.

e vii) Dictionary Attacks

This type of attack stored the list of commonly used
passwords and validated them to get the original
password.

9. URL Hijacking

It is a type of attack where the attacker changes certain
parts of a URL and makes a web server deliver web pages
for which he is not authorized to browse. That is Domain
address is deliberately misspelled and this misspelled
domain is registered legally. This is sometimes called
typosquatting.

10. File Inclusion attacks

It is a type of attack that allows an attacker to access
unauthorized or essential files which is available on the
web server or to execute malicious files on the web server
by making use of the included functionality.

11. Man-in-the-middle attacks

Itis a type of attack that allows an attacker to intercept the

connection between the client and server and acts as a

bridge between them. Due to this, an attacker will be able

to read, insert and modify the data in the intercepted

connection.Thomas A Johnson’s book, Cyber-Security:

Protecting Critical Infrastructure from cyber-attack and

cyber warfare, discusses various cybersecurity threats

landscapes as follows.

1.Traditional Threat (TT): This includes

e Worm: Here, the attacker develops a stand-alone
malware that can replicate itself and attack the network
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by using up the network bandwidth until it reaches the
vector and exfiltrates the target data.

e Trojan: Here, a malicious program masquerading as a
normal application (like a game app, social medial app,
etc.) infiltrates the system and destroy/damage the files
on the system.

e Computer Virus: Here, malicious codes are introduced
into the system to damage intellectual property and
spread the effect like a virus.

e Spyware: Here, a malicious program secretly gathers
information about the user for advertising known as
adware.

Botnet: Here, it involves a group of internet-connected

malware-compromised computers to launch a denial-of-

service attack on the victims.

(2) Social Engineering Threat: This involves popular but

dangerous threats such as Phishing, Spear-Phishing,

Whaling, and Bailing.

(3) Structured Query Language (SQL) Injection and

Buffer Overflow

a. SQL: Here, through a web-based application, the

database of the victim is attacked, and critical /valuable

assets such as passwords, credit card numbers, etc., are
discovered and exfiltrated.

b. Buffer Overflow: Here, the attacker introduces more

data than necessary into the memory buffer than its

capacity. This will cause the spilling of valuable
information into the adjacent memory. This may cause
malfunction or crashing of the system.

(4) Next generation Threat (NGT): These are:

a. Polymorphic Threat (PT): This is a collection of

constantly changing threats (i.e., morphs) such as Trojans,

worms, or spyware.

b. Blended Threat (BT): Here, the attacker uses multiple

attack vectors to inflict damages on the victim’s system.

c. Zero-Day Attack (ZDA): Here, the attacker launches an

attack on the application within the system before its “day

zero” of public awareness of the vulnerability.

d. Advanced Persistent Threat (APT): In this type of

attack, the attacker covertly gets connected to the system

without the knowledge of the victim for a long time to
monitor the series of activities on the system and steal
information when needed without damaging the system.

APT is designed to steal high-valued information from an

organization.

I11.GLOBAL CYBERSECURITY

STATISTICS
It is a known fact that our world is digitally more
connected than ever before. As a result, the hackers take
advantage of this opportunity to explore the weaknesses
in the process. The economic and social impact of this
Monster is extremely damaging to governments,
businesses, and individuals  globally.  These
cybercriminals are increasingly becoming organized and
coordinated in their attacks on governments, businesses,
and individuals globally.According to Steve Morgan and
Sausalito (2022) and Cyber Threat and Trends Report,
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Worldwide cybercrime damages are predicted to cost
$10.5 trillion annually by 2025. As of 2021, the global
annual cost of cybercrime damages is estimated to be $6
trillion. Cybercrime cost has been estimated to be worth
1% of the global Gross Domestic Product — GDP. It is
estimated that cumulatively between 2021 and 2025, the
global cybersecurity expenditure will exceed $1.75
trillion.

Moreover, it has been reported that an average of 71.1
million individuals fall victim to cybercrime annually and
the top among such crimes are Phishing, Extortion,
identity theft, personal data breach, and non-payment .

In addition, Global Market Insights (GMI) predicts that
the cybersecurity market shall grow to $300 billion by
2024. It has also been confirmed that small businesses
are being attached the most. As a result, they are
considered “Lucrative Targets” to the attackers. Juniper
Research attributed the cause of these constant attacks to
a meager expenditure of less than $500 been spent by
small businesses.

In contrast, Allianz Global Corporate and Specialty
reports that the cyber insurance Market will hit $20
billion by 2025. Also on this note, Cybercrime Magazine
is reported to have hinted to companies against
ransomware attacks as companies are predicted to be
attacked every 14 seconds. This stance was supported by
a University of Maryland report that cyberattacks on
companies will occur every 39 seconds. On the same
matter, Statista reports that 37% of global cyberattacks
are perpetrated towards businesses and KnowBe4 adds
that over 90% of successful attacks against businesses
come from Phishing. Juniper Research has it that the
United States stands the risk of being the target of 50% of
global cyber-attacks in the next five years. The CPO
Magazine claims that just 10% of cybercrimes are being
reported.

1. Cybersecurity Charts

Cybersecurity Market Statistics (SBillion)

$6,000.00

2020)

Fig. 1. Cybersecurity Market Statistics($Billion).

Source: Baker Hostetler, 2020
Source: Hiscox, 2020
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European Countries With Biggest Cybersecurity Expenditures
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Fig. 2.List Of European Countries with Biggest
Cybersecurity Expenditures ($Billion).

Most Common Cyberattacks Experienced by US Companies

System misconfiguration - 5%
Stolen/lost device or records - 8%

Inadvertent disclosure - 12%

Fig. 4.Most Common Cyberattacks Experienced by US
Companies.
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Fig. 3.Top Cybersecurity Roles Global Companies are
looking for in 2021.
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The Most Cyber-Secure Countries in the World
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Fig. 5. The Most Cyber-Secure Countries in The World.

Going by the above facts and figures, there is a need for
urgent and deliberate action plans to curb the tide of ever-
growing cases of cyber insecurity across the globe. At this
juncture, it is safe and appropriate to look at the layered
security framework and why it is better to curb the tide of
cyber insecurity.

IV. ON-PREMISES AND CLOUD-BASED
SECURITY SOLUTIONS

One critical decision that every organization needs to
intelligently decide when thinking of the protection of its
data system is located. In taking such a decision, every
organization is enjoined to involve the service of an
experienced Managed Service Provider (MSP) to educate
the organization in choosing the right choice. Majorly,
two solutions are popular: namely (I) On- Premises
Solution and (11) Cloud-Based Solution.

1. On-Premises:

In this type of security solution, the software, hardware,
servers, backups, and Enterprise Resource Planning —
ERP, security framework, etc.) are warehouses in a
specific enclave/building. The security framework
included may be single-layered or multi-layered. The
organization would have to employ the service of an IT
guru/specialist to be managing the security architecture of
the organization. The strength of the security framework
depends largely on the capacity of the employed IT
specialist. Hence, the IT specialist must be abreast of
happenings in the cyber world across the globe. One
major weakness of this cyber solution is the recovery of
an organization after a major natural disaster like an
inferno.

2. Cloud-Based Solution (CBS)

In the cloud — base solutions, organizational critical
information is kept in a cloud-based infrastructure,
platform, and application. To efficiently achieve this, the
services of a firm or experienced individual(s) who
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specialize in the Service of Cloud Provider (SCP) will be
needed. The provider ensures constant internet connection
to host the Services of an organization — the client. CBS
helps organizations in the recovery of any data loss,
storage, and network protection against cyberattacks, etc.
Depending on the choice, size, and financial capability of
an organization, either of the security solutions can be
adopted. The two security solutions can be layered but
CBS is the most efficient.

V. WHY LAYERED (OR MULTI-
LAYERED) SECURITY ECOSYSTEM

This is an age where no two cyber threats are exactly
alike. As a result, we must accept the fact that the cyber
security measures are as many as various series of threats
to our data. However, we must acknowledge also that an
array of security tools may not be sufficient to completely
protect an organization from any form of cyberattack.
When it comes to technology and tooling, the first thing
that comes to mind is cyber security’s one-layer approach.
this can further be explained as having variegated standby
security measures to secure various pathways. e.g., web
application firewall being deployed, utilizing encryption
tools for email gateway, and protecting the endpoints,
rather than adopting the archaic practice of perimeter
defense common in our today's organization.

Professionally, layered security means a system of
security where every component of the security
framework is protected in a coordinated manner so that
the operation of an organization is difficult to infringe
upon by unauthorized people. Just like an onion, every
layer serves as a protective envelope to the operation of
an organization. Even if a hacker manages to infiltrate one
layer of security, all the data and resources inside the
network remain safely guarded by the other layers of
security which are in place”.

In a layered security framework, multiple components are
put into use to protect the whole operations of an
organization. It is a collection of technologically driven
in-depth measures integrated into the organization’s
system that hinders, slows, or delays any likely threat
from an attacker. It is essential since just one
cybersecurity measure cannot guarantee the full
protection of data in an organization against all cyber
threats in these days of ever-evolving threats and viruses.
In this system of cyber threat prevention, an individual
layer of the cybersecurity plan is designed to be able to
counter any likely flaw or threat from unauthorized
sources.

Only a layered security ecosystem is in line with the
cybersecurity framework recommended by the National
Institute of Standards and Technology (NIST). NIST has
five basic functions. These are Identify, Protect, Detect,
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Respond, and Recover. The NIST framework helps an
organization design its security architecture in such a way
that it will be able to identify a threat and protect the
system against the identified threat. Where the
cybercriminal has been able to breach the system, the
security framework should be able to position the
organization for the best possible result when Responding
and Recovering from the attack. Thus, NIS synergizes the
strategies and the best-known industrial ethics to help
organizations manage and understand their cybersecurity
risks.

However, maintaining total compliance with standards
cannot guarantee the security of a system, rather, there is
the need to go far -far beyond the known best practices
and norms. As of today, no known ‘almighty’ measure
has ever been designed or developed to protect a system
permanently.

THE HUMAN LAYER

PERIMETER SECURITY

NETWORK SECURITY

Fig. 6.The Seven Layers of Cybersecurity.

1.Layer Security Framework

In a layered security framework, the foundational
component is perimeter defense, which involves the
prevention of malicious traffic from ever reaching the
network. Perimeter defense begins with a firewall, which
can be implemented using software, a hardware
appliance, or a cloud-based solution.

2. Cyber Security Fundamentals

Effective and efficient cybersecurity diminishes the risk
of cyber-attacks and consequently protects organizations
as well as people within the organization from the
unauthorized manipulation of systems, the network itself
together with the technologies. A very strong
cybersecurity framework is roughly based on three key
terms:  people, processes, and technology.These
fundamental principles are the building blocks of security
and will help the organization to develop a strong
foundation in security. Confidentiality, Integrity, and
Availability (CIA) are the driving forces behind
Information Security.

To enhance the security of an organization viz-a-viz data
management, cybersecurity should be layered; it is not
expected to be a single piece of technology that
organization security will depend on. This ensures
comprehensive protection. In essence, the security
framework  prevents any  observable  security
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compromise/weakness in one layer to extend to others due
to different security plans in place. Thus, every
organization ought to understand what a layered security
architect is all about. Here is a brief of what each layer
contains.

1. Mission-Critical Assets

This is a collection of vital properties (such as application
software, gadget, database, etc.) upon which the smooth
running of a business enterprise or organization rests. The
absence of them will spell doom for an organization or a
business entity. Such critical assets ought to be protected.
To achieve this, the security architecture of an
organization should be built in layers with each
performing a specific/unique protection role.

2. Data Security

Data security: This is the enhanced protection mechanism
put in place to protect the integrity of the data during
storage or transfer. This may be in terms of developing
codes or passwords to protect the data. Data security
mainly includes data confidentiality, availability, and
integrity. This is so because data is the backbone of any
organization. Sophisticated security measures should be
in place to protect the sanctity (i.e., confidentiality,
availability, and integrity) of the data. Such measures
include encryption of data using an Intrusion Detection
System (IDS) and Intrusion Prevention System (IPS) to
alert and prevent any attack on the stored data. Also, the
paths through which the data are being transmitted should
be credible and made immune to attacks. For instance,
data shared on encrypted Hypertext Transfer Protocol
(HTTP) are saved. The encrypted HTTP (i.e., HTTPS)
uses TLS. HTTPS is a secure form of HTTP. HTTPS
encrypts HTTP requests as well as responses. If
information is intercepted on HTTPS, the attacker only
sees a set of unmeaningful strings of characters.

3. Endpoint Security

Endpoint security is also called endpoint protection. It is
the protection of computer networks that are remotely
connected to user devices. The larger system allows for
common access to files, the internet, and software. A user
accesses a network via a connection to an endpoint,
(person or remotely). Depending on the arrangement of
the system, they will then have access to part or all of the
network. An organization system or network connects
various endpoints. This includes connecting a computer to
a printer and the internet, database, intranets, and/or
extranet. The susceptibilities of endpoints appear endless.
The setup makes it easy for the compromised endpoint(s)
to easily penetrate the organization set up to steal desired
information needed. Yue Shi (2018) confirmed that 70%
of successful corporate exploits target endpoints, rather
than servers or other internal infrastructures.

Endpoint protection platforms (EPP) can verify files as
they enter the network. There are versions of EPP that can
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leverage on strength of the cloud to manage and free the
endpoint database of an ever-increasing database of cyber
threats. This assesses the data easy and faster. Installation
of EPP helps to promptly detect any malware as well as
any other cyber threats. An Endpoint Detection and
Response (EDR) component can detect zero-day attacks,
file-less malware, and polymorphic attacks. There are
versions of EPP that are compatible with an on-premises
solution and cloud-based solutions.

Application Security
B N7 ‘
> «, |
e Tk ‘
Application Internet Agzlcilf:tti;" Apglircvi:im

* atatus

Fig. 7. Application Security.

4. Application Security

This is a security measure designed to prevent data theft
within the application. This security measure is
implemented at the application design and development
level. So, at the level of application deployment, the
security is already embedded.Application security is
increasingly becoming necessary nowadays in that
applications are hosted on the internet and vulnerabilities
of these applications to threats are as well increasing. The
application security can detect weaknesses at the
application level and appropriate solutions can be
proffered. This is because of various features embedded
in the configuration such as logging, authentication,
encryption, and authorization.

5. Network Security (NS)

This is a security measure where the networking
infrastructure  is  protected from  unauthorized
misuse/access even modification through the adoption of
some policies or processes which make it extremely
difficult for an intruder(s) to gain access. This requires a
continuous update of the process and the system in
general for necessary security patches as well as
encryption. This may be informed of disabling unused
system interfaces to further safeguard against any possible
threats.

NS is critical in shielding the data and information of the
clients. It keeps shared data in a secure database and
ensures easy and reliable access to the internet/network by
protecting it against cyber threats For instance, Firewalls
manage both the incoming and outcoming network
traffics following the laid down rules and regulations. For
instance, Next Generation Firewall focuses on blockage
of all application-layer — attacks, and malware.
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6. Perimeter Security

This is a security measure where a network of an
organization is protected against attackers or intruders via
the installation of surveillance detection, pattern analysis,
designing of firewalls, threat recognition, and effective
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based type. Any organization that has the capacity
should adopt a Cloud-Based Solution to be immune from
cyber criminals.

VIl. CONCLUSION

response. Today, cybersecurity has become a scary monster that the

global economy must be immune against. The colossal

Full Network sum of money has been estimated to be gulped by this

Perimeter

economic threat in the next few years to come, if not
checked. Empirical evidence is around to support the
havoc already caused by cybercriminals around the
World. To avert this impending calamity, efforts have
been made to sensitize the likely ‘Targets’ of this heinous

e R S )\ act ahead of its manifestation. Every organization
ﬂ (Business, Corporate or Private) has been encouraged to
1DS/PS \‘

adopt either On-Premises or Cloud-Based Solutions. In

oo QLA Local Area Network addition, the organization has equally been exposed to the

! W/VPN Client

Fig. 8.Fulll Network Perimeter.

Source: https://digital.com/best-vpn-services/what-is-
perimeter-security-architecture/ The perimeter security
framework has the following components: Firewall,
Intrusion Prevention System (IPS), Intrusion Detection
System (IDS), DMZ, and Virtual Private Network (VPN).

7. The Human Layer L

Under this security control, the organization puts in place
measures that automatically detect and prevent likely
people—oriented security attacks. In this control measure,

a unique security identity is developed for every member

of the organization. Regular update is done to this control 2.
to prevent compromise from within and outside intruders.
Majorly, this layer turns the human elements of an
organization into security assets. This is based on the use

of intelligent technology to help a man make the wisest
decision when alerted on infringement on the network 3.
framework illegally.

RECOMMENDATIONS

e To Governments The government of every nation should
see cybercrime as a great economic challenge that
requires concerted efforts of all stakeholders. The cyber
environment should be protected with Laws and
legislation that will make it impossible for g
cybercriminals to thrive. Law enforcement agents should
be supported to be able to confront the situation no
matter the level of sophistication.

e The capacity of our security agencies should be ¢
enhanced to be able to manage the existing cyber risks.
There must be collaboration among the agencies to be
able to identify, assess, track, and manage various cyber
threats emerging across the globe. 7.

e To Organization: Every organization should ensure it
adopts a layered security framework in setting up its
security solution. The best security solution is cloud-

danger of adopting a single-layered security framework in
either of the adopted security solution. Every organization
has been enjoined to adopt a Layered (or simply Multi-
Layered) security framework to safely guide the
important information of the firm.
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