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 Abstract - Data analysis depends on quality of input data but this increase chance of privacy break of organization or 

individual or community. So reverse mining process is applied that performs both the data privacy preserving and knowledge 

extraction. In order to improve education quality student data analysis is more sensitive and needs good set of features for 

prediction. This paper has proposed a model that extracts features from the different city schools and trains a model for grade 

prediction. Proposed model has not shared student data to any third party, instead of this random features selected by the  

genetic algorithm were used for the training of model. These features were taken in form of presence and absence of student 

activities. Experiment was done on real dataset of Maharashtra Districts School Students. Comparisons result shows that 

proposed model has improved the prediction accuracy by % as compared to similar models of privacy preserving.  
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I. INTRODUCTION 
 

The rapid evolution of big data technologies and artificial 

intelligence has a double-edged effect. On the one hand, it 

becomes more accessible and more convenient to collect, 

store, and publish massive amounts of data (e.g., image, 

text, audio), which makes incredible achievements in all 
walks of life. In the foreseeable future, big data analytics 

will continue to play a more and more significant role in 

promoting the development of the economy and society 

[1]. On the other hand, rich semantics contained within the 

exchanged or released data make it easy for attackers to 

extract and synthesize the privacy information of 

individuals [2].  

 

As a result, data protection, especially privacy protection, 

becomes daunting. It suggests that privacy preservation 

becomes an arduous job and attracts more and more 

attention from both researchers, enterprises, and decision-
makers of governments during the past decade. Therefore, 

designing a reliable privacy- preserving mechanism, 

without leading any unaccepted compromise to the 

performance of big data analytics, remains a promising 

topic during recent years [3].  

 

To tackle a series of security threats and challenges in big 

data and artificial intelligence, researchers have proposed 

many countermeasures and solutions. According to the 

data life cycle, the big data privacy-preserving 

technologies can be divided into four categories: privacy-
preserving data publication, privacy-preserving in data 

storage, privacy-preserving data mining, and privacy- 

preserving in data usage [4]. In 2000, the concept of 

privacy-preserving data mining (PPDM) was firstly 

proposed by Agrawal [5]. PPDM not only provides an 
order of magnitude enhancement in mining efficiency but 

also ensures the security of sensitive data or delicate 

patterns. On this basis, scholars have conducted various 

researches, combining privacy-preserving technologies 

with existing data mining methods, such as image 

processing, natural language processing. 

 

II. LITERATURE SURVEY 
 

In [6], authors tackle the problem of tradeoffs privacy and 

utility under the rational framework within an information-

theoretic approach as the metrics. To address the problem, 

this paper first formulate this trade-off as a minimax 

information leakage problem. Then, this paper propose a 

privacy preserving attack and defense (PPAD) game 

framework, that is, a two-person zero-sum (TPZS) game. 

Further, this paper develop an alternating optimization 

algorithm to compute the saddle point of the proposed 
PPAD game. 

 

In [7] authors proposed a privacy-preserving momentum 

federated learning considering unreliable industrial agents, 

named DetectPMFL. In DetectPMFL, this paper design a 

detection method to alleviate the adverse effect of the 

unreliable agents. In addition, the privacy issues are 

analyzed by the mathematical description, especially for 

the convolution neural network. Based on this, Cheon-

Kim-Kim-Song (CKKS) homomorphic encryption is used 

to protect the private information of the agents. 
 

In [8] authors present an efficient and privacy-preserving 

subgraph matching scheme with authentication in social 

networks. Using the proposed scheme, the cloud can 
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accomplish the subgraph matching query process without 

obtaining any sensitive information about the users. 
Additionally, this paper achieve data integrity verification 

and user authentication. Each receiver can verify if the 

received messages come from the legal sender and have 

not been tampered.  

 

In [9] authors proposes a secure storage and sharing 

scheme of student digital profile based on blockchain 

technology. With the characteristics of decentralization, 

security, credibility, and tamper-resistance of the 

blockchain, the consensus of network nodes is achieved 

through the Delegated Byzantine Fault Tolerance (DBFT) 

protocol, and the sharing of student digital profile 
information is achieved through the access control 

mechanism. The public information of educational digital 

information is preserved on the blockchain, and the 

student profiles are encrypted and stored in a database or 

cloud, which facilitates the effective storage of personal 

digital profiles and information sharing among various 

systems. 

 

In [10] a Privacy-Preserving Automated Stress Monitoring 

System, “ARU” has been designed and developed in this 

work. ARU includes unobtrusive multimodal data 
collection from multiple devices such as smartphones and 

low-cost wearable sensors. The data collected from these 

devices use multiple data modalities such as physiological, 

social, and behavioral signals to provide realtime 

diagnosis and help stressed individuals. Our work has been 

customized for Indian academic settings. An Android 

application has been built for data collection purposes and 

provides machine learning-driven insights on individuals' 

stress conditions. Well-known stress surveys such as 

Perceived Stress Scale (PSS) and Daily Stress Inventory 

(DSI) are used to validate the predictions on the data 

collected. This work will pave the way for “research in the 
wild” studies in Indian scenarios and fill in the lack of 

real-world data collection studies on rising mental health 

issues amongst the young. 

 

In [11] authors target the problem of learning from data 

held on multiple sources without explicit sharing of raw 

information. This paper assume that the learning data is 

horizontally partitioned, meaning that different records of 

data are stored on different sources. This paper focus on 

the classification problem and structured health data, 

which can be stored in spreadsheets. Propose a scalable 
privacy-preserving framework for distributed machine 

learning based on the extremely randomized trees 

algorithm, which has a linear overhead in the number of 

parties and can handle missing values. This paper refer to 

our approach as k-PPD-ERT (Privacy-Preserving 

Distributed Extremely Randomized Trees), in which k is 

the number of colluding parties in our approach. 

 

 

 

III. PROPOSED METHODOLOGY 
 

In this section proposed GRGF (Grade Recommendation 

by Genetic Features) was detailed by the flow chart shown 

in fig. 1. Detail explanation of each block is done in this 

section where various notations were list in table 1. In this 

work it was assumed that all of the distributed datasets 

have same structure and share actual data without any 

manipulation.  
Dataset Cleaning Each dataset present in different 

location/server perform few cleaning operation before 

knowledge extraction. First is removal of sensitive 

information from the data table like student name, rollno, 

contact number, school name [12, 13]. Second is 

transformation of city pincode to urban / rural class, any 

other data present in text is transformed into number. 

Student marks were transformed into grades. All features 

were transformed into 1 or 0, where 1 means student 

perform that activity and 0 means student do not perform 

this activity. 
 

SPDCleaning_Distributed_Data(SRD)----Eq. 1 

 

Generate Population 

In order to train a mathematical model input dataset should 

be optimize so that resultant model have high accuracy. In 

this work dataset for training is optimize by genetic 

algorithm [14]. Random features were select from the 

dataset by Gaussian distribution function. Each random 

feature set is term as chromosome. Collection of 

chromosome is population. 

 
GP Gaussian_population(f, p) ----Eq. 2 

 

Fitness 

Chromosome superiority in a population is depends on his 

hunting skill. Hence evaluation of this is done by fitness 

function. F is fitness value of chromosome and estimation 

was done by. 

FTrain_Test_Neural(GP, SPD) 

 

Crossover and Population Update 
Because the success of the genetic algorithm is dependent 
on changes to chromosomes, the number of random 

positions of chromosomes were modified according to 

Gaussian number. The fitness of these chromosomes was 

evaluated further, and their results were compared with 

those of their parents. If the child chromosome was found 

to have superior values, the parent was eliminated from 

the child [15]. If the maximum number of iteration steps 

has been reached at this point, the next step is to move on 

to the filter feature block; otherwise, the fitness value of 

each chromosome will be evaluated. 
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Fig. 1 Block diagram of proposed GRGF model. 

 

Termination Rule 

Following a certain number of iteration steps (fitness 

function, crossover and update), the final population is put 

through the fitness function, and the chromosome that is 

considered to be the best fit. There is a possibility that 

these chromosome element features will be set to train the 
neural network. 

Training of Neural Network 
During training, a neural network will take into 

consideration both the input training vector and the desired 

output. Adjust the value of the neuron weight vector for 

each training set by an amount equal to the number of 

epochs. The trained neural network was used in a direct 

manner for the purpose of predicting the session class of 

student grade.  

Proposed GRGF Algorithm 

Input: SRD 

Output: TNN 

1. SPDCleaning_Distributed_Data(SRD) 

2. GP Gaussian_population(f, p) 

3. TDTraining_data(WP, SPD) 

4. Loop 1:itr 

5. FFitness(WP,SPD) 

6. NPCrossover(WP, F) // New population NP 

7. GPUpdate _Population(GP, NP) 
8. EndLoop 

9. HFitness(TD, WP) 

10. Feature_setBest(H) 

11. [T G]SPD[Feature_set] 
12. NNInitialize()  

13. Loop 1:e // Number of Epoches 

      TNNTrain(NN, T, G) 

14. EndLoop 

 

V. EXPERIMENT AND RESULTS 

Implementation of this model was done on MATLAB 

2016a software. Experiment was done on machine having 

i3 6th generation processor and 4 GB RAM.  

 

Evaluation Parameters 

In order to compare proposed model with other existing 
models following set of parameters were evaluated. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

 

𝐹_𝑀𝑒𝑎𝑠𝑢𝑟𝑒 =
2 ∗ 𝑃𝑟𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

 

Results 
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Table 1. Precision value based comparison of prediction 

model. 

Testing Size Proposed Model Previous Model 

3421 0.7179 0.4607 

3491 0.7216 0.4649 

4161 0.6172 0.4374 

4526 0.6271 0.4415 

4851 0.665 0.446 

 
Table 1, shows that proposed model has improved the 

grade prediction precision value of the work. Use of 

privacy preserving techniques has secured the student 

identity, school identity. Feature selection by genetic 

algorithm has improved the work performance.   

 

Table 2. Recall value based comparison of prediction 

model. 

Testing Size Proposed Model Previous Model 

3421 0.8666 0.5561 

3491 0.8689 0.5598 

4161 0.7824 0.5545 

4526 0.7896 0.5559 

4851 0.813 0.545 

 

Table 2 shows that recall value of neural network based 

model is high as compared to decision tree based learning. 

Filtered features from the genetic algorithm has improved 
the work performance. It was found that recall value of 

proposed model was improved by 33.74% as compared to 

previous model proposed in [11].  

 

Table 3. F-Measure value based comparison of prediction 

model. 

Testing Size Proposed Model Previous Model 

3421 0.7853 0.5039 

3491 0.7884 0.508 

4161 0.69 0.4891 

4526 0.699 0.4921 

4851 0.7316 0.49 

 

Table 3, shows that proposed model has improved the 

grade prediction precision value of the work. Use of 

privacy preserving techniques has secured the student 

identity, school identity. Feature selection by genetic 

algorithm has improved the work performance.   
 

Table 4. Accuracy value based comparison of prediction 

model. 

Testing Size Proposed Model Previous Model 

3421 0.8037 0.5465 

3491 0.8064 0.5497 

4161 0.7228 0.543 

4526 0.73 0.5444 

4851 0.756 0.537 

 

Table 4 shows that recall value of neural network based 

model is high as compared to decision tree based learning. 

Filtered features from the genetic algorithm has improved 

the work performance. It was found that recall value of 
proposed model was improved by % as compared to 

previous model proposed in [11].  

 

VII. CONCLUSION 
 

Privacy of individual is important as digital world may 

cause major harm to the individuals data. Hence to 
preserve such sensitive privacy preserving mining 

algorithm come in existence. This paper has developed a 

model that preserve the privacy of the data with features as 

well. In order to increase the learning of the neural 

network proposed model adopt genetic algorithm for 

optimization. Selected features of genetic algorithm and 

neural network has increase the precision of the model by 

32.9%, f-measure by 32.78% and accuracy by 28.75% as 

compared to previous model [11]. In future scholars can 

improve the privacy by applying k-anonymity rules as 

well. 
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