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Abstract - This research focuses on current issues in online assessments, which are especially relevant during the Covid-19 

pandemic. Our focus is on academic dishonesty associated with online assessments. We investigated the prevalence of potential 

e-cheating using a case study and propose preventive measures that could be implemented. We have utilized an e-cheating 

mechanism for detecting the practices of online cheating, which is composed ResNet50 deep learning technique. The behavior 

of the students and has the ability to prevent and detect any malicious practices. It can be used to assign randomized multiple-

choice questions in a course examination and be integrated with online learning programs to monitor the behaviour of the 

students. The proposed method was tested on various data sets confirming its effectiveness. The deep neural network ResNet50 

model achieved accuracy of 95.12 percent. 
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I. INTRODUCTION 
 

ONLINE courses have become a feasible option in 

education. This platform is increasingly recognized in 

colleges and higher education institutions such as 

universities, and even implemented in elementary schools 

– for example, during the Covid-19 pandemic. However, 
the detached nature of online education raises concerns 

about the potential risks of academic dishonesty, 

particularly when students sit for exams at remote 

locations, in the absence of the disciplinary procedures 

that are typically employed at examination centers [1], 

there is exponential growth in online education, in terms 

of both student enrolment and the corporate market it 

entails. However, existing literature indicates a prevalence 

of online cheating, which involves academic dishonesty by 

both the faculty and the students [2].  

 
Although online education provides valuable learning 

opportunities for people who do not have access to 

traditional quality education due to time or physical 

constraints, its credibility may be compromised if issues of 

academic dishonesty are not resolved. Although online 

courses have increasingly gained momentum during the 

Covid-19 pandemic, they should not be established as an 

accepted mode of education without due diligence in the 

event of a possible resurgence of the pandemic. For 

instance, the detached nature of online courses has raised 

significant concerns as the prevalence of e-cheating has 

been reported [3]. This is because, while traditional sit-
down examinations are invigilated, the same cannot be 

said for the remotely conducted online examinations. 

Consequently, the credibility of online courses could 

become questionable. The present study aims to address 

the current limitations of cheating at online examinations 

by proposing artificial intelligence (AI) techniques via the 

internet protocol (IP) network detector and deep learning-

based behavior detection agent. The research was 

conducted as a case study, the outcomes of which offer 

avenues for further improving the intelligent tutoring 

system. 

 

 

 
 

Fig.1 artificial intelligence (AI) module for cheating at 

online examinations 

 

Objectives - The main steps of the proposed model 
include pre-training, Dataset augmentation, and feature 

extraction from the pre-trained deep learning model, 

Feature subset selection, and classification. These 

categories include visual contact, exchanging documents, 

making hand motions to engage with some other student, 
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gazing at the reaction of another student, using a visual 

aid; and one non-cheating practice.  

 The main objective will be followed in the proposed 

work  

 To develop proposed model is first converted to a pre-

trained model by performing its training with ResNet50 

classifier. 

 To developed model  and focused an automatic 

categorization of the behavior and activities of students 

during exams 

 To  improve the accuracy of the classification results. 

  

II. DATASET 
 

The CIFAR-10 dataset consists of 60000 32x32 color 

images in 10 classes, with 6000 images per class. There 

are 50000 training images and 10000 test images. The 

dataset is divided into five training batches and one test 

batch, each with 10000 images. The test batch contains 

exactly 1000 randomly-selected images from each class. 
The training batches contain the remaining images in 

random order, but some training batches may contain more 

images from one class than another. Between them, the 

training batches contain exactly 5000 images from each 

class. Contains 500 training and 100 testing images. In this 

work, both training and testing images are combined, and 

training is performed on 600 images per category. After 

converting the proposed network to a pre-trained model, 

the features are extracted from the prepared exam dataset. 

The features on all dataset images (a total of 11340 

images) are acquired from the FC12 layer. The total 
feature acquired from this layer is 4096 per image. Thus, 

the total size of the feature matrix becomes 11340 × 4096. 

interests (ROIs) [4] (e.g., face, gestures, postures, or eye) 

of the learners in the live video stream. 

 

 
 

 
 

Fig.2 datase. 

III. DEEP LEANING MODULES 

 

A-Residual neural network (ResNet - A residual neural 

network (ResNet) is an artificial neural network (ANN). 
Residual neural networks utilize skip connections, or 

shortcuts to jump over some layers. Typical ResNet 

models are implemented with double- or triple-layer skips 

that contain nonlinearities (ReLU) and batch 

normalization in between.[5] An additional weight matrix 

may be used to learn the skip weights; these models are 

known as HighwayNets.[2] Models with several parallel 

skips are referred to as DenseNet.[6] In the context of 

residual neural networks, a non-residual network may be 

described as a plain network. 

 

There are two main reasons to add skip connections: to 
avoid the problem of vanishing gradients, or to mitigate 

the Degradation (accuracy saturation) problem; where 

adding more layers to a suitably deep model leads to 

higher training error.[7] During training, the weights adapt 

to mute the upstream layer[clarification needed] and 

amplify the previously-skipped layer. In the simplest case, 

only the weights for the adjacent layer's connection are 

adapted, with no explicit weights for the upstream layer. 

This works best when a single nonlinear layer is stepped 

over, or when the intermediate layers are all linear. If not, 

then an explicit weight matrix should be learned for the 
skipped connection (a HighwayNet should be used). 

 

Skipping effectively simplifies the network, using fewer 

layers in the initial training stages [clarification needed]. 

This speeds learning by reducing the impact of vanishing 

gradients, as there are fewer layers to propagate through. 

The network then gradually restores the skipped layers as 

it learns the feature space. Towards the end of training, 

when all layers are expanded, it stays closer to the 

manifold [clarification needed] and thus learns faster. A 

neural network without residual parts explores more of the 

feature space. This makes it more vulnerable to 
perturbations that cause it to leave the manifold, and 

necessitates extra training data to recover. 

 

 
 

Fig 3 ResNet layer flow. 

B-Extreme Learning Machine 

https://en.wikipedia.org/wiki/Wikipedia:Please_clarify
https://en.wikipedia.org/wiki/Feature_(machine_learning)
https://en.wikipedia.org/wiki/Wikipedia:Please_clarify
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Extreme Learning Machine is a simple learning algorithm 

for Single-Layer Feed-Forward Neural Network (SLFN). 
In theory, the Extreme Learning Machine algorithm 

(ELM) tends to provide good performance at an extremely 

fast learning speed. The extreme learning machine (ELM) 

is widely used in batch learning, sequential learning, and 

incremental learning because of its fast and efficient 

learning speed, fast convergence, good generalization 

ability, and ease of implementation. With the development 

of the traditional ELM, lots of improved ELM algorithms 

have been proposed; meanwhile, the scope of 

implementing the ELM has been further expanded from 

supervised learning to semi-supervised learning and 

unsupervised learning. However, due to its memory 
residency, and high space and time complexity, the 

traditional ELM is not able to train big data fast and 

efficiently. Optimization strategies have been employed 

for the traditional ELM to solve this problem [8]. 

 

 
Fig.4 Extreme Learning Machine. 

 

IV.BACKGROUND AND RELATED 

 
WORKS Students engaging in cheating during 

examinations is a prevalent phenomenon worldwide, 

regardless of the country’s stage of development. To this 

end, early work was done by suggesting installing the 
proctoring security program into computers, which enables 

continuous monitoring of each student’s computer screen 

on an instructor control view. Similarly, [9], proposed an 

eight-step model for reducing potential cheating by 

students, which incorporated several criteria that were 

contributory to the exam, such as the duration of the exam, 

the time allocated for answering each question, etc.  

 

However, this model has limitations given that it required 

the students to use a special browser in order to access the 

examination applications, and the consequent necessity for 
the teacher to change the questions every semester by 

using the randomized approach [10]. Typically, 

engagement detection in such a system is performed with a 

track and-classify approach. The system first performs 

segmentation to isolate the ROIs using a detection module 

in each frame. For each ROI, features are then extracted in 
a feature extraction module and selected into patterns to 

initiate tracking and classification. A classification module 

is used to match input patterns against patterns extracted 

from the training dataset and generates classification 

scores. A tracking module is designed for tracking the 

movement or changes in the ROIs in consecutive frames 

and generates tracking trajectories. Finally, a decision 

module combines classification scores over trajectories to 

output a list of engagement levels of the learners in the 

input video stream. We found that the most commonly 

used modalities in computer vision-based methods are 

facial expressions, gestures and postures, and eye 
movement. Thus, in the following subsections, we further 

review the engagement detection methods focusing on 

these three modalities.  

 

Facial expressions It has been hypothesized that a good 

deal of information used by humans to make engagement 

judgments is based on human faces, and facial expressions 

are directly linked to perceived engagement [11]. Using 

cameras provides a continuous and non-intrusive way of 

capturing face images as a learner uses a mobile device or 

a personal computer for his or her learning activities. The 
captured facial information is used to understand certain 

facets of the learner’s current state of mind. Many 

different methods have been proposed to automate this 

detection process by analyzing the face images [12] Based 

on how the information from a face appearance is used, 

these methods are divided into two groups: part-based and 

appearance-based. Both the part-based methods and the 

appearance-based methods use geometric and holistic 

features in their engagement detection process [13]. 

 

Appearance-based methods In appearance-based 

methods, features extracted from whole-face regions are 
used to generate patterns for engagement classification. 

Among different feature extraction techniques, Local 

Binary Patterns (LBP) and Histogram of Oriented 

Gradients (HOG) are found to be popular for engagement 

detection. [14] used LBP in three orthogonal planes (LBP-

TOP) of face appearance with Kinect face tracker and 

heart-rate for learners’ engagement detection in 

educational activities. Both decisionlevel and feature-level 

fusion was used with Updateable Naive Bayes, Bayes Net, 

K-means clustering, Rotation Forest, and Dagging 

classifiers.  
 

Two level engagement detection (i.e., engaged and not-

engaged) was done, where the feature-level fusion was 

found to be more successful than the decision-level fusion 

when small size dataset was available to train the 

classifiers. The accuracy of the facial expression-based 

channels (LBP-TOP and face tracker) was found to be 

higher than the heart-rate channel. Kamath et al. (2016) 

presented an instance-weighted multiple kernel learning 

SVM model that considers vote distributions from crowd 
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sourcing platforms for learner’s engagement detection 

during e-learning sessions. Deep learning approaches have 
been used in engagement detection. [15] used LBP-TOP 

and Deep Multi-Instance Learning (DMIL) for 

engagement detection. Since the labeling of the 

engagements at frequent intervals in user videos is 

expensive and noisy, in this research study, the prediction 

and localization of learner engagement were formulated as 

a Multi-Instance Learning (MIL) problem and derived 

baseline scores based on DMIL.  

 

The dataset was annotated using crowdsourcing, where the 

labelers were instructed to label the videos on the basis of 

their engagement intensity (from facial expressions) 
ranging from disengaged, barely engaged, engaged, and 

highly engaged. investigated different models of CNN 

with face appearance features for detecting four 

engagement levels—engagement, boredom, confusion, 

and frustration. Each of the engagement levels was further 

ranked from low to high scales Gestures and postures 

Gestures and postures are two important forms of non-

verbal communication through our body language. These 

are important components of embodied effect with ties to 

cognitive-affective states that may help or hinder learning. 

[16] Analyzed gestures and postures in a computer-
mediated tutorial dialogue, were relationships between 

learners. Smart Learning Environments (2019) postures, 

gestures, dialogue, and tutor were investigated.  

 

Hand-to-face and handover-face gestures were found to be 

promising for informing the runtime behavior of tutoring. 

Gestures and postures combined key mechanisms of 

holistic methods of nonverbal behavioral communication 

and included effects while learning. In this study, learner 

data was collected from database logs, webcam video, skin 

conductance, and Kinect depth video to infer the 

knowledge about learners’ engagement. Hand gestures 
were also used. to identify disengagement, attention, 

intention, and actions (DAIA). [17] In DAIA, several 

binary classifiers were designed to detect various hand 

movements, e.g., raising hands above the waist, different 

levels of hand speeds, and so on. These classifiers detect 

user intention for performing an action. A Finite State 

Transducer (FST) of engagement detection was finally 

used to flow among different emotional states by 

analyzing the decisions of the classifiers. 

 

Eye movement Users’ gazes and regions of interest from 
eye trackers have been used to understand the moods of 

learners while engaging in any educational activity in 

online learning. used an eye tracker to detect the users’ 

gazes and combined this information with statistical facial 

features and depth information.[18] Nine pilot sessions on 

five machine learning algorithms—decision trees, random 

forest, naive Bayes, logistic regression, and multilayer 

perceptron—were tested for engagement detection. The 

authors acknowledged that the use of touch-free 2D and 

3D cameras to collect the above information enabled the 

system to get more accurate facial landmarks and achieved 

better results for engagement detection. employed the 
moving patterns of eyes with head motions to infer 

information on concentration levels in e-learning 

environments. 

 

Pre-Training the Network and Feature Extraction  

The dataset for training the proposed model is not huge to 

support deep learning. For this purpose, the proposed 

ResNet50 model is first pre-trained on the CIFAR-

100dataset. CIFAR-100 comprises 100 categories. Each 

category contains500 training and 100 testing images. In 

this work, both training and testing images are combined, 

and training is performed on 600 images per category. 
After converting the proposed network to a pre-trained 

model, the features are extracted from the prepared exam 

dataset. The features on all dataset images (a total of 

11340 images) are acquired from the FC12 layer. The total 

feature acquired from this layer is 4096 per image. Thus, 

the total size of the feature matrix becomes 11340 × 

4096.[19] 

 

V. PROPOSED MODEL 

 
Educational research is increasingly emphasizing the 

potential of student engagement and its impact on 

performance, retention, and persistence. This construct has 
emerged as an important paradigm in the higher education 

field for many decades. However, evaluating and 

predicting the student’s engagement level in an online 

environment remains a challenge. The purpose of this 

study is to suggest an intelligent predictive system that 

predicts the student’s engagement level and then provides 

the students with feedback to enhance their motivation and 

dedication.  

 

Three categories of students are defined depending on 

their engagement level (Not Engaged, Passively Engaged, 

and Actively Engaged). ResNet50 deep learning model for 
classification the results demonstrate that deep learning 

algorithms could predict the student’s engagement level. 

In addition, according to the performance of the 

algorithms, the proposed algorithm shows a higher 

accuracy as compared to existing work. We analyzed the 

limitations of the current online education system, with 

particular focus on cheating at online examinations. We 

proposed an e-cheating intelligence agent that is based on 

the relationship model for detecting online cheating using 

AI techniques.  

 
Specifically, we implement an IP detector and a behavior 

detector that utilizes the ResNet50 network with As AI 

techniques have evolved rapidly, and have been widely 

applied in recent years, we utilized state-of-the-art AI 

techniques for the online exams, which may provide useful 

insights that contribute to the research area of an 

intelligent tutoring system. The records were collected 

across online exams that were conducted in environments 
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that were highly unregulated (e.g., in the absence of any 

implemented applications for detecting or preventing e-
cheating) during mock, mid-term, and final-term exam 

periods. The database included training and testing 

schemes for performance analysis and evaluation. As well 

as the Extreme Learning Machine algorithm (ELM) tends 

to provide good performance at an extremely fast learning 

speed. The extreme learning machine (ELM) is widely 

used in batch learning, sequential learning, and 

incremental learning because of its fast and efficient 

learning speed, fast convergence, good generalization 

ability, 

 

 
Fig.5 Proposed flow diagram 

1-Modules  

Data pre-processing: Before training the behavior 

detection agent, we first transformed each raw data record 

into a one-hot encoded feature, which defines the behavior 

of the student during the examination. 

Image segmentation is a branch of digital image 
processing that focuses on partitioning an image into 

different parts according to their features and properties. 

The primary goal of image segmentation is to simplify the 

image for easier analysis. [20] In image segmentation, you 

divide an image into various parts that have similar 

attributes. The parts in which you divide the image are 

called Image Objects. 

Extreme Learning Machine (ELM) is a single hidden 

layer feed-forward neural network (SLFN). The 

performance of the SLFN should be appropriate for the 

system to be modeled for data such as threshold value, 
weight, and activation function so that higher learning can 

be performed. 

Histogram of oriented gradients (HOG) is a feature 

descriptor used in computer vision and image processing 

for the purpose of object detection. The technique counts 

occurrences of gradient orientation in localized portions of 

an image.[21] 

2-Simulation Results On Cheating Dataset  

   
Fig.6 Confusion matrix 

 

 
Fig.7 Input image. 

 

Read and Display an Image. Read an image into the 

workspace, using the imread command.  

 

 
 

Fig.8 Input image and preprocess image. 

  

pre-processing is to improve the quality of the image so 

that we can analyze it in a better way. By preprocessing 

we can suppress undesired distortions and enhance some 

features which are necessary for the particular application  
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Fig.9 RGB Channel images. 

 

In this image each pixel has three channels. Each array in 

the second dimension, represents a pixel. The 0th index 

has the intensity of red light, the 1st index the intensity of 

green light and the 2nd index, the intensity of blue light. 

 
Fig.10 Gray scale image . 

 

grayscale representations are often used for extracting 

descriptors instead of operating on color images 

 

 
 

 
Fig.11 Hog features image 

Histogram of Oriented Gradients, is a feature descriptor 

that is often used to extract features from image data 
 

 
 

Fig.12 Training performance 

 

Training the network with all the training data for one 

cycle. In an epoch, we use all of the data exactly once. A 

forward pass and a backward pass together are counted as 

one pass: An epoch is made up of one or more batches, 

where we use a part of the dataset to train the network  

C-Simulation Results on Cheating Dataset  

 
Fig.13 input image 

 
 

Fig.14 RGB Channel images 
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Fig.15 Input image and preprocess image  

 

 
 

Fig.16 Gray scale image  

 

 
 

Fig.17 Hog features image . 

 

 
 

Fig.18 Training performance. 

 

Table 1 performance of proposed model. 
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Fig.19 Performance of proposed model. 
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Table 2 Comparison performance of proposed model and 
existing model 

 

Cheating dataset 

 

Proposed model 

 
Classification 

Non Cheating 

dataset ResNet50 
94.12% 

Cheating dataset 95.12% 

CIFAR 10 Fine KNN 

 

93.88%. 

 

 

 
 

Fig.20 Comparison performance of proposed model and 
existing model. 

 

VI. CONCLUSION 

 
Online learning is a new and exciting opportunity for 

students and educational institutions, which is gaining 

momentum. In today’s environment, e-learning presents 

unique opportunities, but also unique challenges. The 
primary area of concern in online assessments is academic 

dishonesty in the form of cheating, which students attempt 

to achieve by employing numerous avenues. Therefore, it 

is the responsibility of educational institutions to 

implement more effective measures to detect academically 

dishonest behavior. This paper discusses the concerns 

around online cheating and offers plausible mechanisms 

for monitoring and curtailing such incidences using AI 

technology. 
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