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Abstract – University Computer Network being large, diverse and open in nature is highly vulnerable to attacks. This 

demands for high level of network security to maintain the confidentiality, integrity and authenticity of crucial data that 

university deals with on daily basis. This paper presents the scanning of a Computer Network of a University using scanning 

tools Qualys and Nexpose. The scan results were analyzed to provide remediations for vulnerabilities detected according to 

severity. Priority is given to vulnerabilities having critical severity. From scan results, CVE IDs of vulnerabilities 

weredetermined and then the risk associated with a vulnerability was evaluated using National Vulnerability Database (NVD) 

of National Institute of Standards and Technology (NIST). From CVE ID of a vulnerability, CVSS Base Score was noted from 

NVD. The Common Vulnerability Scoring System (CVSS) is used for scoring of vulnerabilities based on their severities form 

score of 0 to 10. Risk score is also given in the scan results of Nexpose. Based on the risk that a vulnerability possesses on a 

network, further decisions on remediations can be taken by the concerned authorities. Critical vulnerabilities need to be dealt 

on priority basis else there are high chances for them to be exploited by attackers which in turn might create a serious damage 

to the host or network. Current paper presents vulnerability assessment and risk level estimation of critical vulnerabilities  of 

University Computer Network.  
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I. INTRODUCTION 

 
Computer Network plays a vital role in a university 

environment where majority tasks have become dependent 

on technology. This demands for a computer network to 

be reliable, secure and robust. To ensure this, timely 
assessment of vulnerabilities and their remediations before 

they get exploited by attackers have become necessary. 

Remediations of vulnerabilities should be done on priority 

basis and critical vulnerabilities needs to be removed first. 

The severity of vulnerabilities can be determined by 

scanning using vulnerability scanner Qualys and Nexpose. 

Mitigation of vulnerabilities is necessary to ensure 

network hardness and robustness. Assessment of 

vulnerabilities, prioritization based on vulnerability 

severity and remediation of vulnerabilities are important to 

make network robust and avoid any risk or damage caused 

by exploitation of vulnerability by hackers or elements 
with malicious intent.  

 

To determine severity of vulnerabilities, Central 

Vulnerability Scoring System (CVSS) is used. CVSS 

produces a numerical score which reflects severity of a 

vulnerability. CVSS is an open framework that assesses 

the severity of vulnerabilities of computer system security. 

CVSS assigns severity score to vulnerabilities. The 

severity score ranges from 0 to 10, least severe 

vulnerability score is 0 and score 10 represents the most 

severe vulnerability. To determine severity CVSS base 

score is used. Temporal scores and environmental scores 

can also be utilized for calculating the vulnerability 

severity. Current paper only uses CVSS base score for 
determining vulnerability severity. NVD is a database of 

known vulnerabilities and is operated by National Institute 

of Standards and Technology (NIST). NVD provides 

analysis on CVEs (Common Vulnerabilities and 

Exposures). CVE is a standard reporting convention of 

security vulnerabilities that are known publicly. CVSS 

scores of vulnerabilities are calculated and analyzed to 

estimate the risk level of the network. The rest of the paper 

is organized as follows. Section II covers important 

concepts related to the vulnerability assessment. Section 

III covers related work and literature review regarding this 

work. Section IV covers vulnerability scanning using 
scanning tools Qualys and Nexpose. Section V discusses 

about Vulnerability risk assessment of University 

Computer Network and scan results were analyzed to 

determine the severity of vulnerabilities and calculation of 

risk level of the hosts. Finally, the paper concludes with 

section VI. 

 

II. IMPORTANT CONCEPTS 
 

1. Computer Network Vulnerability Assessment 
Vulnerability Assessment (VA) is a stepwise process of 

reviewing vulnerabilities in a host or network. It evaluates 
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if a system contains vulnerabilities, assigns severity to 

detected vulnerabilities and if needed it also recommends 
any solution or remediation to mitigate vulnerabilities. 

Vulnerability assessment can be of various types namely 

Host Assessment, Network Assessment, Wireless 

Assessment, Application scans and Database Assessment. 

Current work discusses only about host and network-based 

assessment. VA is a cyclic process and needs to performed 

at regular intervals for timely scan and assessment of 

network for vulnerabilities. The steps of a VA are 

represented in figure 1. The steps are Vulnerability 

detection, analysis, risk assessment and remediation. 

Vulnerability detection can be done using scanning tools. 

Then scan results needs to be analyzed to determine 
severity and risk of vulnerabilities. Thereafter 

vulnerabilities are prioritized for remediation or removal 

based on their severity and risk score. Critical severity and 

high-risk vulnerabilities are dealt on priority basis. 

 

For current work, two scanning tools Qualys and Nexpose 

were used to determine severity and risk score of 

vulnerabilities. VA should be performed at least quarterly 

to ensure security and robustness of computer network. To 

keep the vulnerabilities optimized, an efficient 

vulnerability assessment process is inevitable. 
 

 
 

Fig. 1. Vulnerability Assessment Steps 

 

2. Qualys Vulnerability Scanner 

Qualys is a commercial vulnerability scanner used to 

detect, locate, identify and assess vulnerabilities so that 

they can be prioritized and mitigated before they get 
exploited by the attackers. Qualys scanner provides 

internal, external and authenticated scans. Prior to 

scanning using Qualys, hosts and assets in a network 

should be identified and added to the account. Then the 

scan can be launched to identify vulnerabilities in the hosts 

or assets added. Hosts can also be added as groups known 

as asset groups and all hosts in a group can be scanned at 
once for vulnerabilities present in them. Hosts can be 

grouped by ownership, location, priority or importance as 

per requirement by the organization. There is also an 

option for excluding hosts from a scan. Scanning can be 

done by both host name and IP address of the host. The 

impact of scan on network traffic and hosts is minimal as 

Qualys adapts dynamically and reduces scan speed as and 

when required. Scans can be customized by changing the 

options in scan settings as per need. Qualys is a very 

efficient scanner as it is an all-in-one solution providing 

asset management, vulnerability management, threat 

detection and prioritization, remediation of vulnerabilities 
etc. The free version of Qualys was used for current work 

but the free version has certain limitations. 

 

3. Nexpose Vulnerability Scanner 
 Nexpose is a vulnerability scanner by Rapid7 and it 

supports the entire lifecycle of vulnerability management. 

The various steps supported are vulnerability discovery 

and identification, verification of vulnerabilities, 

vulnerability classification according to risk, analysis of 

impact, reporting and mitigation of vulnerabilities. 

Limited and free community edition is available for 
educational and research purpose but it has limited 

functionalities and can scan limited number of hosts. The 

scan result is also available in the form of reports and scan 

results helps in prioritization of vulnerabilities based on 

CVSS score and risk score. High risk factor vulnerabilities 

also tend to have high CVSS score and they need to be 

remediated on priority basis. 

 

III. RELATED WORK 
 

Singh et al. [1] proposed a framework to measure the 

security level of network using CVSS vectors for 

estimating risk level. To calculate security risk level, 

CVSS score along with frequency of exploit is used. 

Temporal score is used to calculate frequency of exploit. 

Wirtz and Heisel [2] proposed a method for risk estimation 

and evaluation for security and the method is based on 

CVSS. The proposed method can be applied at the earliest 
stages of SDLC i: e during requirements engineering. 

Aksu et al. [3] discussed about CVSS based methodology 

for assessment of cyber security risk. The model proposed 

is quantitative and both vulnerability and asset centric. 

Both low and high risk metrices were defined by the 

model. 

Ramanauskaite [4] proposed a security level estimation 

model that can be applicable for educational institutions. 

The model is used for quantitative estimation of security 

level of an organization. Cheng et al. [5] discussed about 

an approach for refining network security metrices that is 

based on CVSS. For this approach they examined the 
CVSS base scores. Doynikov and Kotenko [6] suggested 

several techniques for risk assessment of computer 

network that is based on CVSS and attack modeling. For 
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input data, security information and event management 

(SIEM) systems is considered. Also demonstrated 
operations of the techniques for different security 

situations. Houmb and Franqueira [7] estimated risk level 

of Target of Evaluation (ToE) using CVSS. The frequency 

and impact estimates are used by the risk level estimation 

model to derive risk level. Set of attributes which are 

specified in CVSS are used to calculate frequency and 

impact estimates. 

 

Houmb et al. [8] presented a risk estimation model using 

CVSS. This model estimated security risk level using 

information of vulnerability from combining frequency 

and impact estimates which were derived from CVSS. The 
model was implemented using BBN topology. BBN stands 

for Bayesian Belief Network. Rehman et al. [9] proposed 

an improved vulnerability framework, CVSSIoT -ICS 

using CVSS v3.1 framework where IoT is Internet of 

things and ICS is Industrial control system. Joh and 

Malaiya [10] used vulnerability lifecycle and CVSS 

metrices for defining and assessing quantitative security 

risk measures. 

 

IV. VULNERABILITY SCANNING 
 

A few live hosts of Bundelkhand University, Jhansi were 

scanned using the vulnerability scanning tools. Two 

scanning tools were used for the current work. The tools 

used were Qualys and Nexpose. The free and limited 

version of both the tools were used. Figure 2 shows the 

login screen of Qualys. Then we need to configure the 

required settings for scanning the hosts we want to scan. 
The scanning process can be clearly seen in figure 3. 

 
Fig 2: Login Screen of Qualys 

 

 
 

Fig 3: Scanning using Qualys 

 

Login screen of Nexpose is shown in figure 4. Prior to 

scanning in Nexpose, a site needs to be created and various 
options are selected while creating a site. The options are 

shown in figure 5. After creating site, scanning was done 

and scan progress can be seen in figure 6. 

 

 
Fig 4: Login Screen of Nexpose 

 

 
 

Fig 5: Create Scan Site 

 

 
 

Fig 6: Scan Progress 

 

V. VULNERABILITY SCAN RESULTS 

ANALYSIS 

 
 The scanning results of a few hosts scanned using Qualys 

scanner are presented in table 1. Four assets A1, A2, A3 

and A4 were scanned using the scanner. Vulnerability 

count of each host according to severity is shown in table 

1. Severity rating is from 1 to 5. Lowest rating is 1 and 

highest severity rating is 5. Higher severity rating means 

the vulnerability is of high risk to the network or host and 

needs to be remediated on the priority basis. 
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TABLE 1. VULNERABILITY COUNT OF ASSETS BASED ON 

SEVERITY 

Asset IP Address Severity 
Vulnerability 

Count 

A1 172.16.3.92 5 2 

A1 172.16.3.92 4 1 

A1 172.16.3.92 3 4 

A1 172.16.3.92 2 2 

A1 172.16.3.92 1 1 

A2 172.16.3.212 5 1 

A2 172.16.3.212 4 3 

A2 172.16.3.212 3 1 

A2 172.16.3.212 2 9 

A2 172.16.3.212 1 3 

A3 172.16.3.33 5 3 

A3 172.16.3.33 4 2 

A3 172.16.3.33 3 5 

A3 172.16.3.33 2 1 

A3 172.16.3.33 1 1 

A4 176.16.3.92 5 1 

A4 176.16.3.92 4 1 

A4 176.16.3.92 3 4 

A4 176.16.3.92 2 2 

A4 176.16.3.92 1 2 

 

For every asset, vulnerability count of all severity 

ratings is given in scan results. For example, for host A1 

there were 2 vulnerabilities with 5 severity, 1 vulnerability 

with 4 severity, 4 vulnerabilities with severity 3, 2 

vulnerabilities with severity 2 and 1 vulnerability with 

severity 1. Similarly, for all other hosts also vulnerability 

count based on severity is shown in table 1. In Figure 7, 

the scan results can be visualized and differentiated easily. 

We can clearly see the vulnerability count of different 

severities of each asset scanned. 

 

 
 

Fig 7: Assets and Vulnerability Count 
 

Scan results of hosts scanned by Nexpose Scanner are 

tabulated in table 2. Exploits and vulnerabilities of each 
host was given in scan results. If a host has a greater 

number of vulnerabilities and more exploits are also 

available, then the host is extremely vulnerable to attacks 

and needs to be secured immediately at the earliest else 

vulnerabilities might get exploited by the attackers or 

malicious entities which makes the network less robust 

and reliable. In figure 8, the results are shown clearly. 

From table 2 and figure 8, it is clearly inferred that host 

H1 is highly vulnerable and needs to be remediated. 

 

TABLE 2. EXPLOITS AND VULNERABILITIES OF HOSTS 

SCANNED 

 

Host Exploits Vulnerabilities 

H1 29 57 

H2 3 36 

H3 6 42 

H4 2 19 

H5 0 20 

H6 0 19 

H7 2 17 

H8 0 16 

H9 11 11 

H10 3 9 

H11 11 7 

H12 11 8 

 

       

 
 

Fig 8: Vulnerabilities and Exploits of Hosts 

The CVE ID’s of vulnerabilities were also determined 

from the scan results. Through CVE ID of a vulnerability, 

CVSS Score was noted from National Vulnerability 

Database (NVD). Severity of a vulnerability can be 
determined looking at the CVSS Score. These ratings help 

prioritize vulnerabilities during vulnerability management 

process. The qualitative severity rating scale is mentioned 

in CVSS v3.1 specification document [11]. Table 3 shows 
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the scan results of the assets and the CVE IDs of 

vulnerabilities detected. The asset 172.16.3.33 has the 
greatest number of vulnerabilities followed by 172.16.3.92 

and 172.16.3.212 and the count of CVE IDs of detected 

vulnerabilities of hosts is mentioned in figure 9. The asset 

172.16.3.33 (A2) has 7 vulnerabilities, 172.16.3.212 (A3) 

has 1 vulnerability and 172.16.3.92 (A2) has 3 

vulnerabilities. 
  

TABLE 3. VULNERABILITY CVE IDS OF ASSETS 
 

Asset Asset IP 

Address 

Vulnerability 

CVE IDs 

A1 172.16.3.33 CVE-2014-3566 

A1 172.16.3.33 CVE-2013-2566 

A2 172.16.3.92 CVE-2014-9222 

A1 172.16.3.33 CVE-2016-2183 

A1 172.16.3.33 CVE-2014-3566 

A2 172.16.3.92 CVE-2013-6786 

A1 172.16.3.33 CVE-2004-2761 

A3 172.16.3.212 CVE-2017-0146 

A1 172.16.3.33 CVE-2014-0224 

A1 172.16.3.33 CVE-2011-3389 

A2 172.16.3.92 CVE-2014-9223 

 

 

Fig 9: Vulnerability Count of Assets 

In table 4, we can see the CVE ID’s and their 
corresponding CVSS score and severity. Vulnerability 

with CVE ID, CVE-2014-9222 and CVE-2014-9223 have 

critical severity having CVSS score 10. They should be 

remediated immediately as they are critical vulnerabilities 

which are dangerous for network security. There are three 
vulnerabilities with high severity and they are CVE-2016-

2183, CVE-2017-0146 and CVE-2014-0224. Four 

vulnerabilities are of medium severity and they are CVE-

2013-2566, CVE-2013-6786, CVE-2004-2761 and CVE-

2011-3389. There is one vulnerability having low severity 

and it is CVE-2014-3566. Low severity vulnerabilities are 

not dangerous to the network. We only have to remediate 

critical, high and medium severity vulnerabilities. Critical 

vulnerabilities are most risky for the security of computer 

network which needs to be remediated immediately. Next 

priority is of high severity vulnerabilities which also needs 

to be removed soon. Then medium vulnerabilities need to 
be remediation.  

By prioritizing the remediation of vulnerabilities, the 

network security can be maintained at all times. 

Vulnerability assessment at regular intervals at least 

quarterly should be performed to keep the network robust 

and secure. Low severity vulnerabilities are not harmful to 

the network even if they exist for longer period. But to 

keep the network more robust, these vulnerabilities also 

needs to be removed. Main aim of an efficient 

vulnerability assessment process is to keep the 

vulnerabilities minimum because 100% removal of 
vulnerabilities is an ideal state and it is not possible to 

attain such an ideal condition.  

 

TABLE 4. VULNERABILITY SEVERITY OF DETECTED 

VULNERABILITIES 

 

CVE ID CVSS Score Severity 

CVE-2014-3566 3.4 Low 

CVE-2013-2566 5.9 Medium 

CVE-2014-9222 10 Critical 

CVE-2016-2183 7.5 High 

CVE-2013-6786 4.3 Medium 

CVE-2004-2761 5 Medium 

CVE-2017-0146 8.1 High 

CVE-2014-0224 7.4 High 

CVE-2011-3389 4.3 Medium 

CVE-2014-9223 10 Critical 

 

The CVSS score of vulnerabilities is depicted in figure 10. 

The vulnerability CVE IDs and their corresponding scores 

can be clearly seen. Score 10 is of critical severity 

vulnerabilities. 
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Fig 10: CVSS Score of Vulnerabilities 

 

For further analysis, a few subnets of UCN were scanned 

and details of 30 vulnerabilities are shown in table 5. 

CVSSv3 score, Risk and Severity of vulnerabilities are 

also depicted in table 5. Figure 11 shows vulnerabilities 

and their severities. From figure 11, it can be clearly 

inferred that majority of vulnerabilities are of high 

severity. Two vulnerabilities V4 and V6 are of critical 

severity and one vulnerability V18 is of medium severity. 

Remaining vulnerabilities are of high severity. Now 

problem arises regarding prioritization of high severity 
vulnerabilities for remediation. This can be solved by 

looking at the CVSSv3 score and risk score of 

vulnerabilities. 

TABLE 5. VULNERABILITY DETAILS 
 

Vulnerabilities CVSSv3 Risk Severity 

V1 8.1 546 High 

V2 7.5 515 High 

V3 8.1 603 High 

V4 9.8 639 Critical 

V5 7.5 501 High 

V6 7.5 311 Critical 

V7 5.3 538 High 

V8 8.1 581 High 

V9 8.8 581 High 

V10 4.3 438 High 

V11 5.9 151 High 

V12 5.3 111 High 

V13 7.5 169 High 

V14 8.1 492 High 

V15 7.5 176 High 

V16 7.5 525 High 

V17 9.1 588 High 

V18 5.5 53.8 Medium 

V19 5.3 462 High 

V20 6.1 336 High 

V21 5.9 520 High 

V22 7.5 167 High 

V23 7.5 224 High 

V24 5.9 122 High 

V25 7.5 222 High 

V26 6.1 155 High 

V27 5.9 130 High 

V28 7.5 169 High 

V29 5.9 130 High 

V30 9.8 492 High 

 

 

Fig 11: Vulnerability and their Severity 

 

 

Fig 12: Risk Score of Vulnerabilities 

Amongst vulnerabilities of similar severity, prioritization 

is done based on both risk score and CVSS v3 score. 

Higher is the score, more severe is a vulnerability and 

hence demands early remediation as compared to other 

vulnerabilities. Risk score of vulnerabilities is shown in 

figure 12. From risk score we can easily identify 

vulnerabilities which needs to be remediated on priority 
basis. From figure 11 we can see that V4 and V6 were of 

critical severity but in figure 12 looking at the risk score, it 

is clear that V4 has high risk score as compared to V6. So, 
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even if V4 and V6 are of critical severity. But 

prioritization should be given to V4 as it is riskier to the 
network as compared to V6. 

 

 

Fig 13: CVSSv3 Score of Vulnerabilities 

 

Figure 13 depicts the CVSSv3 score of vulnerabilities. 
Higher the CVSS score, riskier is the vulnerability for the 

network or organization. Vulnerabilities having high 

CVSS score needs immediate attention for remediation or 

removal. Majority vulnerabilities are of high severity but 

amongst them priority needs to be given to the 

vulnerabilities having high CVSS score. For example, 

vulnerabilities V7, V8, V9 and V10 are of high severity 

but looking at CVSSv3 score we can easily prioritize 

vulnerabilities. V9 has the high CVSS score as compared 

to CVSS score of V8, V9 and V10. Hence, based on 

CVSSv3 score, the prioritization order should be V9, V8, 

V7 and V10. High priority should be given to V9 and then 
to V8 and V7. Least priority needs to be given to V10 

because of low CVSS score as compared to V7, V8 and 

V9. 

VI. CONCLUSION AND FUTURE WORK 

This paper discussed about vulnerability assessment of 

computer network of a university system using two 
scanning tools Qualys and Nexpose. For the current work, 

CVSS base score was used to determine severity of 

vulnerabilities. Temporal scores and environmental scores 

can also be used to modify CVSS score for better results. 

Vulnerability severity ratings based on CVSS scores were 

also discussed. Current work detected severity risk of 

vulnerabilities of computer network of Bundelkhand 

University Jhansi. Qualys scanner showed vulnerabilities 

present in hosts and also categorized them based on 

severity. 

 

Different severity vulnerabilities of hosts were determined 
using Qualys and this made the task of identifying highly 

vulnerable host easier. The CVE ID’s of vulnerabilities 

were determined from scanning using Nexpose 

vulnerability scanner. CVSS score is obtained from 

National Vulnerability Database (NVD). The 

vulnerabilities were ranked according to the severity and 

based on the severity rating the necessary remediations 

can be taken. Both Qualys and Nexpose were excellent 

and very efficient scanning tools. Both tools scanned 
differently and has their own advantages. The limitation of 

the current work is free version of both the tools were used 

which has limited functionalities. If a few more tools were 

used, scanning results can be determined more accurately. 

In the future, more scanning tools can be combined with 

Qualys and Nexpose scanning tools so that best features of 

every tool can be utilized in order to optimize vulnerability 

assessment of a university computer network.   
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