
 

 

© 2022 IJSRET 
894 

International Journal of Scientific Research & Engineering Trends                                                                                                         
Volume 8, Issue 2, Mar-Apr-2022, ISSN (Online): 2395-566X 

 

 

A Comparative Survey on Various Steganography 

Techniques 
M.Tech. Scholar Ashma Naz, Associate Prof.Shrikant Zade 

Department of Computer Science Engineering  
Oriental Institute of Technology Bhopal,MP, India 

naz.ashma@gmail.com 

 
Abstract- In present Scenario of the world, Internet has nearly reached to each part of our lives. Because of this, the vast 

majority of the data sharing and correspondence is completed utilizing web. With such fast improvement of Internet 

innovation, a major issue emerges of unapproved access to private information, which prompts most extreme need of data 

security while transmission. Steganography covers many kinds of covers to conceal information like text, picture, sound, video 

and protocols yet ongoing advancements focus around Image Steganography because of its huge information hiding limit and 

troublesome recognizable proof, likewise because of their more noteworthy scope and mass sharing inside social organizations. 

An enormous number of strategies are accessible to conceal secret information inside digital images like LSB, ISB, and MLSB 

and so on. In this paper, a detailed survey will be introduced on Image Steganography and furthermore various information 

hiding and security methods utilizing digital pictures with their scope and elements. 
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I. INTRODUCTION 
 

Steganography" is Greek originated word in which 

"steganos" means covered and hidden and "graphy" means 

writing [3]. This implanting strategy, for example 

steganography, is a course of keeping away from and 

dispensing with the consideration of intruders towards the 
continuous secret connection. 

 

 
 

Figure 1: Steganography Architecture 

 

The really take a look at done over the conveyed item to 

distinguish presence of covered message in the area of 

Steganography is known as Steganalysis.  It intends to 

overcome steganography process. Steganalysis is 

established on the factuality that the transporter gets 

modified and a strange mark or corruption is presented at 

whatever point data is concealed inside media. Henceforth 

steganography framework needs to guarantee that covered 
message isn't noticeable. 

 

1. Image Steganography 

A computerized picture is characterized utilizing network 

focuses called pixels as a 2-Dimensional lattice of various 

colors. Gray pictures are shaped of 8 bis and shaded 

pictures are using 24 pieces to introduce their models, as 

RGB model [4]. Whenever computerized pictures are 

utilized as cover material than steganography process is 

explicitly called as Image Steganography. 

 

      
 

Figure.2. Cover image [7] 

 

Consider above Figure 2 as cover picture, the secret 

message "This is a model appearance execution of Image 

Steganography and how the stego picture resembles." is 

installed in it and changed into stego-picture given beneath 

in Figure 3, utilizing some Image steganography procedure. 
As may be obvious, recognizing any sort of alteration 

between two pictures with ordinary observation is 

inordinately difficult. 
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Figure.3. Stego-image [7] 

 

Image steganography process is done in two phases [7]: 
 

 Creation of stego-picture utilizing secret message and 

cover picture. 

 Extraction of stowed away message from stego-picture. 

Next to sender, secret message is concealed inside cover 

picture with an untold key in addition to a calculation for 

implanting process. This untold key chooses pseudo-

irregular pixels to conceal information [7]. 

 
Figure 4: Message insertion at sender’s side [9] 

 

Secret key is shared between all people to communicate. 

This key secures the information in the event that interloper 

becomes acquainted with about the stego-picture and have 

inserting algorithm. Above Figure 4 shows steganography 

process next to sender. Next to receiver, secret message is 

acquired from stego-picture utilizing secret key and 

implanting algorithm. Underneath Figure 5 shows 

Steganalysis process next to receiver. 

 
 

Figure 5 Message retrieval at receiver’s side [9] 

 

2. Factors Effecting Steganographic Methods 

By contrasting stego-picture and cover picture, the viability 
of stego-picture can be judged. Given underneath are a few 

factors that guarantees how powerful and hearty any 

steganography strategy is: 
 

 Robustness- It is the capacity of stowed away information 

to remain in salvageable shape inside stego-picture in the 

event that it experiences changes, similar to revolution or 

scaling, noise openness, obscuring or sharpening, liner or 

non-direct filtrations, trimming, lossy compression and so 

on [9]. 

 Imperceptibility- Invisibility of steganography 

calculation alludes to imperceptibility. It is the first 

necessity of steganography. The stego-picture should 

remain inconspicuous to human-vision. is called payload 

capacity. It ought to be huge enough for effective 
implanting. While applying steganography, the 

measurable extents and visionary nature of cover-picture 

should maintain. Thus, payload capacity transfers on 

number of bits in every pixel and furthermore on count of 

pieces encoded inside each pixel.bpp (bits per pixel) and 

MHC (Maximum Hiding Capacity) shows capacity of 

medium in rate [5]. 

  MSE (Mean Squared Error)- MSE is determined by 

averaging the squared contrast among distorted-picture 

and cover-picture. Condition for MSE is given beneath: 

 
1.  Payload Capacity-  The proportion of classified data that   

could be embedded inside transporter picture is called 

payload capacity. It ought to be huge enough for effective 

implanting. While applying steganography, the 

measurable extents and visionary nature of cover-picture 

should maintain. Thus, payload capacity transfers on 

number of bits in every pixel and furthermore on count of 

pieces encoded inside each pixel.bpp (bits per pixel) and 

MHC (Maximum Hiding Capacity) shows capacity of 

medium in rate [5]. 

2.  MSE (Mean Squared Error): MSE is determined by 
averaging the squared contrast among distorted-picture 

and cover-picture. Condition for MSE is given beneath: 

 

  [5] 

The quantity of lines and segments inside two pictures are 

given by M and N individually. 'I1' and 'I2' are two pictures 

inside whom pixels are looked at. Higher value of MSE 

shows dissimilarities between two pictures. 
3. PSNR (Peak Signal to Noise Ratio): PSNR is the ratio 

among powers of any signal to defiling noise. This 

defilement because of noise harms the constancy of its 

portrayal [7]. 

4. NCC (Normalized Cross-Correlation): NCC is utilized to 

compute and assess homogeneity (or non-homogeneity) 

among cover-picture and stego-picture. It is just about 

an idea of format matching that spotlight on checking 

stego-picture for finding actuated designs due to 

inserting which makes it detectable for intruders. Its 

value ranges from - 1 to 1. 

 



 

 

© 2022 IJSRET 
896 

International Journal of Scientific Research & Engineering Trends                                                                                                         
Volume 8, Issue 2, Mar-Apr-2022, ISSN (Online): 2395-566X 

 

 

II.LITERATURE SURVEY 
 

[1] In this paper, author utilize a two-layer security. From 

the beginning, information encryption is accomplished by 

the strategy for RSA algorithm of unbalanced 

cryptography, and later the encoded information is 

concealed into have picture by an inventive inserting 

method. To conceal our encoded information into have 

picture, we alter the current LSB method and utilize a 
mapping function that guarantees a secure and classified 

picture steganography coming about in a stego picture. 

Here cryptography is mixed with steganography as well as 

provides two-level security in the private information 

transmission over the web. 

 

[2] In this project, author presented point by point near 

study is performed between the proposed approach and the 

other best in class draws near. This examination depends 

on perception to identify any debasement in stego picture, 

trouble of extricating the inserted information by any 
unapproved watcher, Peak Signal-to-Noise Ratio (PSNR) 

of stego picture, and the installing algorithm CPU time. 

Test results shows that the proposed approach is safer 

contrasted and the other conventional methodologies. 

 

[3] In this paper expected execution assessment of secrete 

picture steganography procedures involving LSB technique 

for information and picture security, its correlation on 

various size and images(.bmp; .jpg; .png) and work out its 

boundaries like PSNR and MSE for its to examine its 

hiding capacity with that of MATLAB execution, which is 

a strong strategy for information and picture security. 
 

[4] In this paper, proposed work for the space area picture 

steganography. Here, alteration of least significant piece 

(LSB) of picture component of carrier-images (CI) is 

finished by the mean significant bit (MSB) of secret images 

(SI). Here, alongside data hiding, security is given by the 

powerful key cryptography. The unique element of key is 

empowered by turning the key and every revolution of key 

delivers new key. In this method, pixel determination of 

transporter picture and secret picture is done based on 

pseudo-random number (PRN) that provide twofold-layer 
security to provide the stegano-scientific-attack. 

 

[5] In this paper, author propose an original system for 

generative steganography in view of autoregressive model, 

or rather, Pixel CNN. Hypothetical inference has been 

taken to demonstrate the security of the edge work. An 

improved-on variant is likewise proposed for double 

installing with lower intricacy, for which the examinations 

show that the proposed technique can oppose the current 

steganalysis strategies 

 

[6] In this paper, author propose another picture 
steganography plot in view of a U-Net design. In the first 

place, as matched preparing, the prepared deep brain 

network incorporates a hiding organization and an 

extraction organization; then, at that point, the shipper 

utilizes the hiding organization to insert the secret picture 
into another regular picture with next to no alteration and 

sends it to the collection part. At last, the recipient utilizes 

the extraction organization to recreate the secret picture and 

unique cover picture accurately. The exploratory outcomes 

show that the proposed plot packs and disseminates the 

data of the installed secret picture into all suitable bits in 

the cover picture, which tackles the conspicuous viewable 

prompts issue, yet in addition builds the inserting capacity. 

 

 [7] In this paper, author’s work centers around picture 

steganography which means hiding a picture (secret 

picture) inside one more picture of a similar size (cover 
picture).  Preparation plot is proposed to accelerate the 

preparation stage. Through broad trials, it has been 

confirmed that the new organization design, joined with the 

new preparation technique, can brought about lower mean-

square error of pixel distinguish though the preparation 

time is diminished considerably. 

 

[8] In this paper, author make following three significant 

commitments: (I) Author propose a deep learning based 

conventional encoder-decoder design for picture 

steganography; (ii) Author present another misfortune 
function that guarantees joint start to finish preparing of 

encoder-decoder organizations; (iii) Author perform broad 

observational assessment of proposed engineering on a 

scope of testing openly accessible datasets (MNIST, 

CIFAR10, PASCAL-VOC12, ImageNet, LFW) and report 

cutting edge-payload capacity at higher PSNR as well as 

value of SSIM. 

 

[9] In this paper, author consolidates late deep 

convolutional neural network strategies with picture into-

picture steganography. Author shows that with the 

proposed strategy, the capacity can go up to 23.57 bpp (bits 
per pixel) by changing just 0.76% of the cover picture. 

Author applied a few conventional steganography 

investigation algorithms and figured out that the proposed 

strategy is very powerful. 

 

[10] In this paper, author joins late deep convolutional 

brain network techniques with picture into-picture 

steganography. It effectively conceals a similar size picture 

with an unravelling pace of 98.2% or bpp (bits per pixel) of 

23.57 by changing just 0.76% of the cover picture by and 

large. Our technique straightforwardly advances start to 
finish mappings between the cover picture and the 

implanted picture and between the secret picture and the 

decoded picture. Author further shows that our inserted 

picture, while with uber payload capacity, is as yet strong 

to factual investigation. 

 

III.CONCLUSION 
 

With quick development in the advanced market, 

Steganography will expand its significance by which the 
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outstanding turn of events and mystery correspondence of 

potential PC clients are likewise expanded over the web. It 
can likewise be clear cut as the investigation of mystery 

undetectable communication that by and large 

arrangements with the various approaches to disguising the 

presence of the communication text. This paper gives an 

outline of different steganography methods, its significant 

kinds and order of steganography which have been 

proposed in the literature during last few years. 
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