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Abstract- Cloud environment gives flexibility to different service and products for easy access. This liability of access increases 

the vulnerability of attack as well. Many of researchers are working in this field of attack prevention and detection. This paper 

has detailed a survey on various types of attacks present in the cloud. Attacks are classified into few categories as per nature of 

intrusion and affects. Such attack detection techniques developed by different scholars are also summarized in the paper for 

lcear understanding of attack detection features. In oreder to compare twoor more detection algorithms evaluation 

parameters were also in the paper. 
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I. INTRODUCTION 
 

The appealing features of Cloud computing continue to 

fuel its integration in many sectors including industry, 

governments, education, entertainment, to name few [1]. 

 

Cloud computing aims to provide convenient, on-demand, 

network access to a shared pool of configurable computing 

resources, which can be rapidly provisioned and released 
with minimal management effort or service provider 

interactions [2].  

 

The pay-as-you-go and the on-demand elastic operation 

Cloud characteristics are changing the enterprise 

computing model, shifting on-premises infrastructures to 

off premises data centers, accessed over the Internet and 

managed by cloud hosting providers. However, many 

security issues arise with the transition to this computing 

paradigm including intrusions detection. Regardless the 

important evolution of the information security 
technologies in recent years, intrusions and attacks 

continue to defeat existing intrusion detection systems in 

Cloud environments [3, 4].  

 

Attackers developed new sophisticated techniques able to 

brought down an entire Cloud platform or even many 

within minutes. New records are breached each year by 

attacker. Recently a destructive DDoS attack has brought 

down more than 70 vital services of Internet including 

Github, Twitter, Amazon, Paypal, etc. Attackers have 

taken advantages of Cloud Computing and Internet of 
Things technologies to generate a huge amount of attack 

traffic [5, 6]. 

 

Employing effective IDS in the cloud is a challenge from 

different aspects. One aspect is the complication of the 

security problem due to the cloud's deep stack of 

dependent layers. The functionality and security of a 

higher layer depend on its lower layers. This aspect is 
further augmented by the sophistication of modern attacks. 

Another aspect is the new requirements stemming from 

the unique characteristics of the cloud environment such 

as scalability and elasticity [7].  

 

These requirements pose additional challenges on the 

traditional IDSs in many ways. Hence, the development of 

robust cloud-oriented IDSs must identify and 

accommodate such unique cloud requirements. The last 

aspect is the deployment architecture selection as each 

choice has its own advantages and limitations with respect 
to the effectiveness of the IDS. 

 

II. RELATED WORK 
 

Kabir et al. [8] has developed an OALSSVM model 

(optimum allocation least square support vector machine). 

In this paper optimum allocation term select session from 
the whole dataset either from training or testing section of 

dataset. These selected session or samples were used to 

train the support vector machine model. So, output of 

proposed OALSSVM is depending on selected session 

which increases its accuracy of intrusion detection.  

 

Chuanlong Yin [9] In this article, author examine how to 

present an interruption recognition framework in light of 

thoughtful learning, and this exertion offer a thoughtful 

knowledge approach for interruption recognition using 

recurrent neural networks (RNN-IDS).  
 

In addition, this exertion inspects the execution of the 

model in balancing categorization and multiclass 

arrangement, and the amount of neurons and characteristic 

learning rate impacts on the implementation of the planned 

show. This effort compares it and those of J48, artificial 
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neural network, arbitrary woodland, bolster vector 

machine, and further machine knowledge approach 
planned by history analysts on the standard information 

directory index. 

 

Moukhafi et al. [10] has proposed a feature reduction 

model for increasing the detection accuracy of intrusion in 

the network. This paper has utilized a particle swarm 

optimization genetic algorithm for the selection of features 

form the input dataset as per number of class for detection. 

Selected feature from the training dataset were used to 

train support vector machine. This hybrid genetic and 

SVM model work well to detect DOS attacks.  

 
Kaiyuan et. al. in [11] propose a network intrusion 

detection algorithm combined hybrid sampling with deep 

hierarchical network. Firstly, we use the one-side selection 

(OSS) to reduce the noise samples in majority category, 

and then increase the minority samples by synthetic 

minority over-sampling technique (SMOTE). In this way, 

a balanced dataset can be established to make the model 

fully learn the features of minority samples and greatly 

reduce the model training time. Secondly, we use 

convolution neural network (CNN) to extract spatial 

features and Bi-directional long short-term memory 
(BiLSTM) to extract temporal features, which forms a 

deep hierarchical network model. 

 

In [12] have proposed to utilize information mining 

system, order tree and bolster vector machine for intrusion 

discovery. Information mining system have made valuable 

strides towards arrangement of different issues in various 

issues, use information digging for tackling the issue of 

intrusion as a result of following reasons: It can process 

expansive measure of information. Client's subjective 

advancement isn't vital, and it is more appropriate to find 

the disregarded and shrouded data.  
 

Machine learning is a logical teaches that enables PCs to 

learn in light of information and naturally figures out how 

to perceive complex examples and to settle on keen choice 

in light of information. ID3 and C4.5 two basic 

arrangement tree calculation utilized as a part of 

information mining. Bolster vector machines are an 

arrangement of related administered learning techniques 

utilized for grouping and expectation. Author said C4.5 

calculation is smarter to SVM in recognizing system 

intrusions and FAR (false caution rate) in KDD CUP 99 
dataset. 

 

Subramanian1 et. Al. in [13] shape the future generation 

of cloud security using convolution neural network 

because CNN can provide automatic and responsive 

approaches to enhance security in cloud environment. 

Instead of focusing only on detecting and identifying 

sensitive data patterns, ML can provide solutions which 

incorporate holistic algorithms for secure enterprise data 

throughout all the cloud applications. 

III. TYPES OF CLOUD ATTACK 

 
An intrusion is any attempt that can compromise the CIA 

of a system or network. The most common intrusions that 
affect the CIA of cloud are the following: [14]  

 

1. Attacks on Hypervisor or Virtual Machines: 

An attacker may successfully control the virtual machines 

by compromising the hypervisor. The most common 

attacks on virtual layer which enable hackers to supervise 

host through hypervisor.  

 

Attackers target the hypervisor or VMs to access them by 

exploiting the zero-day vulnerabilities in virtual machines, 

prior to the developers‟ awareness about such exploits 

[14]. The exploitation of a zero-day vulnerability in the 
HyperVM application caused damage to several websites 

based on virtual server [16].  

 

2. User to root (U2R) attacks: 

The attacker uses password sniffing to access a genuine 

user‟s account which enables him to obtain root privileges 

to a system by exploiting vulnerabilities, e.g. Root shells 

can be created by using Buffer overflows from a root-level 

process. In the cloud scenario, attacker achieves root 

privileges of host or VMs by first getting access to legal 

user instances. This attack violates the integrity of cloud 
based systems [14].  

 

3. Insider Attack:  

The attackers are the authorized users who try to obtain 

and misuse the privileges that are either assigned or not 

assigned to them officially [14]. This attack is closely 

related to trust since insiders may reveal secrets to 

opponents, e.g. Amazon Elastic Compute Cloud (EC2) 

suffered from an internal DoS attack [15]. This attack 

breaches the confidentiality of cloud users.  

 

4. Port Scanning: 
Attackers can use port scanning to obtain list of closed 

ports, open ports, and filtered ports and then launch attacks 

against the services running on open ports. Different 

techniques of port scanning are SYN scanning, ACK 

scanning, TCP scanning, FIN scanning, UDP scanning etc. 

In cloud environment, attacker can discover the open ports 

using port scanning and attack the services running on 

these ports [14]. This attack may cause loss of 

confidentiality and integrity on cloud.  

 

5. Backdoor channel attacks: 
Hackers can remotely access the infected machines by 

exploiting this passive attack to compromise the 

confidentiality of user information. Hacker can use 

backdoor channels to get control of victim‟s resources and 

utilize it as zombie to launch DDoS attack [14]. This 

attack targets the confidentiality and availability of cloud 

users.  
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6. Denial of Service (DoS) attack: 

The attacker exploits zombies for sending a large number 
of network packets to overwhelm the available resources. 

Consequently, legitimate users are unable to access the 

services offered over the Internet. In cloud environment, 

the attacker may send huge number of requests through 

zombies to access VMs thus disabling their availability to 

legitimate users which is called DoS attack [14]. This 

attack targets the availability of cloud resources. 

 

7. Different Attacks: 

7.1 Ransomware: It is a type of malicious software 

designed to block access to a computer system until a sum 

of money is paid [17]. Although ransomware is usually 
aimed at individuals, it's only a matter of time before 

business is targeted as well. There are two types of 

ransomware. First is encrypting ransomware, which 

incorporates advanced encryption algorithms.  

 

It‟s designed to block system files and demand payment to 

provide to provide the victim with the key that can decrypt 

the blocked content and more. Second is locker 

ransomware, which locks the victim out of the operating 

system, making it impossible to access the desktop and 

any apps or files? The files are not encrypted in this case, 
but the attackers still ask for a ransom to unlock the 

infected computer 

 

8. Denial of Service (DoS) attacks:  
Denial of service (DoS) attacks mainly attempt to “shut 

down a whole network, computer system, any process or 

restrict the services to authorized users” [6].  

 

There are mainly two types of denial of service (DoS) 

networking attacks 

 Operating System Attacks  

 Network Attacks 
 

In denial-of-service attack, operating system attacks 
targets bugs in specific operating system and then can be 

fixed with patch by patch, on the other hand networking 

attacks exploits internal limitation of particular networking 

protocols and specific infrastructure.  

 

8.1 SSH: Secure Shell is a protocol that provides 

authentication, encryption and data integrity to secure 

network communications. Implementations of secure 

shell offer the following capabilities: a secure 

command- shell, secure file transfer, and remote 

access to a variety of TCP/IP applications via a secure 
tunnel. Secure Shell client and server applications are 

widely available for most popular operating systems. 

The secure shell protocol allows users to log in 

remote terminals in a secure fashion. It does this by 

performing authentication using a passphrase and a 

public keying, and subsequently encrypts all 

information transmitted or received, guaranteeing its 

confidentiality and integrity.  

8.2 Probing: (surveillance, scanning): Probing 

(surveillance, scanning) attacks scan the networks to 
identify valid IP addresses and to collect information 

about them (e.g., what services they offer, operating 

system used). Very often, this information provides a 

tacker with the list of potential vulnerabilities that can 

later be used to perform an attack against selected 

machines and services. These attacks use known 

vulnerabilities such as buffer overflows [7] and weak 

security points for breaking into the system and 

gaining privileged access to hosts. Depending upon 

the source of the attack (outside attack vs. inside 

attack), the compromises can be further split into the 

following two categories:  
8.3 R2L (Remote to Local): Attacks, where an attacker 

who has the ability to send packets to a machine over 

a network (but does not have an account on that 

machine), gains access (either as a user or as the root) 

to the machine. In most R2L attacks, the attacker 

breaks into the computer system via the Internet. 

Typical examples of R2L attacks include guessing 

passwords (e.g. guest and dictionary attacks) and 

gaining access to computers by exploiting software 

vulnerability (e.g. phf attack, which exploits the 

vulnerability of the phf program that allows remote 
users to run arbitrary commands on the server).  

8.4 U2R: (User to Root): Attacks, where an attacker who 

has an account on a computer system is able to 

misuse/elevate her or his privileges by exploiting 

vulnerability in computer mechanisms, a bug in the 

operating system or in a program that is installed on 

the system. Unlike R2L attacks, where the hacker 

breaks into the system from the outside, in U2R 

compromise, the local user/attacker is already in the 

system and typically becomes a root or a user with 

higher privileges. The most common U2R attack is 

buffer overflow, in which the attacker exploits the 
programming error and attempts to store more data 

into a buffer that is located on an execution stack. 

 

IV. EVALUATION PARAMETERS 
 

Detection techniques were compared on different 
parameters to identify good model. Some of parameters 

were detailed below: 

 

𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 =   
𝑻𝒓𝒖𝒆𝒑𝒐𝒔𝒊𝒕𝒊𝒗𝒆

 𝑭𝒂𝒍𝒔𝒆𝒑𝒐𝒔𝒊𝒕𝒊𝒗𝒆 +  𝑻𝒓𝒖𝒆𝒑𝒐𝒔𝒊𝒕𝒊𝒗𝒆 
  

  

𝑹𝒆𝒄𝒂𝒍𝒍 =   
𝑻𝒓𝒖𝒆𝒑𝒐𝒔𝒊𝒕𝒊𝒗𝒆

𝑭𝒂𝒍𝒔𝒆𝒏𝒆𝒈𝒂𝒕𝒊𝒗𝒆 +  𝑻𝒓𝒖𝒆𝒑𝒐𝒔𝒊𝒕𝒊𝒗𝒆
  

 

𝑭 −𝑴𝒆𝒂𝒔𝒖𝒓𝒆 =   
𝟐𝒙𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏𝒙𝑹𝒆𝒄𝒂𝒍𝒍

 𝑹𝒆𝒄𝒂𝒍𝒍 +  𝑷𝒓𝒆𝒄𝒊𝒔𝒊𝒐𝒏 
  

 

𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 =   
𝑪𝒐𝒓𝒓𝒆𝒄𝒕_𝒄𝒍𝒂𝒔𝒔

 𝑪𝒐𝒓𝒓𝒆𝒄𝒕_𝒄𝒍𝒂𝒔𝒔+ 𝑰𝒏𝑪𝒐𝒓𝒓𝒆𝒄𝒕_𝒄𝒍𝒂𝒔𝒔 
  



 

 

© 2021 IJSRET 
3492 

International Journal of Scientific Research & Engineering Trends                                                                                                         
Volume 7, Issue 6, Nov-Dec-2021, ISSN (Online): 2395-566X 

 

 

In above true positive, false positive, true negative and 

false negatives are counters. As per confusion matrix these 
counter increases to get values of above parameters. 

 

V. CONCLUSIONS 
 

Communication networks are backbone of any 

organization, industries, and countries. In order to take 

advantage of such dependency many of attackers execute 
programs that are not fruitful for the network user, data 

owner. This paper has summarized different type of 

attacks intruder apply on the various networks like Dos, 

DDoS, Ransomware, etc. Such attacks are cluster into few 

classes as per behavior of program or entering techniques.  

 

Paper has detailed various techniques of alicious node 

detection in cloud environment. It is desired that scholars 

can develops robust algorithm that is highly accurate to 

detect any type of attack in less time.  
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