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Abstract- The deadly COVID-19 virus has become a very serious issue for each and every one in current time. To prevent being 

infected by the virus one can on his/her personal level can only wear mask to stay safe, keep social distancing and use sanitizers 

or wash hands. Keeping this pandemic situation in mind we proposed a project “Mask Detection and Face Recognition” which 

automatically detects face masks on human faces and note down the time and names of people recognized without face masks 

in excel sheet. The admin can then take actions accordingly on people recognized without face masks, like charging them with 

some penalty or simply instructing them to wear masks. This project can be implemented in a small organization or 

department where the face dataset is already available with the admin of that department or organization. By implementing 

this, the chances of people getting infected by virus reduces in the institution, as everyone will wear mask which are the 

personal protective equipment against virus. It is a project based on Machine Learning and Artificial Intelligence using 

OpenCV, Keras/Tensorflow, MobileNet and Deep Learning. 
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I. INTRODUCTION 
 

After a long-gone worldwide Influenza pandemic, now 

there is COVID-19 pandemic caused by novel corona 

virus. People are facing challenges all over the world due 

to this virus. On daily basis, the number of people infected 

and died is increasing. Some of the major symptoms 

declared by World Health Organization (WHO) for corona 

virus includes fever, dry cough, tiredness, loss of taste and 

smell. Affecting the health and lives of masses, COVID-

19 has called for strict measures to be followed in order to 

prevent the spread of disease.  
 

From the very basic hygiene standards to the treatments in 

the hospitals, people are doing all they can for their own 

and the society’s safety; face masks are one of the 

personal protective equipment’s. People wear face mask 

once they step out of their homes and authorities strictly 

ensure that people are wearing face masks while they are 

in groups and public places.[1]  

 

COVID-19 is a disease that spread from human to human 

which can be controlled by ensuring proper use of a facial 
mask. The spread of COVID-19 can be limited if people 

strictly adhere to social distancing and use a facial mask. 

Sadly, people don’t follow these rules properly which is 

speeding the spread of this virus. Detecting the people not 

obeying the rules and giving details to relevant managing 

authorities can be a solution in reducing the spread of 

coronavirus.[2] Face Mask Detection is a technique which 

let us know if the person is wearing face mask or not. This 

paper aims at designing a project which helps to determine 

the availability of face mask on human faces with the help 

of camera. If no mask is found, then it will recognize the 

face and note down the name of person with time in the 
excel sheet, which will only be accessed by admin. 

 

II. FACE DETECTION 
 

Face Detection simply means detecting faces from an 

image or video. With the advancement of technologies, 

computers are becoming more and more intelligent day by 
day. In today’s world, there is nothing for which machines 

cannot be trained for. Machines can be trained to interact 

with human in natural way by looking at people through 

cameras, they can be trained to understand and talk with 

humans by voice or chat. Similarly, they can also be 

trained for face detection.  

 

There are mainly two approaches for face detection 

technique: 

 Feature Base Approach 

 Image Base Approach 
 

In Feature Base approach, machine detects face with help 

of extracting structural features like eyes, nose, mouth, etc. 

while in Image Base approach, machine rely on techniques 

from statistical analysis and machine learning to find the 

relevant characteristics of face and non-face images.[8] 
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One of the most popular face detection algorithms is 

Viola-Jones Algorithm. 

 

1. Viola-Jones Algorithm: 

Viola-Jones algorithm is a general object detection 

framework which provides competitive object detection 

rates, proposed in 2001 by Paul Viola and Michael Jones.  

 

This algorithm works in 4 main steps which includes: 

 Selecting Haar-like features 

 Creating an integral image 

 Running AdaBoost training 

 Creating classifier cascades 

 

Haar-like features represents the division of light and dark 

rectangular parts of an image into multiple parts. Many 

different types of haar-like features let us extract different 

useful information from image.  

 

Creating an integral image is used as a quick and efficient 

way to calculate the rectangular part of image or sum of 

pixel value in image.  
 

The AdaBoost (Adaptive Boosting) Algorithm is a 

machine learning algorithm for selecting the best subset of 

features among all available features. The output of the 

algorithm is a classifier called a “Strong Classifier”. A 

Strong Classifier is made up of a linear combination of 

“Weak Classifiers”.[9]  

 

A Cascade Classifier is a multi-stage classifier that can 

perform detection quickly and accurately. Each stage 

consists of a strong classifier produced by the AdaBoost 
Algorithm.[9] Even though, Viola-Jones algorithm is now 

outdated, still it very powerful and its applications are 

doing much good in real- time face detection. Although 

this algorithm takes much time in training, but when we 

talk about detection it gives result in seconds.  

 

In this project, we are doing real-time face detection with 

the help of OpenCV. OpenCV is a Python library which 

solves the problems based on computer vision. 

 

 
Fig 1. Integral image + Haar-like features. 

 

III. FACE RECOGNITION 
 

Artificial Intelligence research has introduced us with 

many great technologies earlier and is till doing 

continuously. One of the many wonders from AI research 

is Face Recognition. People usually makes mistake of 
thinking face detection and face recognition as same 

things. But in reality, there is a lot of difference in both the 

terms.  

 

Face detection simply means detecting faces from the 

videos or images, but on the other hand face recognition is 

an advance learning which lets us know the identity of the 

individual detected face. The most common example of 

face recognition is our smart phones face lock. Every time 

we try to unlock our phone, we simply look in the phone’s 

camera and the camera recognizes us in milliseconds and 

unlock it for us. There are so many people all around the 
world, but we don’t know all of them, similar is the case 

of machine. If we will expect machine to tell us the 

identity of every person, it will also fail in doing so.  

 

Therefore, we create the datasets of the known faces and 

then we train the machine to recognize those persons 

easily. We first store the encodings of known faces in the 

dataset. Then, whenever the machine captures any face 

using image or video, it will first find the encodings of that 

image; and then it will compare captured image encodings 

with dataset encodings. If from the stored encodings, any 
encoding matches with the captured image encodings, then 

the machine will tell us the identity of person. In this 

project, we have used “face_recognition” module built 

with dlib using deep learning. 

 

 
Fig 2. Face Recognition example. 

  

IV. NEURAL NETWORKS 
 

Neural networks are the functional unit of Deep Learning 

which is a part of Machine Learning and falls under 
Artificial Intelligence. Neural Networks or Artificial 

Neural Networks (ANNs) or Simulated Neural networks 

(SNNs) are similar to neurons in our brain. We can   

simply denote Neural as neurons and network means they 
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are connected to each other. Neural Networks are similar 

to human brain, as brain learns from experiences and 

practice, we want the same to be implemented in machine.  

 

We implement biological neuron into machine with the 

help of Artificial Intelligence. We then take input and 

initialize it with some weights and then perform some 

mathematical function and algorithms accordingly. Neural 

networks are widely used for research in Artificial 

Intelligence, Speech Recognition, Image Recognition and 

many more. And also, many applications like Google 
Translation, Google Assistant uses ANNs.  

 

The most common types of Neural networks are: 

 Multi-Layer Perceptrons (MLPs) 

 Convolutional Neural Networks (CNNs) 

 Recurrent Neural Networks (RNNs) 

 

Convolutional Neural Networks (CNNs) are a key aspect 

in modern Computer Vision tasks like pattern object 

detection, image classification, pattern recognition tasks, 

etc. [3] A CNN is a deep learning algorithm which takes 
input, assigns learnable weights and biases to different 

aspects of input and finally is able to differentiate inputs 

from one another. The main advantage of using CNN over 

other networks is that the pre-processing required is much 

lower in CNN as compared to others. 

 

 
Fig 3. Basic CNN Architecture. 

 

In this project, MobileNet Convolutional Neural Network 

is used to train the model with the help of ImageNet 

weights. MobileNets are streamlined architecture that uses 

depth wise separable convolutions to build lighter neural 

networks.  

 

They are a class of low power, low latency model and 

used for classification and detection. The major 

dissimilarity between traditional CNN and MobileNet 

architecture is that, the former splits its convolutions into a 
3*3 depth-wise convolution and a 1*1 pointwise 

convolution. Although, they are not much accurate as 

compared to more parameterized model, they are still 

considered good for mobiles because of their small size. 

 
Fig 4. MobileNet CNN Architecture. 

 

V. LITERATURE REVIEW 
 
Object detection is one of the most relevant topics in 

image processing and computer vision. From the small, to 

the personal application of the large-scale industrial 

applications, object detection and recognition is used in a 

wide range of industries. A few examples include image 

search, security intelligence, OCR, health care, and 

agricultural monitoring.[1] 

 

There are many problems which machine faces in learning 

detection from a small training database. Machine’s 

performance depends mainly on features used for object 
representation. Specifically, OpenCV facial haar-like 

features were used to identify face recognition, the 

Principal Component Analysis (PCA) was employed in 

quick extraction of face features and the Euclidean 

Distance was also adopted in face recognition; as thus, 

data amount and computational complexity would be 

reduced effectively in face recognition, and the face 

recognition could be carried out on embedded platform.[4] 

One new approach used for object detection is YOLO. A 

single neural network predicts bounding boxes and class 

probabilities directly from full images in one evaluation. 

Since the whole detection pipeline is a single network, it 
can be optimized end-to-end directly on detection 

performance. Their base YOLO model processes images 

in real-time at 45 frames per second. [5] 

 

There is also a very fast image pre-processing by the 

introduction of a linearly shaded elliptical mask centered 

over the faces. Used in association with DCT, for features 

extraction, and MPL and RBF Neural Networks, for 

classification, it allows an improvement of system 

performances without modifying the global computation 

weight and also a learning time reduction for MLP neural 
networks. [6] 

 

Image processing, which is a part of signal processing, 

takes image in the form of picture or video frame in input 
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and outputs an image or characteristics sets related to 

image. Image processing is mainly performed with the 

help of OpenCV library.  OpenCV contains various tools 

to solve problems of computer vision. It consists of low 

level image processing functions and high  level 

algorithms for face detection, feature matching and 

tracking.[7] 

  

VI. METHODOLOGY 
 

The major focus of this project is to recognize the people 

without wearing face masks. Names of the people found 

will be noted in the excel sheet with time, which can be 

accessed only by admin and then admin can take actions 

accordingly on those people. This will certainly reduce the 

chances of people getting infected by virus in the 

organization/department.  

 
Method implemented in the project are described below 

step by step. First the dataset containing images with mask 

and without mask is collected from various sources. Then 

the model is trained for the dataset using MobileNet 

Neural Network which is using ImageNet as weights and 

algorithm used is adam optimizer. From the dataset, 80% 

of data was used for training and rest 20% for testing. The 

model trained was 98% accurate in detecting masks. 

OpenCV library was used to access camera and then the 

face detection technique using viola-jones algorithm is 

performed.  
 

Also, the known face datasets, face encodings with their 

names were stored with the help of face_recognition 

module. After the model is loaded, if the face captured by 

camera is wearing mask, then the bounding box with 

“Mask” written on its top left is shown on the persons 

face. Otherwise, encodings of the faces are compared with 

the stored face encodings of known faces dataset. Then, if 

the encodings match with stored encodings, a bounding 

box with the name of person on its top is shown, and if in 

case it does not matches then “UNKNOWN” is written on 
top of bounding box.  

 

 
Fig 5. Training Loss and Accuracy graph. 

Also, the name of the person captured without mask are 

noted in the excel sheet which can be accessed by admin. 

If any person’s name is already present in the sheet, then it 

will not be noted again. Modules like datetime, NumPy, 

matplotlib, os, etc. are also used for small functions in the 

project. 

 

VII. RESULT & IMPLEMENTATION 
 

Keeping the safety of organization/department in mind, 

Mask detection and Face recognition system will help the 

admin to point the people without masks and then admin 

can take actions accordingly on them; which in turn will 

increase the number of people wearing mask and 

decreasing the possibility of people getting infected by 

virus. 

 

Fig 6 shows the output of the person captured in mask. Fig 
7 is showing the output for the person captured without 

mask and is a known face. In Fig 8, the bounding box with 

written “UNKNOWN” on its top is shown for a person 

captured without mask and is unknown in the 

department/organization. In Fig 9, an excel sheet is shown 

where the known persons name without mask in noted. 

  

 
Fig 6. Person in Mask. 

 

 
Fig 7. Known person without Mask. 
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Fig 8. Unknown person seen in organization without 

mask. 

 

 
Fig 9. Excel sheet. 

 

VIII. PROPOSED SYSTEM 
 

In Mask Detection and Face Recognition System, face 

masks are detected and if person without mask is detected, 

then the person is recognized and his/her name is noted in 

excel sheet.  
 

In fig 10, 0-level DFD is shown of project. In fig 11, 1-

level DFD of project is shown which also demonstrates the 

internal working.  

 

When the camera captures video frames, face detection is 

performed first. Then the image processing of detected 

face is performed through model which decides whether 

the person wore mask or not, later with the help of 

face_recognition module, person without mask is 

recognized and his/her name is noted in the excel sheets. 
 

 
Fig 10. 0-Level Data Flow Diagram. 

 
Fig 11. 1-Level Data Flow Diagram. 

 

 
Fig 12. Use Case Diagram. 

 

IX. CONCLUSION 
 

In this paper, we have proposed a system which is able to 

detect face masks on human faces and also recognize the 
person found without masks in real time. Names of the 

person found without face masks are noted with the time 

in which they were seen without masks in the excel sheet 

regularly. The admin can then act accordingly with those 

people, either he/she will instruct them personally to wear 

masks in the campus or he/she can also charge some 

penalty on them.  

 

This project for now can only be implemented in the 

organizations or departments where there is face dataset 

available of all the people. The main benefit of this project 

is, as the user will regularly instruct people without masks 
to wear it, the chances of people getting infected by the 

virus will reduce much in the organization because 

everyone will be wearing mask, which is personal 

protective equipment for each and everyone.  

 

The project is based on Deep Learning for which the 

model is trained using Keras, Tensorflow, OpenCV and 

MobileNet and for face recognition, face_recognition 
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module is used. The dataset was collected from many 

different sources. 

  

X. FUTURE SCOPE 
 

In future improvement or in other words enhancement of 
the performance of Mask Detection and Face Recognition 

system can be done using Segmentation instead of 

Bounding Box technique.In future we will try to add 

known face datasets using real-time technique, so that 

organizations with large number of people can also 

implement it.We are going to make the project more 

efficient by training the model in such a way that it can 

recognize and detect face in any angle. 
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