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Abstract- Wireless Sensor Networks (WSNs) are networks of autonomous nodes used for monitoring an environment. Energy 

efficiency and secured data transmission are considered as the most important design goals for WSN. As the complexity of 

computer networks increased, the erudition of network-based attacks drew the attention of various researchers from several 

sectors. As a result of this, many Intrusion Detection System (IDS) have been deployed in such a way that it resolves various 

aspects of network security such as DoS, worms, viruses, malware, etc. Automation of IDS has been proposed in order to 

improve the energy efficient routing in Wireless Sensor Network in a secured manner. This paper represent a review on 

LD2FA (Learning Dynamic Deterministic Finite Automata) the dynamic nature of the network is cultured. In turn, LD2FA - 

PSO provides the information about the node, packet and route inspection for detection and elimination of intruders so that 

the data transmission is done in an energy efficient manner through the optimal path. Routing through optimal path improves 

the overall performance of the sensor network and through various metrics such as energy consumption, throughput, network 

lifetime, alive and dead nodes incorporates the Deterministic Finite Automata (DFA) and Particle Swarm Optimization (PSO) 

for intrusion detection and the data transmission is done in a secured manner by determining and following the optimized 

route. Various techniques showing in the literature. 

 

Keywords- Wireless Sensor Networks (WSNs), LD2FA, PSO,Cluster Head.

I. INTRODUCTION 
 

Geometry approaches have been applied to analyze RF 

energy harvesting performance in cellular network, relay 

network and cognitive radio network. Investigates 

tradeoffs among transmit power and density of mobiles 

and wireless charging stations which are both modeled as 
a homogeneous Poisson Point Process (PPP).  

 

Studies the impact of cooperative density and relay 

selection in a large-scale network with transmitter-

receiver pairs distributed as a PPP. The authors study a 

cognitive radio network where the primary and 

secondary networks are distributed as independent 

homogeneous PPPs. The secondary network is powered 

by the energy opportunistically harvested from nearby 

transmitters in the primary network. Under the outage 

probability requirements for both coexisting networks, 

the maximum throughput of the secondary network is 
analyzed.  

 

Prior literature mainly focuses on performance analysis 

on RF-powered wireless devices using a PPP. The study 

investigates cognitive and energy harvesting-based 

device-to- device (PU) communication under lying 

cellular networks. The authors adopt independent PPPs 

to model the locations of BSs, cellular mobiles, and PU 

devices. Specifically, two spectrum access policies 
designed for cellular BSs, namely, random spectrum 

access and prioritized spectrum access, are studied. In 

this paper, we generalize the conventional PPP analytical 

framework to an-determinately point process (DPP), 

wherein the PPP is a special case when approaches zero. 

We focus more specifically on the so-called Ginibre DPP 

which offers many advantages in terms of modeling 

capability and ease of simulation.  

 

This paper analyzes the point-to-point transmission 

between a RF-powered sensor node and a data sink. The 
sensor node needs to harvests RF energy from ambient 

RF sources (e.g., cellular mobiles). The ambient RF 

sources are modeled with a Ginibre -DPP. The sensor 

transmits to the data sink using instant harvested RF 

energy. A power outage happens if the instant harvested 

energy fails to meet the circuit power consumption of the 

sensor.  

 

Moreover, if the minimum transmission rate requirement 

cannot be fulfilled, a transmission outage occurs. Based 

on the above model, we first derive the expression of 

expected RF energy harvesting rate, then characterize 
upper bounds of both power outage probability and 

transmission outage probability in a closed form. The 

performance analysis provides a useful insight into the 
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tradeoff among various network parameters. In the 

context of energy harvesting in wireless networks, one 
way to evaluate the performance of the system under 

investigation is to use statistical modelling. Although 

statistical modeling gives insights into the long-term 

performance behavior and helps to select the statistically 

optimal network parameters, these parameters are not 

necessarily optimal on a short time-scale. On the other 

hand, tools from optimization theory can be used to 

model the network and evaluate the short term 

performance to find optimal parameters that maximize 

certain objective functions. However, obtaining the 

optimal parameters on a short time basis generally 

increases the computational complexity and puts a 
burden on the system due to more frequent exchange of 

information. 

 

1. Power Management:  
The location of sensor nodes does not need to be 

designed or prearranged. This allows for random 

placement in unapproachable terrain or dangerous 

environments. The main areas of application for sensor 

networks comprise the military, natural disasters, health 

and the home. Related to traditional self-organizing 

networks, the most notable point about sensor networks 
is that they are incomplete in terms of function, 

computing power, and memory. Therefore, optimizing 

energy consumption in wireless sensor networks has 

freshly become greatest important performance measure 

(Berman et al., 2005) 

 

2. Localization:  
A fundamental difficult in the design of sensor networks 

is location (Rudafshani&Datta 2007) - defining position 

of instruments. Setting information is used to record and 

greatest events or use geometry-aware routing to route 

data packets. For large networks or systems where 
sensors can move, manual location configuration is not 

possible. In terms of cost it is expensive to supply 

positioning hardware (e.g. GPS) for each sensor. A more 

sensible solution to location problem is to allow certain 

nodes (called seeds) to always have their location 

information, and allow other nodes to derive their 

location by exchanging information with the seeds. The 

safe placement of unknown nodes (Jiang et al., 2011) is 

another important research topic today.  

 

Location-based authentication also involves position of 
unknown nodes. An attacker can concession an unknown 

node or an anchor node to inhibit with localization 

procedure. an attacker can modify, forge or replay 

localization information to make projected positions of 

unknown nodes incorrect. In such a scenario, it becomes 

necessary to provide secure verification information 

(Yingpei et al 2009), to detect the correctness of 

localization information. The focus may be on security 

matters of localization techniques leaving other aspects 

as detachment error, communication or energy costs 

involved in localization process (Srinivasan & Wu 2008). 

 

3. Routing:  
The basic idea is to design an energy-saving routing 

protocol for WSN. Some energy-saving routing protocols 

proposed for WSN (Akkaya Younis 2005) are data-

centric protocols, layered protocols, location-based 

protocols and network traffic, and QoS-aware protocols. 

The most commonly used data-centric routing protocols 

are flood and small talk, directional diffusion, energy-

conscious routing, and gradient-based routing protocols. 

The widely preferred hierarchical routing protocols are 

low-energy adaptive cluster hierarchy (LEACH), high-
performance assembly in sensor information systems 

(PEGASIS), hierarchical PEGASIS, and energy-

conscious routing based on cluster-based sensor 

networks.  

 

The biggest advantage of location-based routing is its 

scalability. In general, global knowledge of routing tables 

or network topology is not required, which reduces the 

requirements for data storage and routing overhead 

(Suhonen et al., 2012). Examples of location-based 

routing procedures used are Minimum Energy 
Communication Network (MECN), Small MECN 

(SMECN), Geographic Adaptive Fidelity (GAF) and 

Geographic and Energy Aware Routing (GEAR).  

 

In network power and QoS-compliant routing protocols, 

the network produces a balance among data quality or 

energy ingesting. In particular, when transmitting data to 

the base station, the network must ensure certain QoS 

indicators (delay, energy, bandwidth, etc.) (Shafiullah et 

al., 2012). Examples of applied network traffic and QoS-

compliant routing protocols include maximum lifetime 

energy routing, sequential distribution routing (SAR), 
energy-conscious QoS routing protocols, and stateless 

protocol (SPEED) for real-time communication in sensor 

systems. 

 

4. Deployment Technique:  
Implementation is an important issue in WSN. There are 

two types of distribution methods. One is random 

implementation and the other is intentional 

implementation. For the planned implementation, place 

the sensor in the planned predetermined location. When 

planning where sensors are to be installed, it is generally 
required that pattern should be such that a smallest 

number of sensors is required. Finding the best 

implementation mode (in terms of the number of sensors) 

is of practical importance. 

 

5. Information Processing Phase:  
Each sensor node involves in sensing the attributes 

depending on the application. The sensed data from each 

node is transmitted to their respective CH. Once CHs 
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receive the sensed data, it performs data aggregation and 

this process is repeated periodically.  

 

6. Data Dissemination Phase:  
Each CH transmits the aggregated data to the base station 

based on the data dissemination interval. The Wireless 

Sensor Network scenario of OEERP. In that, there are 

four clusters in the network and each with a Cluster 

Head. It can be seen that, there are few left out nodes, 

without being a member of any of the cluster are called 

residual nodes or individual nodes. But those nodes are 

capable of sensing and transmitting the sensed data to the 

base station. Such nodes can sense and transmit the 

sensed data by finding an optimal path to reach the Base 
Station.  

 

7. Optimized Energy Efficient Routing Protocol 

(OEERP) is a cluster-based routing protocol works 

under the principle that makes uniform battery drain of 

nodes. The operation of this protocol can be understood 

with the help of the following phases.  

 

7.1 Cluster Formation Phase: Cluster Head (CH) 

election takes place in a random manner. Once the 

cluster head election is performed, each CH broadcast an 
advertisement message to all the sensor nodes. Nodes 

which are in the transmission range of a particular CH 

receive the message. The sensor nodes or cluster nodes 

then send a reply message with request message to join 

under the particular Cluster Head.  

 

During cluster formation, some nodes may be left out 

nodes without being a member in any of the cluster in 

that particular time-slot. But such nodes may become a 

member of any cluster or even it can become as cluster 

head of any cluster. So the individual nodes keep on vary 

from time slot to time slot which results in Maintaining 
the average energy level of all the sensor nodes.  

 

But still there are few drawbacks in this protocol which 

includes, transmitting the sensed information from those 

individual nodes to sink node is risky as it has to 

discover the neighbor by sending many control messages 

which results in high energy consumption. If any 

particular node remains as an individual node for a long 

period, it may die early. So, all the nodes have the 

probability to become a cluster member or CH, thus 

providing distributed energy dissipation. Once cluster 
formation is done, the nodes involves in information 

processing phase 

 

II. LITERATURE SURVEY 

 
The Internet of Things creates a consistent scenario that 

combines the use of sensors to build communication and 

user and network communication with people, as it 

encourages a mix of standards and also provides 

machines with the ability to improve them to help them. 

Do the analysis and do it according to the circumstances.  
 

The movement, creation, communication, age and 

analysis of devices is a combination, which connects to 

the Internet of Things by setting the precedent for the 

device and making it a smart device.The IoT process 

runs in cycles and each relies on successful execution. 

The purpose of our research is to determine the breadth, 

depth and diversity of current IoT research.  

 

Santhakumar, R et.al. (2019) The Internet of Things 

(IoT) is exclusive platform that is gaining popularity. The 

main reason for this is advancement of technology or its 
aptitude to connect with entirety. The process of building 

personal relationships provides a lot of time and a great 

development platform. Over the years, technology has 

evolved in a wide range of sectors, which is why we have 

been witnessing rapid changes in the shape, size 

orvolume of the tools, components and products used in 

everyday life.  

 

This advantage of simple knowledge, when used in 

platforms such as IoT, not only simplifies the work but 

also provides benefits for both manufacturers and end 
users. The Internet of Things gives us the opportunity to 

build effective management institutions, implement 

applications, life-saving solutions, sustainable 

agriculture, etc.  

 

A review of recent research work and related 

technologies, this article provides an overview of IoT 

technologies and their various applications in the rescue, 

smart cities, agriculture, and industries. This also 

illustrates the comparison of the Internet of Things with 

M2M and highlights the inadequacies of the Internet of 

Things. In addition, they identify existing protocols and 
security issues. It also summarizes the possible avenues 

of search engine optimization, open space and the 

challenge of the Internet of Things.[1] 

 

Kumar, A(2017) et.al. With the rapid use and rapid 

reliability of smart devices, it is very important to 

connect them. There are many systems already in place 

in the field of home monitoring, but of course they do not 

provide effective solutions for them. This article 

describes how to use mobile fidelity (Wi-Fi) to provide a 

low cost home (IS) system, which defrauds the concept 
of connected mobile networks.  

 

The Wi-Fi-based wireless Wifi (WSN) network is 

designed to monitor and control the environmental, 

security, and electrical signals of connected buildings. 

Users can seamlessly control smart home devices with a 

graphical user interface (GUI) based on Android 

applications on smart phones. The total cost of 

implementing this system on a large scale is 

approximately 6000 Indian rupees or 100 US dollars.[2] 
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GaoX(2019) et.al. Data gathering is one of the most 

significant fundamental operations in a wireless sensor 
network. But it depletes large amount of energy of sensor 

nodes that reduce their network lifetime. Recently, 

various methods are introduced for energy optimization 

and to improve the operation time of entire network 

using mobile elements or mobile collector. This paper 

explores those data gathering techniques that not only 

enhance the network lifetime but also improve the 

performance of sensors. Major issues and challenges in 

mobile data gathering are discussed as well as various 

mobile data gathering approaches are related on the basis 

of their algorithms, features merit or demerits. This paper 

will be useful for new researchers to get overall exposure 
to mobile data gathering techniques and research 

challenges on efficient data gathering in WSN.[3] 

 

Wireless Sensor Networks is a newly evident area due to 

advance research creation such as mobile data gathering, 

varying sensing range of sensor nodes and other real-

time applications. The sensor nodes are usually gathered 

sensed data from their surrounding and transfer it to base 

station or sink. Base station processes that data into some 

other form. Data gathering is referred as data collection 

with aggregation and data collection without aggregation. 
Data aggregation also causes a lot of energy dissipation 

of nodes in the network. The nodes are powered by 

limited batteries sources that’s why it is essential to 

replace or recharge these power sources. The limited 

energy of sensor nodes not only affects their performance 

but also reduces the network lifetime.  

 

Most of data gathering approaches take advantages of the 

multi-hop communication for transferring their sensed 

data to the base station that leads to unbalanced energy 

consumption. Generally, sensor nodes which are nearby 

to the base station have less energy as compared to the 
node farther away from the base station or sink because 

sensor near the base station or sink are accountable for 

data relaying and that’s they deplete their energy more 

rapidly than others nodes. Therefore, the nodes near the 

sink die earlier due to which the entire network 

disconnected. This network disconnection may lead to 

hole around the sink due to which other sensor nodes will 

unable to transfer their collected data to the sink. Energy 

conservation is one of the biggest challenges.  

 

There are many applications of WSNs such as 
environment monitoring, underwater monitoring, air 

traffic control, military applications, extreme climate 

changes, volcanic eruption or migration of certain wild 

species. In order to minimize energy consumption mobile 

data gathering techniques are introduced. Basically, these 

techniques are proposed for efficient data collection, 

energy optimization and reduce latency. More than one 

mobile element can be used to gather sensed data from 

nodes at their transmission range within a certain time 

limit. The mobile collector visits every sensor node 

within the entire network to gather their sensed data so 

that the problem of unbalanced energy utilization caused 
by multi-hop communications can be avoided. Many data 

gathering approaches are proposed using mobile element 

in order to find out the traveling path, improve the speed, 

reduce latency, and minimization of energy consumption. 

To save the maximum energy, a mobile element or 

mobile sink must visit within communication range of 

every sensor in the network. It is helped by the mobile 

collector so that they can collect the data from sensors in 

single hop count. The mobility of the element reduces the 

energy dissipation of sensor in the network that helps to 

enhance the network lifetime. 

 
Prakash, S(2019) et.al. The need for sensor node 

localization becomes a vital task for wireless sensor 

networks (WSNs), due to repeatedly growing of WSNs 

technology. Global position system (GPS) -based sensor 

node localization provides accurate location, but at the 

same time undesirably lead to increase the network 

deployment cost. Also, in indoor environment the GPS-

based sensor nodes have received very low-quality 

signals that lead to inaccurate location estimation.  

 

Thus, required to develop efficient localization 
algorithms for indoor environment by balancing 

communication complexity, storage scale, localization 

error and better location accuracy. This paper explores 

well known localization algorithms of range-based and 

range-free. Finally provides the comparative study, 

critical discussion and analysis of both range-based and 

range-free localization algorithms. The draft will be 

helpful for new researchers to easily get clear 

understanding on range -based and range-free 

localization problems and direction of localization 

techniques in sensor networks.[4] 

 
In WSNs , the resource constraints are energy, storage 

and processing capability while deployment of sensors at 

remote area to serve the various applications like disaster 

management, forest management, weather monitoring, 

medical application, home automation and target tracking 

application. Lot of challenges are in WSN as energy, life 

time, stability, reliability, localization and security. This 

paper focuses on localization issue in WSN. The dense 

and random deployment of sensor nodes in WSNs for 

localization of sensor nodes is become challenging 

without the help of GPS. While doing deployment of 
GPS-based sensor nodes in WSNs that increase cost or 

sometimes may not be possible. Thus, localization of 

sensor nodes become one of the objectives for the 

researcher to estimate the accurate location with the 

minimum utilization of their resources. In most of WSNs 

application, the sensor nodes used to sense of events and 

forward the sensed data to well-localized sink node. 

 

Localization algorithm in WSN, generally categorized 

into two approaches range-based or range-free-based. In 
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range-based localization algorithms use distance or angle 

information to estimate location of unknown sensor 
nodes. The various ranging approaches-based on distance 

or angle information such as time of arrival (TOA), time 

difference of arrival (TDOA), radio signal strength 

indicator (RSSI) or angle of arrival (AOA). In another 

range-free localization algorithms uses hop count 

information among anchor and unknown sensor nodes to 

perform localization of sensor nodes in WSNs. The 

detachment vector hop (DV-Hop), approximate point in 

triangle (APIT), or centroid approaches are range-free 

localization algorithms in WSN. 

 

The well-known techniques of range-based and range-
free localization and explorer the latest research works of 

both categories. Further provides the comparative study, 

critical discussion or analysis of both type of techniques. 

The future organization of this paper is prepared as 

section two contains literature review of latest works of 

localization techniques. Section three depicts the 

comparison of localization algorithms. The detailed 

analysis and discussion of localization work presented in 

section four. At last section, we present the conclusion of 

this paper and suggest the direction of ongoing works of 

localization. 

 

Prakash, S(2018) et.al. The Sensor network is the most 

popular platform for environmental monitoring, and it 

plays an imperative role in several submissions. 

Influential location of sensor nodes is a necessary 

function to attain correct information on the WSN. As a 

result, it has become a major challenge for WSN 

applications to gain access to node location information. 

In most localization nodes, some nodes are sent using 

known coordinates. To find out, each unknown node 

communicates through nodes with known coordinators in 

the WSN. In this article, we will now carefully analyze 
and discuss the challenges faced by wireless networks. 

This article discusses the key points of many researchers 

to address the possible various phenomena that occur in 

wireless sensor networks. The technology of large-scale 

location has been briefly explained, so the useful idea of 

all research is to overcome the new challenges and 

problems of access to wireless sensor networks. 

 

Location memory is necessary for multi-network 

application (WSN) or military maintenance, natural 

disaster monitoring, health checking manufacturing 
monitoring. A number of WSN technologies are geo-

training mechanics, used for high energy efficiency and 

network security, and require accurate information from 

location of sensor nodes. Therefore, estimating location 

of nodes in the WSN is an important role. Recently, most 

researchers have contributed to the field of algorithms at 

WSN. 

 

Prevents a number of mechanics based on the use of 

observable functional areas. The reference node has its 

knowledge of its location in the WSN, i.e., an unknown 

host uses it to identify it. They are based solely on the 
assumption that further attention will increase the 

accuracy of the site estimates. The struggle of assessing 

location information of each batch increases the size of 

the number that can already be used. Therefore, when it 

comes to memory and energy consumption, the required 

nodes require more calculation. Therefore, in order to 

evaluate the location information, it is necessary to 

reduce the number of active contributions of the groups 

mentioned. 

 

Since one or more series may misrepresent the location 

information that leads to system failure, the effectiveness 
of the consideration factor may be included in the hostile 

environment. To prevent this, it is necessary to use a 

number with usable text. For calculating the position of 

each node, a unique element of the referral market 

participates in the task.  

 

There is no guarantee that there will be multiple types of 

cables to estimate the location of each node, as there are 

two main reasons: the first is the WSN self-

transformation due to node activity, and node death due 

to lack of energy. Second in the WSN, due to various 
environmental barriers, it is not fair not to participate in 

any activity. When collecting additional information for 

reference, the location of the series is estimated in the 

aggregate of information. In other words, a node can 

place information about its location and value 

proportional to the distance of its neighbor to its location. 

However, all eggs in the WSN overload the correct 

information with false information, thus reducing the 

overall preparation of the fusion process.[5] 

 

Yun Lin Et.Al (2019)To improve the accuracy of the 

location in the 3-D environment, reduce network costs, 
and reduce energy loss, a state-of-the-art natural resource 

sales network (UASN) is proposed. By dividing the 

cubic model of the underwater control zone and using the 

energy between the mobile anchor node and the 

unknown anchor, the interval-based problem turns into 

node placement problem based on pressure sensation. 

Since the node-based energy is applied based on cubic 

modularization, if the beacon node mobile passes 

through the entire cubic centimeter, it is not necessary to 

specifically design the path of the mobile node. Given 

the distance of the moving path, the path of the mobile 
node is based on the non-linear model (RWP) and 

LAYERED-SCAN models. The simulation results show 

that the algorithm can be applied to UASN node location 

problems. It can reduce network costs and energy loss, 

and gain a higher position.[6] 

 

Kalyani V et.al. (2018) localization is a major activity in 

the field of Wireless Sensor Network (WSN). 

Localization is a calculation of the relationship between a 

local node and a non-local node to determine its location 
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or location. Location can be calculated by the distance 

between the colors or the length and angle. To find the 
location of a point, we need to see the distance between 

the anchor point (node sensor with a known location, i.e. 

a localized node) and the non-localized node. The 

distance and angle of the sensor are used to assess the 

position of the nodes, and they are directly connected to 

the rock island. Anchor node is used because localization 

is an important step for wireless network sensors 

installed. Therefore, the process depends on the anchor 

trick to get its place in the global coordinator. Based on a 

non-cohesive method, if the node sensor is not directly 

connected to the number of anchor strings, the node 

sensor will not detect itself, which can be difficult 
because the distance is small. Communication and the 

anchor is inaccessible.  

 

Therefore, in order to further improve the location of the 

position, the issue of the position of mobile assistants 

was addressed in an unconventional telecommunications 

network. To address this issue, we offer mobile help site 

placement content that uses unparalleled methods and 

has developed powerful measurement technology (RSS) 

to improve site accuracy.[7] 

 
Xinwang Wan et.al (2018) In applications that can be 

applied to wireless network sensors, the location of the 

node is a major supporting technology. The APIT 

algorithm is widely used due to its high reliability. 

However, the end result of this algorithm limits the 

effectiveness of its installation. Of all the algorithms that 

have been improved, the virtual trading APIT (VN-

APIT) virtualization algorithm is robust and has a very 

low latency.  

 

This paper presents an algorithm and location with 

reasonable and based value on VN-APIT (EVN-APIT). 
By already evaluating the location around the node based 

on the received signal strength, and then placing the 

virtual node connected to the network, the algorithm can 

reduce the calculation by one-third. The simulation 

results also prove that, compared to VN-APIT, the 

proposed algorithm can achieve the same location almost 

two thirds of the calculation.[8] 

 

Chao Liu et al. (2019) home download is a frequently 

needed application of the Acoustic Sensor Network 

(UASN) network, which plays an important role in 
strategy development, node recovery, etc. Difficulty, 

prefabricated infrastructure and time management 

between torches challenge the UASN localization 

implementation. To solve these problems we propose a 

new algorithm localization acoustic sublime localization 

algorithm based on the addition of virtual nodes.  

 

In today’s marine environment, the algorithm is divided 

into two aspects, namely the statistical virtual node 

algorithm (VAS) and the manual virtual node algorithm 

(algorithm). Install node help that does not directly 

contribute to localization for virtual node installation, 
error measurement and RSSI startup.  

 

The spacecraft via GPS uses virtual spacecraft and 

geometric systems to locate UASN locations without the 

need for complex installation and recovery time. The 

simulation results show that the proposed algorithm can 

achieve the characteristics of high-level coverage, small-

scale errors and low-head communication in UASN.[9] 

Rui Jiang et.al (2018) Aimed at the application of 

wireless communication networks (WSNs) without 

distance measurement, a new location node algorithm is 

suggested based on the iterative centroid value. First, we 
get a sample of the plane being surrounded by the current 

contact zone and the rated voltage (RSSI) between the 

target and the banana tail. Then, we replace the beacon 

node farthest from the target node with the natural 

centroid node to reduce the area of the plane surrounded 

by the connected nodes, and improve the warning based 

on multiple iterations. From the simulation results, the 

proposed algorithm can display the results of all the 

signals, so it is convenient to install them on the 

WSN.[10] 

 
Xingyu Pi et al. (2019) Wireless Sensor Network (WSN) 

is important for strategic implementation. Node 

localization is an issue of major research on wireless 

sensor networks. An algorithm for the location of the 

node based on the connection node is proposed. Use a 

multi-hop chart to estimate the location of the location 

nodes. In the first step, the node found gets its first place 

according to the communication information in the 

single-hop or multi-hop reference. In the second step, 

each group sends the priority to the neighboring location, 

and attaches the location information based on the 

interrelationships between the different ones. The 
chemical response results show that the installation 

algorithm is accurate and robust.[11] 

 

M Sunitha et.al (2019) Localization indicates the 

approximate location of each sensor point in the network. 

This is necessary because the underwater sensor node 

relies on reliable information. The big challenge in this 

regard is that it is less common in the underwater world 

than on the ground, which leads to distrust at the speed of 

sound, and results in more radio waves in the channel 

Here, the Kalman filter and the expanded Kalman filter 
method are examined to reduce the error in place. This 

was confirmed by a shallow water test, and the 

installation results were further adjusted.[12] 

 

Rui Jiang et al. (2019) introduced an improved new 

location algorithm for the application of wireless location 

technology (WSN). In this way, the centroid in space that 

is surrounded by a connected beacon color is treated as a 

virtual beacon bird. It can be proved that it is possible to 

monitor the coordination of the centroid and the signal 
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strength index (RSSI) between the unknown node and 

the centroid. When the virtual beacon node is used to 
replace the beacon node with the weakest RSSI, the 

space surrounded by the connected beacon node is 

reduced and the reliability of the installation can be 

improved. The Monte Carlo test proves that the 

algorithm is robust and can get good grades and 

coverage.[13] 

 

Yefei Han et.al (2018)Proper installation of the sensor 

node can ensure the operation of the sensor network. The 

placement of the sensor node in the traditional way does 

not take into account the sparse sensor channel due to 

uneven node scattering, which leads to a zero-tap value 
in the process. Installation, thereby reducing installation 

efficiency. There are suggestions for improving the node 

based on DV-Hop. This method improves the traditional 

DV-Hop installation algorithm. The swarm algorithm is 

used to improve the installation process, and the result of 

the installation of the sensor node is finally obtained. 

Experimental results show that the optimization 

algorithm can improve the accuracy of the sensor access, 

which is satisfactory.[14] 

 

Zhang Lieping (2018) has proposed a WSN three-point 
secure encryption method based on the improved RSSI-

LSSVR algorithm, aimed at improving the accuracy and 

security of traditional wireless network installation 

algorithms for three-dimensional world. First, the RSSI 

method was improved using a media balancing method 

to improve point accuracy.  

 

To further enhance the commerciality of the space, a 

model with three dimensional nodes is installed based on 

the smallest square supporting the vector return method. 

Finally, a sybil attack detection mechanism has been 

proposed to improve site security against sybil attacks. 
The simulation results show that the accuracy and 

security of the better algorithm in place is better than the 

traditional algorithm.[15] 

 

Ahmed Alagha et.al (2019) In this article we will solve 

the problem of choosing an active node for Internet of 

Things (IoT) deployment tasks. The Internet of Things 

plays a vital role in fulfilling the principles of a smart 

environment (such as the environment, infrastructure, 

industry, risk or threat control). Multiple IoT sensor 

points can be placed in one area to gather area 
information to achieve a common goal. By activating the 

right nodes at a time, the selection of active nodes has 

been shown to help alleviate common issues related to 

the Internet of Things, such as resource sharing, network 

survival, and reliability in data collection.  

 

Current node locking strategies are not necessary when 

adjusting the function of the location, as they -1) are 

designed primarily for general control rather than for 

location improvement; Designed for systems with the 

following conditions: nodes with dimensions. To solve 

these problems, we offer a selection of data-node nodes. 
Method -1) actively uses the current active data reading 

point to select future readings, and 2) evaluates with a 

nonlinear one. Information on area coverage applied by 

group nodes; 3) Examine the remaining energy, cost of 

electricity and reliability of the data in the selection 

process, and 4) Combine group and individual based 

systems to improve the process installation between time 

and power consumption.  

 

These considerations have been incorporated as an active 

two-step node selection mechanism, which uses genetic 

algorithms and predictive algorithms to select the best 
group to handle the task. By using a series of real and 

synthetic maps, and by comparing the application 

method with the existing code, the example of a 

radioactive source confirms the effectiveness of the 

proposed method. 

 

The results demonstrate the ability of the proposed 

methods to achieve a faster position in low-energy 

environments.[16] 

 

Self-reliance points from Rui Jiang et al. (2020) is one 
of the hot research topics on wireless networks (WSN). 

In case of the relationship among the signaling process 

and the body distance, a wireless network placement 

algorithm is introduced based on the signal processing 

search. Depending on the distribution of the mark among 

anchor disease and the unknown, the target purpose 

based on the cosine equation is set in the algorithm. 

Currently, the location of an unknown node in the WSN 

has been transformed into its location in search of the 

best solution for the intended purpose. Then, first 

exploration pixel can be defined in the centroid position. 

To condense complexity, gradient drop technique is used 
to avoid long-term processes in the pixel-by-pixel search 

method. Study results using simulated data.[17] 

 

III. PROBLEM FORMULATION 
 

In the existing optimized energy efficient routing 
protocol (OEERP), during cluster formation some of the 

nodes are left out without being a member of any of the 

cluster which results in residual node formation. Such 

residual or individual nodes forward the sensed data 

either directly to the base station or by finding the next 

best hop by sending many control messages hence 

reduces the network lifetime.   

 

Optimized Energy Efficient Routing Protocol (OEERP) 

provides better network lifetime. While clustering using 

OEERP, some nodes are left out in the network without 

being a member of any of the cluster in time t1. After 
sometime, the same individual nodes may become 

member of any cluster in the network and some other 

nodes may become left out nodes during next cluster 
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formation. The same process is repeated in every cluster 

formation.  
 

To facilitate the efficient usage of energy of the nodes, to 

improve the network lifetime and to detect multiple 

attacks, a novel approach LD2FA-PSO is proposed 

which dynamically learns the network environment and 

optimizes the route by using Optimization Techniques 

such as Particle Swarm Optimization.  

 

This paper focuses on design of LD2FA which inspects 

the node, packet and route of a network and dynamically 

learns the environment. This LD2FA is incorporated with 

PSO algorithm to obtain the optimal route thereby 
improving the throughput, network lifetime, energy 

consumption, alive & standby sensor nodes. The routing 

optimization automatically reduces the complexity by 

choosing the best route after eliminating worst cases. 

 

IV. LDFA AND PSO 

 
The motivation of clustering in sensor networks is to 

create organizational structures and to manage 

distributed wireless networks in a structured way. The 

dynamic radio environment intensifies the need for a 

clustering scheme to coordinate the communication in a 

typical CRSN. In this work, we group the eligible nodes 
in the event-to-sink corridor according to their spectrum 

availabilities while maintaining intra-cluster and inter-

cluster communication. Only the nodes that are 

appointed as eligible form clusters.  

 

The clusters are not maintained in the network if the 

event detecting nodes do not further sample the event. 

Cluster-heads are the local coordinators in the cluster. 

They perform data aggregation, manage the change of 

the idle spectrum bands in the clusters and manage the 

mobility of the nodes. They also receive the event reports 

from the cluster members that are closer to the event.  
 

Afterwards, they perform data aggregation to reduce the 

event reports and route these reports to the nodes closer 

to the sink. Optimal cluster-head selection is an NP-hard 

problem. Hence, heuristic algorithms are proposed for 

this problem in literature. In our case, the solution to the 

cluster head selection problem also requires spectrum-

awareness in the dynamic radio environment.  

 

Hence, the cluster-head selection must take into account 

the vacant spectrum bands of the eligible nodes. In this 
paper, we propose an algorithm to determine cluster-

heads among the eligible nodes after the first phase. The 

formed clusters must be stable against the fluctuations of 

the spectrum availabilities, the energy outage, and the 

mobility of the nodes. To this end, we take into account 

several system parameters. Every eligible node is 

assigned a weight according to a combination of different 

parameters. This weight shows the capability of nodes to 

serve as a cluster-head. In our heuristic selection method, 

we maximize the weight of the selected cluster heads. 
Hence, we select the nodes in the network having 

maximum capability to serve as cluster-heads. 

 

1. PSO: 

A basic variant of the PSO algorithm works by having a 

population(called a swarm) of candidate solutions (called 

particles). These particles are moved around in the 

search-space according to a few simple formulae.[9] The 

movements of the particles are guided by their own best 

known position in the search-space as well as the entire 

swarm's best known position. When improved positions 

are being discovered these will then come to guide the 
movements of the swarm. The process is repeated and by 

doing so it is hoped, but not guaranteed, that a 

satisfactory solution will eventually be discovered. 

 

Formally, let f: ℝn → ℝ be the cost function which must 

be minimized. The function takes a candidate solution as 

an argument in the form of a vector of real numbers and 

produces a real number as output which indicates the 

objective function value of the given candidate solution. 

The gradient of f is not known. The goal is to find a 

solution a for which f(a) ≤ f(b) for all b in the search-
space, which would mean a is the global minimum. 

 

Let S be the number of particles in the swarm, each 

having a position xi ∈ ℝn in the search-space and a 

velocity vi ∈ ℝn. Let pi be the best known position of 

particle i and let g be the best known position of the 

entire swarm. A basic PSO algorithm is then: 

 

 for each particle i = 1, ..., S do 

 Initialize the particle's position with a uniformly 

distributed random vector: xi ~ U(blo, bup) 

 Initialize the particle's best known position to its initial 

position: pi ← xi 

 if f(pi) < f(g) then 

 update the swarm's best known  position: g ← pi 

 Initialize the particle's velocity: vi ~ U(-|bup-blo|, |bup-

blo|) 

 while a termination criterion is not met do: 

 for each particle i = 1, ..., S do 

 for each dimension d = 1, ..., n do 

 Pick random numbers: rp, rg ~ U(0,1) 

 Update the particle's velocity: vi,d ← ω vi,d + φp rp (pi,d-

xi,d) + φg rg (gd-xi,d) 

 Update the particle's position: xi ← xi + vi 

 if f(xi) < f(pi) then 

 Update the particle's best known position: pi ← xi 

 if f(pi) < f(g) then 

 Update the swarm's best known position: g ← pi 
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2. LDFA: 

l LD2FA-PSO has been proposed which learns the 
dynamic nature of the network and obtains the optimal 

path by inspecting the node, packet and route which 

eliminates the intruders thereby the data is transmitted 

efficiently in a secured manner. In Fig. 1 the proposed 

framework is illustrated which provides a secured energy 

efficient routing in WSN. The network consisting of a 

group of nodes are created and deployed in an undeterred 

environment. Once the nodes are deployed clusters are 

formed.  

 

Clusters are formed geographically. Geographical based 

cluster formation is done based on equal segmentation of 
space region. In the proposed method three hierarchy 

cluster is formed i.e., the area space is divided into three 

equal divisions. All the sensor nodes within a cluster 

must communicate with its cluster head only. The cluster 

head information and the path information are updated in 

segment table along with the energy for each node and 

distance between each node.  

 

All the node, route and packet information are learnt 

dynamically by Learning Dynamic Deterministic Finite 

Automata (LD2FA) and the information about each node 
are periodically updated in the path table. When the 

packet has to be broadcasted from the source node to the 

destination node, LD2FA obtains the available path from 

source to destination. LD2FA validates these paths and 

updates the valid path in path table.  

 

LD2FA-PSO algorithm analyzes the path table and 

inspects the node, packet and route information thereby 

eliminating unwanted attacks or intruders such as 

selective forwarding and Sybil attacks that are available 

in the network. LD2FA is incorporated with PSO in 

order to obtain the optimal path. Once the optimal route 
is obtained the packets are transferred from the source to 

the destination in a secured and efficient way. 

 

V. CONCLUSION 
 

The various  techniques showing in this literature that  
learn dynamically about the information of the network 

by monitoring the node, packet and route in order to 

eliminate the intruders so that the data transmission could 

be done successfully and the energy efficiency of the 

network will be improved. The some of  incorporated the 

extended features of finite automata by preparing the 

automata to learn based on the rules and patterns that will 

be framed.  

 

The LD2FA-PSO is used to determine the validity of all 

paths and in addition, PSO is used to examine and 

evaluation by optimizing the paths. Intruders are 
eliminated with the help of information provided by the 

network model and LD2FA-PSO model. Several metrics 

such as throughput, lifetime of the network, energy 

consumption and statistics of alive nodes are considered 

for measuring the performance.The algorithm has better 
performance in terms of connectivity and energy 

consumption. The performance of protocol in terms of 

control and data packet exchange, time steps required for 

clustering, connectivity of clusters, energy consumed for 

clustering, and re-clustering ratio due to the mobility.  
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