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Abstract- Energy theft has become a serious issue in the smart grid community. It has caused massive losses for many countries 

that exceed billions of dollar. Nowadays, a smart meter will be placed at the end of every distribution network to record power 

consumption and generates the energy reports remotely. Energy theft methods involve hacking smart home appliance and 

most commonly direct hooking on other households electricity supplies. Other methods involved are tampering with the smart 

meter’s software, mechanism, and manipulating data through cloud storage. Thus, attackers can reduce their own electricity 

usage by manipulating other households through tampering and hacking to increase their electricity usage as the aggregate bill 

for all customers in the community remains the same This system principally monitors electrical parameters of household 

appliances such as voltage and current and subsequently calculates the power consumed. 
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I. INTRODUCTION 
 
Internet of Things (IoT) have been massively used to 

replace old analogue meters which mostly used. It 

automatic the data collection and the meter readings. The 

data can be wirelessly transmitted that remarkable reduces 

man works. However, the community of smart home 

network is vulnerable to energy theft. Such attacks cannot 

be effectively detected since the existing techniques 

require certain devices to be installed to work. This 

imposes a challenge for energy theft detection systems to 

be implemented despite the lack of energy monitoring 

devices.  
 

This paper develops an energy detection system called 

Smart Energy Theft System (SETS) based on machine 

learning and statistical models. In addition, electricity theft 

behaviours can also affect the power system safety. For 

instance, the heavy load of electrical systems caused by 

electricity theft may lead to fires, which threaten the 

public safety. Therefore, accurate electricity theft 

detection is crucial for power grid safety and stableness. 

 

The main aim of the methodology described in this paper 

is to provide the utilities with a ranked list of their 
customers, according to their probability of having an 

anomaly in their electricity meter. 

 

Electricity theft is the difference between the power 

supplied and user's consumption, in the distribution 

system. Efficient utilization and conservation of energy is 

the major priority of all power utilities, transmitting the 

generated power to customer loads through transmission 

and distribution systems. However, existing transmission 

system, suffer from technical losses in electrical 

equipments and non-technical losses in the distributed 
circuits. Distributed losses are mainly caused due to theft 

of supplied electricity at the customer premises. Therefore, 

it is necessary to design smarter techniques at the 

distribution system, which are capable of detecting and 

minimizing thefts at the customer premises.  

 

This paper evaluates the well-known techniques including 

observer meter, smart meters, and smart prepaid energy 
metering system, which are used to minimize theft in 

distribution system. 

 

Electric power from generation to distribution network: 

consumer's end, plays an important role in operation of  

many electrical equipments and devices which are 

necessary for human life. Looking around, one can 

understand the need of electricity. To fulfill this need, 

electricity generation is pumped to meet the user's demand 

in a reliable and most efficient way. Generation companies 

do well for generating electricity from various power 
plants and connecting this generated power to the national 

grids for further bulk power transmission.  

 

As power transmission is done by increasing the voltage 

levels for long distances, a step-up transformer is used. 

Which transmit this power to the distribution circuit 

through long transmission lines. Some of the power loss  

they have paid for their consumption. Power distribution. 

companies have installed different types of energy meters 

which can measure the consumption rate and also detect 

electricity theft in advance metering infrastructure.  

 
In this review paper, comparison between different 

electricity theft detection techniques is done.simulation 

results demonstrate that the proposed system can 

successfully detect 99.96% accuracy that enhances the 

security of the IoT based smart home. 
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II. PROPOSED OF THE PROJECT 
 

This paper develops an energy detection system called 

Smart Energy Theft System (SETS) based on machine 

learning and statistical models. There are 3 stages of 

decision-making modules, the first stage is the prediction 

model which uses multi-model forecasting System. This 

system integrates various machine learning models into a 

single forecast system for predicting the power 
consumption. The second stage is the primary decision 

making model that uses Simple Moving Average (SMA) 

for filtering abnormally. The third stage is the secondary 

decision making model that makes the final stage of the 

decision on energy theft. 

 

III. EMBEDDED SYSTEM 
 

to the device or system it controls. Unlike a general-

purpose computer, such as a personal computer, an 

embedded system performs one or a few predefined tasks, 

usually with very specific requirements. Since the system 

is dedicated to specific tasks, design engineers can 

optimize it, reducing the An embedded system is a special-

purpose system in which the computer is completely 

encapsulated by or dedicated size and cost of the product. 

Embedded systems are often mass-produced, benefiting 

from economies of scale. 
 

Personal digital assistants (PDAs) or handheld computers 

are generally considered embedded devices because of the 

nature of their hardware  design, even though they are 

more expandable in software terms. This line of definition 

continues to blur as devices expand. With the introduction 

of the OQO Model 2 with the Windows XP operating 

system and ports such as a USB port — both features 

usually belong to "general purpose computers",  the line of 

nomenclature blurs even more. 

 

 
Fig 1. OQO Model 2 with the Windows XP  

 

Physically, embedded systems ranges from portable 

devices such as digital watches and MP3 players, to large 

stationary installations like traffic lights, factory 

controllers, or the systems controlling nuclear power 

plants. 

In terms of complexity embedded systems can range from 

very simple with a single microcontroller chip, to very 
complex with multiple units, peripherals and networks 

mounted inside a large chassis or enclosure. 

 

IV. SCHEMATIC DESCRIPTION 
 

In this project we required operating voltage for 

ARDUINO controller board is 5V. Hence the 5V D.C. 

power supply is needed for the ARDUINO board. This 

regulated 5V is generated by stepping down the voltage 

from 230V to 18V now the step downed a.c voltage is 

being rectified by the Bridge Rectifier using 1N4007 

diodes.  

 

The rectified a.c voltage is now filtered using a ‗C‘ filter. 
Now the rectified, filtered D.C. voltage is fed to the 

Voltage Regulator. This voltage regulator provides/allows 

us to have a Regulated constant Voltage which is of 5V. 

The rectified; filtered and regulated voltage is again 

filtered for ripples using an electrolytic capr 100μF. Now 

the output from this section is fed to microcontroller board 

to supply operating voltage 

 

V. BLOCK DIGRAM 
 

1. Power Supply Section:  

This section is meant for supplying Power to all the 

sections mentioned above. It basically consists of a 

Transformer to step down the 230V ac to 9V ac followed 

by diodes. Here diodes are used to rectify the ac to dc. 

After rectification the obtained rippled dc is filtered using 

a capacitor Filter. A positive voltage regulator is used to 

regulate the obtained dc voltage. 
 

2. Microcontroller Section:  

This section forms the control unit of the whole project. 

This section basically consists of a Microcontroller with 

its associated circuitry like Crystal with capacitors, Reset 

circuitry, Pull up resistors (if needed) and so on. The 

Microcontroller forms the heart of the project because it 

controls the devices being interfaced and communicates 

with the devices according to the program being written. 

 

3. LCD Display Section:  
This section is basically meant to show up the status of the 

project. This project makes use of Liquid Crystal Display 

to display / prompt for necessary information. 

 

In the modern smart home, smart meters and Internet of 

Things (IoT) have been massively deployed to replace 

traditional analogue meters. It digitalises the data 

collection and the meter readings. The data can be 

wirelessly transmitted that significantly reduces manual 

works. However, the community of smart home network is 

vulnerable to energy theft. Such attacks cannot be 

effectively detected since the existing techniques require 
certain devices to be installed to work. This imposes a 
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challenge for energy theft detection systems to be 

implemented despite the lack of energy monitoring 
devices 

 

 
Fig 2. LCD Display 

 

VI. SCHEMATIC DIAGRAM 

 

 
Fig 3. . Schematic Explanation. 

 

1. Schematic Explanation: 

Firstly, the required operating voltage for Microcontroller 

AT89S52 is 5V. Hence the 5V D.C. power supply is 

needed by the same. This regulated 5V is generated by 

first stepping down the 230V to 18V by the step down 

transformer. 

 

In the both the Power supplies the step downed a.c. 

voltage is being rectified by the Bridge Rectifier. The 

diodes used are 1N4007. The rectified a.c voltage is now 

filtered using a ‗C‘ filter. Now the rectified, filtered D.C. 

voltage is fed to the Voltage Regulator. This voltage 
regulator allows us to have a Regulated Voltage. In Power 

supply given to Microcontroller 5V is generated using 

7805 and in other two power supply 12V is generated 

using 7812.  

 

The rectified; filtered and regulated voltage is again 

filtered for ripples using an electrolytic capacitor 100μF. 
Now the output from the first section is fed to 40th pin of 

AT89S52 microcontroller to supply operating voltage and 

from other power supply to circuitry. 

 

 
Fig 4. Power Supply To Circuitry 

 

VII. HARDWARE DESCRIPTION 
 

1. Micro Controller: 

The Arduino Uno is a microcontroller board based on the 

ATmega328 (datasheet). It has 14 digital input/output pins 

(of which 6 can be used as PWM outputs), 6 analog inputs, 

a 16 MHz ceramic resonator, a USB connection, a power 

jack, an ICSP header, and a reset button. It contains 

everything needed to support the microcontroller; simply 

connect it to a computer with a USB cable or power it with 
a AC-to-DC adapter or battery to get started. The Uno 

differs from all preceding boards in that it does not use the 

FTDI USB-to-serial driver chip.  

 

Instead, it features the Atmega16U2(Atmega8U2up to 

version R2) programmed as a USB-to-serial converter. 

Revision 2 of the Uno board has a resistor pulling the 8U2 

HWB line to ground, making it easier to put into DFU 

mode .Revision 3 of the board has the following new 

features:  

 

The board can operate on an external supply of 6 to 20 
volts. If supplied with less than 7V, however, the 5V pin 

may supply less than five volts and the board may be 

unstable. If using more than 12V, the voltage regulator 

may overheat and damage the board. The recommended 

range is 7 to 12 volts The microcontroller on the board is 

programmed using the ARDUINO programming language 

(based on Wiring) and the ARDUINO development. 

2.Transformer: 

A transformer is an electrical device which is used to 

convert electrical power from one electrical circuit to 

another without change in frequency.Transformers convert 
AC electricity from one voltage to another with little loss 

of power. Transformers work only with AC and this is one 

of the reasons why mains electricity is AC.  Step-up 

transformers increase in output voltage, step-down 
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transformers decrease in output voltage. Most power 

supplies use a step-down transformer to reduce the 
dangerously high mains voltage to a safer low voltage.    

 

The input coil is called the primary and the output coil is 

called the secondary. There is no electrical connection 

between the two coils; instead they are linked by an 

alternating magnetic field created in the soft-iron core of 

the transformer. The two lines in the middle of the circuit 

symbol represent the core.    

 

Transformers waste very little power so the power out is 

(almost) equal to the power in. Note that as voltage is 

stepped down current is stepped up. The ratio of the 
number of turns on each coil, called the turn‘s ratio, 

determines the ratio of the voltages. A step-down 

transformer has a large number of turns on its primary 

(input) coil which is connected to the high voltage mains 

supply, and a small number of turns on its secondary 

(output) coil to give a low output voltage.  

 

 
Fig 5. An Electrical Transformer. 

 

3. LCD Interfacing: 

Sending commands and data to LCDs with a time delay: 

 

 
Fig 6.  Interfacing of LCD to a micro controller. 

 

To send any command from table 2 to the LCD, make pin 

RS=0. For data, make RS=1.Then send a high –to-low 

pulse to the E pin to enable the internal latch of the LCD. 

 

4. GPS: 

The Global Positioning System (GPS), originally Navstar 

GPS, is a satellite-based radio navigation system owned by 

the United States government and operated by the United 
States Space Force It is one of the global navigation 

satellite systems (GNSS) that provides geolocation and 

time information to a GPS receiver anywhere on or near 

the Earth where there is an unobstructed line of sight to 

four or more GPS satellites. 

 

5. GSM Modem: 

A GSM modem or GSM module is a hardware device that 
uses GSM mobile telephone technology to provide a data 

link to a remote network. From the view of the mobile 

phone network, they are essentially identical to an 

ordinary mobile phone, including the need for a SIM to 

identify themselves to the network. GSM modems 

typically provide TTL-level serial interfaces to their host. 

They are usually used as part of an embedded system. 

  

 
Fig 7. GSM Modem. 

 

6. Current Sensor: 

A current sensor is a device that detects electric current in 

a wire and generates a signal proportional to that current. 

The generated signal could be analog voltage or current or 
a digital output. The generated signal can be then used to 

display the measured current in an ammeter, or can be 

stored for further analysis in a data acquisition system, or 

can be used for the purpose of control. 

 

7. GPRS Network: 

GPRS is based on GSM communication and will 

complement existing services such as circuit-switched 

cellular phone connections and the Short Message Service 

(SMS). It will also complement Bluetooth, a standard for 

replacing wired connections between devices with 
wireless radio connections. This is a GPRS-compatible 

Quad-band cell phone, which works on a frequency of 

850/900/1800/1900MHz and which can be used not only 

to access the Internet, but also for oral communication 

(provided that it is connected to a microphone and a small 

loud speaker) and for SMSs. Externally, it looks like a big 

package 

 

 
Fig 8. GPRS. 
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VIII. CONCLUSION 
 

Energy theft accuracy result of 56.39%, by adding stage 2 

has 99.89% and all 3 stages present the evidence of its 

energy detection algorithm accuracy of 99.96%. In 

conclusion, SETS enhances the security of the Internet of 

Things (IoT) based smart home systems from energy theft 

and can be further implemented in commercial and 

industrial sectors. 
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