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Abstract -

This paper presents the study of various methods for detection of fake profiles. In this paper a study of various

papers is done, and in the reviewed paper we explain the algorithm and methods for detecting fake profiles for security

purpose. The main part of this paper covers the security assessment of security on social networking sites. This paper give a

brief survey of social bot detection challenges. Here features of fake profiles are collect. Hence paper reveals the potential

hazards of malicious social bots, reviews the detection techniques within a methodological categorization and proposes avenues

for future research.

Index Terms- Online Social Networks (OSNs), Twitter, Spammers, Legitimate users

I. INTRODUCTION
During the past two decades, we have progressively
turned to the Internet and social media to find news, share
opinions, and entertain conversations (Morris and Ogan,
1996; Smith and Brenner, 2012). What we create and
consume on the Internet impacts all aspects of our daily
lives, including our political, health, financial, and

entertainment decisions. This increased mmfluence of

social media has been accompanied by an increase in
attempts to alter the organic nature of our online
discussions and exchanges of ideas. In particular, over the
past 10 years we have witnessed an explosion of social
bots (Lee et al., 2011; Boshmaf et al., 2013), a presence
that doesn’t show signs of decline.

Social bots are social media accounts controlled
completely or in part by computer algorithms. They can
generate content automatically and interact with human
users, often posing as, or imitating, humans (Ferrara et al.,
2016a). Automated accounts can be harmless and even
helpful in scenarios where they save manual labor without
polluting human conversations. In this paper, however,
we focus on those actors in online social networks that
surreptitiously aim to manipulate public discourse and
influence human opinions and behavior in an opaque
fashion.

While more traditional nefarious entities, like malware,
attack vulnerabilities of hardware and software, social
bots exploit human vulnerabilities, such as our tendencies
to pay attention to what appears to be popular and to trust
social contacts (Jun et al., 2017). Unlike other social
engineering attacks, such as spear phishing (Jagatic et al.,
2007), bots can achieve scalability through automation.
For example, multiple accounts controlled by a single
entity can quickly generate posts and make specific
content trend or amplify misinformation. They can trick

humans and engagement-based ranking algorithms alike,
creating the appearance that some person or opinion is
popular. Therefore, defending from social bots raises
serious research challenges (Boshmaf et al, 2012).
Manipulation of public opinion is not new: it has been a
common practice since the dawn of humanity. The
technological tools of all eras — printed media, radio,
television, and the Internet — have been abused to
disseminate misinformation and propaganda. The
deceptive strategies employed on all these types of
channels share striking similarities (Varol and Uluturk,
2018). Nevertheless, social media are particularly
vulnerable because they facilitate automatic interactions
via software.

As a result, social media platforms have to combat a
deluge of attacks. Facebook recently announced that 1.5
billion fake accounts were removed over six months in
2018.1 Even a very low miss rate could leave millions of
accounts available to be used as bots. In this light, it is not
surprising that as many as 9-15% of active Twitter
accounts were estimated to be bots in 2017 (Varol et al.,
2017a), and that social bots are responsible for generating
two thirds of links to popular websites (Wojcik et al.,
2018). Public interest in social bots has also dramatically
increased during the past few years.

II. RELATED WORK
McCord et.al. [24] used user based features like number
of friends, number of followers and content based features
like number of URLs, replies/mentions, retweets,
hashtags of collected database. Classifiers namely
Random Forest, Support Vector Machine (SVM), Naive
Bayesian and K-Nearest Neighbour have been used to
identify spam profiles in Twitter. Method has been
validated on 1000 users with 95.7% precision and 95.7%
accuracy using the Random Forest classifier and this
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classifier gives the best results followed by the SMO,
Naive Bayesian and K-NN classifiers. Limitation of this
approach is that for considered dataset reputation feature
has been showing wrong results i.e. it is not able to
differentiate spammers and non-spammers, unbalanced
dataset has been used so Random Forest is giving best
results as this classifier is generally used in case of
unbalanced dataset, and finally the approach has been
validated on less dataset.

Lee et. al.[22] deployed social honeypots consisting of
genuine profiles that detected suspicious users and its bot
collected evidence of the spam by crawling the profile of
the user sending the unwanted friend requests and
hyperlinks in MySpace and Twitter. Features of profiles
like their posting behaviour, content and friend
information to develop a machine learning classifier have
been used for identifying spammers. After analysis
profiles of users who sent unsolicited friend requests to
these social honeypots in MySpace and Twitter have been
collected. LIBSVM classifier has been wused for
identification of spammers. One good point in the
approach is that it has been validated on two different
combinations of dataset — once with 10% spammers+90%
non-spammers and again with 109% non-spammers+90%
spammers. Limitation of the approach is that less dataset
has been used for validation.

Viswanath et al. [29] discover that dependency on
community detection makes more vulnerable to Sybil
attacks where honest identities conform strong
communities. Because Sybils can infiltrate honest
communities by carefully targeting honest accounts. That
is, Sybils can be hidden as just another community on
OSN by setting up a small number of the targeted links.
The targeted links are the links given to the community
which contains the trusted node. They make an
experiment by allowing Sybils to place their links closer
to the trusted node instead of random nodes, where
closeness is defined by ranking used by the community
detection algorithm they employ. Hence, Sybil nodes are
high ranked in the defence scheme. Naturally, it leads to
Sybils being less likely to be detected for that attack
model because Sybils are appeared as part of the local
community of the trusted node.

Boshmatf et al. [30] point out that structure-based Sybil
detection algorithms should be designed to find local
community structures around known honest (non-Sybil)
identities, while incrementally tracking changes in the
network by adding or deleting some nodes and edges
dynamically in some period for better detection
performance.

Chu et al. [2] make a study on profiling human, bot, and
cyborgs2. They observe the difference among them in
terms of tweet content, tweeting behaviour, and account

properties like external URL ratio.

Benevenuto et. al. [7] detected spammers on the basis of
tweet content and user based features. Tweet content
attributes used are - number of hashtags per number of
words in each tweet, number of URLs per word, number
of words of each tweet, number of characters of each
tweet, number of URLs in each tweet, number of hashtags
in each tweet, number of numeric characters that appear
in the text, number of users mentioned in each tweet,
number of times the tweet has been retweeted. Fraction of
tweets containing URLSs, fraction of tweets that contains
spam words, and average number of words that are
hashtags on the tweets are the characteristics that
differentiate spammers from non spammers.

Gee et. al. [12] utilized this feature and detected spam
profiles using classification technique. Normal user
profiles have been collected using Twitter API and spam
profiles have been collected from “(@spam” in Twitter.
Collected data was represented in JSON then it was
presented in matrix form using CSV format. Matrix has
users as rows and features as columns. Then CSV files
were trained using Naive Bayes algorithm with 27% error
rate then SVM algorithm has been used with error rate of
10%. Spam profiles detection accuracy is 89.3%.
Limitation of this approach is that not very technical
features have been used for detection and precision is also
less i.e. 89.3% so it has been suggested that aggressive
deployment of any system should be done only if
precision is more than 99%.

Yang et al. [33] collect Sybil accounts from Renren as
ground-truth data set. Then, they analyse it by using
network-based and structured-based features such as
network clustering coefficient, incoming and outgoing
request rate.

III. TECHNIQUES OF BOT DETECTION

1.Traffic-based Detection

The P2P bots communicate with many other peer bots to
push/pull commands, send harvested information and
receive updates; thus continuously generating large traffic
[5]. Various traffic-based detection techniques have been
proposed, which examine the network traffic and focus to
observe the traffic patterns.

2.Behavior-based Detection

A comprehensive analysis of botnet measurements by
Rajab et al. [26] reveals the structural and behavioral
properties of botnets. Bots may also possess many
inherent features, maintain the persistent connections to
communicate with other peer bots and receive the
commands from botmaster via C&C server(s). It is
observed that the network behavior characteristics of P2P
botnets are closely tied to the underlying architecture and
operation mechanisms.
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3.DNS-based Detection

The bots possess a group activity as a key feature and
frequently use DNS to rally C&C servers, launch attacks
and update their codes. Bots of same botnet contact the
same domain periodically leading to similar DNS traffic
which is distinct from legitimate users [7].

4.Graph-based Detection

The graphical structure is an inherent feature of the
botnets and is useful to understand how botnets
communicate internally. The graphical analysis of the
botnet communication network can be used to find the
characteristic patterns of the botnets. The P2P C&C
communications graph exhibit the topological features
useful for traffic classification and botnet detection.

5.Data Mining-based Detection

The data mining techniques can be used to detect an
anomaly i.e., the unusual or fraudulent behavior. Data
mining techniques are used for malicious code detection
and intrusion detection. Many authors has used
classification and clustering techniques to efficiently
detect botnet C&C traffic.

6.Generic Frameworks

A number of general botnet detection frameworks have
been proposed based on behavior monitoring and traffic
correlation analysis. Bot Miner is a general framework for
botnet detection [14]. The systems detect botnets based on
network packets and flow analysis. It relies on behavior
monitoring and traffic correlation analysis that is mostly
applicable at a small scale and does not scale well,
because it requires analysis of vast amounts of fine-
grained information.

IV. FEATURE EXTRACTION

Data collected using the Twitter API are distilled in 1,150
features in six different classes.

1.User-based features.

Features extracted from user metadata have been used to
classify users and patterns before (Mislove et al. 2011;
Ferrara et al. 2016a). We extract user-based features from
meta-data available through the Twitter APIL Such
features include the number of friends and followers, the
number of tweets produced by the users, profile
description and settings.

2. Friends features

Twitter actively fosters interconnectivity. Users are linked
by follower-friend (followee) relations. Content travels
from person to person via retweets. Also, tweets can be
addressed to specific users via mentions. We consider
four types of links: retweeting, mentioning, being
retweeted, and being mentioned. For each group
separately, we extract features about language use, local
time, popularity, etc. Note that, due to Twitter’'s API
limits, we do not use follower/followee information

beyond these aggregate statistics.

3.Network features

The network structure carries crucial information for the
characterization of different types of communication. In
fact, the usage of network features significantly helps in
tasks like political astroturf detection (Ratkiewicz et al.
2011). Our system reconstructs three types of networks:
retweet, mention, and hashtag co-occurrence networks.
Retweet and mention networks have users as nodes, with
a directed link between a pair of users that follows the
direction of information spreading: toward the user
retweeting or being mentioned. Hashtag co-occurrence
networks have undirected links between hashtag nodes
when two hashtags occur together in a tweet. All
networks are weighted according to the frequency of
interactions or cooccurrences. For each network, we
compute a set of features, including in- and out-strength
(weighted degree) distributions, density, and clustering.
Note that out-degree and out-strength are measures of
popularity.

4. Temporal features

Prior research suggests that the temporal signature of
content production and consumption may reveal
important information about online campaigns and their
evolution. To extract this signal we measure several
temporal features related to user activity, including
average rates of tweet production over various time
periods and distributions of time intervals between events.

5.Content and language features

Many recent papers have demonstrated the importance of
content and language features in revealing the nature of
social media conversations. For example, deceiving
messages generally exhibit informal language and short
sentences (Briscoe, Appling, and Hayes 2014). Our
system does not employ features capturing the quality of
tweets, but collects statistics about length and entropy of
tweet text. Additionally, we extract language features by
applying the Part-of-Speech (POS) tagging technique,
which identifies different types of natural language
components, or POS tags. Tweets are therefore analyzed
to study how POS tags are distributed.

6. Sentiment features

Sentiment analysis is a powerful tool to describe the
emotions conveyed by a piece of text, and more broadly
the attitude or mood of an entire conversation. Sentiment
extracted from social media conversations has been used
to forecast offline events including financial market
fluctuations (Bollen, Mao, and Zeng 2011), and is known
to affect information spreading. A survey will be
administered to collect data from high-ranked officers
involved in collecting and managing data, e.g., Chief Data
Officers (CDQ), in firms headquartered in North America
and the European western developed countries. The
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analysis unit will be the firm. The service of a market
research firm will be employed to create an appropriate
sample. The scales introduced by [4] will be used to
measure organizational culture. Due to the nascent state
of research on big data, no well-established measures of
the five Big V’s are available. To measure the extent to
which firms focus their attention and investments on each
Big V, scale development method suggested by [5] will
be adopted. All the five phases of the procedure will be
followed: Conceptualize the construct, develop measures,
specify models, evaluate and refine scale, and finally
validate and establish the norm.

V. EVALUATION PARAMETERS
Precision: Precision value is the ratio of predicted
positive user to the totalpredicted
Truepos:’tfve

Fa'[sepositive + Truepositéve ))
Recall: The recall is the fraction of relevant users that
have been predicted over the total amount of input users.
It is also known as Sensitivity or Completeness.

Beeall = ( Truepos:tr’ve )

Faiseneyurive + Trueposirive

F-Measure: Harmonic mean of precision value and recall
value is F-measure.

F — Measure = (

Precision = ((

2xPrecisionxRecall )

(Recall + Precision)
Accuracy: This act as the percentage of correct prediction
from the total set of prediction.

Correct_class )

ek ((C orrect_class + InCorrect_class)

V1. CONCLUSION

With the high demand of image in various fields
researchers get attracted for analysis. This paper cover
various approaches of bot techniques. As with other
online attacks, defending against malicious social bots is
an arms race where the objective of the defender is to
limit any potential harm or damage, that is, to extend the
time at which the system enjoys its safe state. In this
paper, we observed that in order to effectively defend
against such bots, one has to fix a set of inherent
vulnerabilities found in today’s OSNs, which collectively
represent the enabling factors causing the problem. Here
paper has review an feature set of social bot detection. In
future a perfect algorithm is with good feature
combination is desired which can remove haze while
image object get identity easily.
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