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 Abstract- A health care cloud is a cloud computing service used by health care providers for storing, maintaining and backing 

up personal heath information (PHI) . Transforming healthcare via the cloud is about more than just the delivery of medical 

information from multiple computers at anytime, anywhere, and on any mobile device. It’s also about the benefits of being 

able to connect medical centers and cloud users for the purpose of sharing patients' health data over the Internet. In this paper 

a blockchain based concept used to maintain healthcare data Blockchain can help protect the healthcare network.Cloud 

computing is the delivery of computing and storage space as a service to a distributed community of end users.The 

schema/model of Cloud computing is, all the servers, networks, applications and other elements related to data centers are 

made available to end users. Cloud computing is growing now-a-days in the interest of technical and business organizations 

but this can also be beneficial for solving social issues. Cloud computing refers to manipulating, configuring, and accessing the 

applications online.  It offers online data storage, infrastructure and application. 

 

Keyword- Cloud Computing ,  mobile device , healthcare network  etc.

 

I.INTRODUCTION 
 

One particular trend observed in healthcare is the 

progressive shift of data and services to the cloud, partly 
due to convenience (e.g. availability of complete patient 

medical history in real-time) and savings (e.g. economics 

of healthcare data management). There are, however, 

limitations to using conventional cryptographic primitives 

and access control models to address security and privacy 

concerns in an increasingly cloud-based environment.  

 

This includes not only clinical errors but also 

administrative errors, such as the National Health Service 

(NHS) recently failing to invite nearly 50,000 women for 

cervical screening [4]Blockchain is a decentralized online 
ledger (database) that was first implemented as 

cryptography Bit coin [3] to store a growing record of all 

transactions. It can verify the transaction using a 

computational (encrypted) certificate to replace a trusted 

third-party signatory of the transaction (in financial 

situations, usually an "intermediary" provider, such as 

Visa).  

 

This verification is performed by a network of users ("full 

nodes") that collectively adhere to the previously agreed 

rules implemented by the software. This method not only 

saves brokerage costs (because blockchain does not 
involve brokers), but also saves the costs associated with 

canceling transactions when a dispute arises because 

blockchain transactions are in themselves irreversible. 

Transaction registers are grouped into blocks, and each 

block is locked to the next using a cryptographic hash. 

After registration, the data in a given block cannot be 

changed without changing all subsequent blocks (because 
the hash value of each block depends on the last one) or 

without the consent of most network members. In 

addition to financial services, distributed big-bit 

technology has also been used in manufacturing to track 

goods in the supply chain [4] reconciliation and public 

records in government and unmediated goods in the retail 

trade and allow more complex loyalty packages  . 

 

The system is also flexible enough to add arbitrary logic 

to process, verify and access data. This is achieved 

through business logic components called smart contracts, 
which are placed on the blockchain and synchronized 

between all nodes. A smart contract is a strict computer 

code that is executed as long as certain conditions are met 

to ensure security and authorized access rights [5]. The 

ability to create smart contracts makes blockchain suitable 

for healthcare because strict rules regulate how sensitive 

data is used [6].  

 

The exchange of information through smart contracts is 

transparent and conflict-free and eliminates the need for 

intermediaries because blockchain performs data sharing 

according to the predetermined conditions of the contract 
[7].Data ownership and privacy are important issues that 

blockchain can solve. It is currently being debated 

whether the healthcare provider or the patient owns the 

healthcare data related to the patient (although the patient 

has the absolute right to access the data. In addition to 

property issues, with the introduction of the General Data 
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Protection Regulation (GDPR) in the European Union, it 

is also important for patients to understand how they 
handle their personal information. The smart contract 

implemented by blockchain will simplify the consent 

process for physicians to access data. The current consent 

process has not been standardized or personalized, 

making it difficult for patients to formulate themselves 

through access control policies, which may involve, for 

example, choosing access to specific experts.[8] Another 

problem with medical records is the current cost of 

transferring records between locations . Repeated imaging 

studies due to inability to achieve previous results are 

dangerous in terms of delay in treatment and financially. 

Sending data via e-mail is considered a security risk [9] 
and there is obviously an inefficiency problem when 

transmitting digital assets to optical media that can only 

be read once at the receiving site a system that integrates 

the patient's consent and contact with authorized staff 

saves these costs.[10] 

 

1. Interoperability: 
 

Health data is dynamic and scalable, and it would be 

beneficial to seamlessly exchange health data across 

health information systems. Since it is unrealistic to copy 
all health records to any computer in the blockchain 

network in terms of speed, storage capacity or 

sustainability [11], we advocate the use of blockchain as 

administrative access control (and methods of smart 

contract management). By systematically saving all users' 

health records and related metadata catalogs.  

 

Each time a physician or patient (from a mobile app or 

portable sensor) adds data to the EHR, a marker 

containing metadata pointing to that data is added to the 

blockchain while the data is stored securely in the cloud 

[12]. The complete index of a particular patient's records 
and related metadata is stored somewhere no matter 

where the medical data is located. Blockchain with this 

secure postal index then directs authorized personnel to 

cloud-based data, allowing instant exchange of 

information between authorized professionals while 

maintaining a constant ledger for these readers. The fact 

that blockchain is based on open source software also has 

potential benefits because  

 

Health Trust can use open application programming 

interfaces to integrate data as needed, allowing them to 
access accurate information in a format they can use in a 

timely manner. The pursuit of interoperability is also an 

important function of the Economic and Clinical Health 

Information Technology Act, meaning that since 2011, 

U.S. healthcare providers have received financial 

incentives to demonstrate their effective use of electronic 

medical records . 

 

2. Blockchain technology: 
 

Challenge Blockchain technology has been realized or 

realized as a network currency and has actually been used. 
However, be aware that various security issues have been 

reported in blockchain protocols, transactions, wallets, 

and software. This article examines trends in security 

issues raised so far and the current level of security for 

blockchain. We think this experiment is very important 

because the results can be used as basic data to develop 

future blockchain technology and complement security. 

Transaction security As the script used in input and output 

is a flexible programming language, this language can be 

used to create different types of transactions.  

 

Bitcoin contract is a method of applying Bitcoin to 
existing approval and financial services. One widely used 

method involves creating contracts using scripts that 

include a multisignata technology called multiuser. 

Although scripts are used to solve various Bitcoin 

problems as the complexity of scripts increases, the 

possibility of misconfigured transactions increases. Bit 

coins that use an incorrectly configured lock script are 

discarded because no one can use it because the unlock 

script cannot be generated. For this reason, some studies 

suggest using the Bitcoin contract transaction model to 

verify the accuracy of the script used in the transaction. 
 

II. RELATED WORK 
 

Zulqarnain Rashid et.al.  Due to the increase in the 

elderly population and the decline in the birth rate, the 

daily health care industry is flourishing. Due to the lack of 

doctors, medical treatment has become a major problem. 
Because of these problems, there is a paradigm shift from 

demand-based health monitoring to preventive health 

monitoring services. With this situation in mind, we have 

developed a ubiquitous healthcare system that can help 

users stay healthy and prevent users from falling ill. The 

various components of the system communicate via web 

services. Web services can help users maintain their 

health records remotely and access health parameters 

around the world. Use of web services also provides 

feedback and consultation. Imagine all these web services 

being hosted on cloud services. The central database is 
also available on the cloud service. The system is 

developed using modern design patterns and complete 

object-oriented concepts. 

 

Unnati Dhanaliya et.al. needs to strengthen the health care 

system for economic, technological and social 

development in any country. The development of 

healthcare does not require much manpower, especially 

when patients need ongoing monitoring. The power of 

information and communication technology provides 

effective solutions for healthcare. Using the Internet of 

Things (IoT), the patient's condition can be monitored 
remotely. In this article, we introduce the electronic 

medical system using cloud computing and web services. 

Using cloud computing enables remote monitoring and 
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control. It provides automatically updated patient 

measurement parameters and sends alarm emails using 
Simple Mail Transfer Protocol (SMTP). 

 

Nimmy John et.al.  Since the advent of information 

technology in the healthcare field, the healthcare industry 

has far surpassed hospital information systems (HIS), 

electronic medical records (EMR) for computer-assisted 

surgery and external patient care. With the development 

of information technology, healthcare in different markets 

is becoming more digital, more collaborative, more 

patient-centered and more data-driven. It is designed to 

access information anytime, anywhere. The traditional 

technical infrastructure in the healthcare sector will not be 
able to accommodate the large amount of data generated 

and the various healthcare services to be provided to 

patients. Cloud computing is a rapid development that 

includes a variety of services, all of which are delivered 

on-demand via the Internet in an on-demand payment 

model.  

 

It is expected to increase the speed of implementation of 

applications and reduce costs. Cloud computing can play 

a key role in managing current trends in digital data 

growth and delivering medical services anytime, 
anywhere. Cloud computing can also make important 

contributions to controlling the cost of integrating 

healthcare, optimizing resources and creating a new era of 

healthcare innovation. This article briefly analyzes some 

of the digital data challenges facing the healthcare 

industry. This article describes a system that can provide 

various medical services using cloud computing. This 

article also describes the implementation of a service 

provided as part of the system. 

 

Al-Khanjari, et.al.  today, cloud-based electronic health 

records are used in medical institutions to minimize 
problems and limitations in paper-based activities. 

However, due to many reasons, such as security issues, 

understanding of the cloud and maintenance costs, it has 

not yet realized its benefits. But in the next generation, 

because cloud users have many benefits, it may become 

the first choice. In my research, a cloud-based healthcare 

system was implemented to store, retrieve, and update 

patient survey records from a central cloud database 

server (Dive HQ). All hospitals use the common 

middleware platform in remote hospitals to store patient 

data in this central cloud database server. The 
authentication server can also be used to filter out 

unauthorized users to access the site and grant access to 

the authorized users. To develop my system I have used 

Net Beans IDE, MySQL, Apache Tomcat and other tools 

to develop the system. This article also briefly introduces 

the benefits of cloud for medical institutions. Personal 

health information services can help patients store and 

control their health information through the cloud. Many 

users, such as doctors, healthcare providers, and family 

members, can access this data through the Internet. 

However, there are issues with privacy related to data 

leakage and data leakage, which poses risks to patients' 
lives. Encryption technologies such as public key 

encryption are used, but apart from scalability issues, they 

are not very efficient and very complicated. This article 

discusses various multi-government attributes based on 

the function of encryption solutions that can protect the 

privacy of electronic health records after they are divided 

into private and public domains. 

 

Xiaodan Zheng et.al.  With the growing demand for 

personal health care, continuous monitoring of patients' 

health parameters is important to make a correct 

diagnosis. The traditional health care system is inefficient, 
not timely and faces serious challenges. How to design a 

seamless wireless communication framework and an 

efficient computer platform for medical services is 

essential. In this article, we propose a new cloud-based 

service network infrastructure, including BSN, WLAN 

and 3G / 4G mobile networks, and design local mobile 

switching centers with different access points in the same 

subnet to help different APs Smooth handover between 

3G / 4G and WLAN, and when the patient switches 

between 3G / 4G and WLAN, the delayed timestamp data 

transfer mechanism is adopted, and the performance of 
the proposed network and handover program is simulated. 

The results show that the medical data can be recovered 

well. 

 

Sunil Kumar Chowdhary et.al. cloud computing is the 

next generation concept in the field of computing with 

three main units, namely software, hardware and network. 

Cloud computing technology is designed to increase 

capacity or add new features to existing systems without 

the need to invest in new infrastructure, train new staff or 

license new software. Today, the cloud is becoming a new 

part of larger companies around the world. They help 
provide platforms and services globally to support 

different infrastructures. Currently, cloud computing is in 

the early stages of development and a lot of research has 

been done in this field. Existing e-health practices face 

many challenges from development to implementation. 

This article analyzes cloud computing and examines its 

application in e-health to provide the best medical 

treatment. 

 

S. Jarecki, et.al.  Outsourcing is the process of 

contracting an existing business process, previously 
carried out internally by an organization, to an 

independent organization, and the process is purchased as 

a service. The data owner activates the SSE plan and 

outsources the document or file collection to an external 

server in encrypted form. The data owner also authorizes 

the customer (third party) to search the learning database. 

The remote server still does not understand the data or 

query values in the basic SSE settings. We have extended 

the OXT protocol from Cash et al. Supports arbitrary 

Boolean queries in all of the above models while carrying 
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conflicting non-conflicting servers (data owners and 

remote servers) and arbitrary malicious clients to maintain 
the excellent performance of the protocol 

 

S. Kamara et.al. , Searchable Symmetric Encryption 

(SSE) enables clients to encrypt data in a specific way so 

that they can later generate search tokens sent to storage 

services as queries. We propose the first SSE scheme that 

satisfies all attributes, such as sub-linear search time. The 

inverted index method has been expanded in several non-

trivial ways, and new technologies have been introduced 

for the design of the Shanghai Stock Exchange. We carry 

out our plan and conduct performance evaluations and 

show that our method is effective and implementable. 
 

III.  PRPOSED APPROACH 
 

Achieving interoperability depends on the patient 

checking the data and deciding how to use the data, which 

is an essential function of the blockchain. Although the 
transfer of data ownership from governments and 

companies to patients requires a large-scale redesign of 

the inherited system to introduce blockchain, it will 

contribute data to achieve the best treatment, thereby 

encouraging patients to become their own proactive 

means. Blockchain will also give patients the right to 

authorize access to different providers' data at their 

discretion eliminate delays associated with current 

bureaucracies and ensure patient privacy.  

 

 
Fig.1 Architecture Diagram. 

 

These benefits provided by blockchain enable patients to 

control their own data, which is a new expectation in an 

era where the mutually beneficial and consumer-doctor 

relationship becomes the norm. Patients can also choose 

to use blockchain to share data with researchers to 

achieve greater scientific value or to enable them to 
conduct research according to their unique circumstances. 

The system will ensure their consent, which is a key 

factor in establishing autonomy and patient-centered care. 

The latest example of patient autonomy in relation to 

health data is 23andMe, where 80%  of users choose to 

give their genomic data to researchers. This shows that if 

patients benefit, they will be happy to share data for 

research. In an open and secure way of blockchain, 

patients will allow direct participation in controlling the 

use of their records increase the use of such platforms and 

possibly improve health. Data sharing can be done 

through a trusted system, but as an added incentive, there 
is an idea to "reward" patients for healthy behaviors, such 

as lower insurance premiums this and other similar ideas 

need to be tested to determine how effectively they will 

overcome this challenge 

 

IV.  CONCLUSION 
 
This study shows that efforts to use blockchain 

technology in the healthcare sector are growing 

exponentially. Certain areas of the healthcare sector can 

be severely affected by blockchain technology. 

Blockchain can create a mechanism to manage access to 

EHRs stored in the cloud. Using blockchain can improve 

interoperability while maintaining data protection and 

security. It contains inherent integrity and complies with 

strict laws and regulations. Improved interoperability will 

benefit health. Although most people currently do not 

know the technology, investing in creating a sufficiently 
user-friendly interface and educating users on how to best 

use it will improve health. The proposed  system will be  

maintained  and process the data securely. It will be  

provides the more accurate search result.provide high 

search Efficiency. Reduce search delay of the scheme is 

proportional to the size of the database. It  will be suitable 

for the large scale databases. 
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