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Abstract-The main objective of this project is securely store and maintains the patient records in the healthcare. HealthCare is 

a data-intensive domain where a large amount of data is created, disseminated, stored, and accessed daily. The block chain 

technology is used to protect the healthcare data hosted within the cloud.  Healthcare data contain personal and sensitive 

information that may be attractive to cybercriminals. Cybercriminals seeking to benefit financially from the theft of such data 

may sell the data to a third-party provider,. Such data would be of interest to certain organizations or industries. The block 

that contain the medical data and the timestamp. Cloud computing will connect different healthcare providers. It allows 

healthcare provider to access the patient details more securely from anywhere. It preserves data from attackers. The data is 

encrypted prior to outsourcing to the cloud. The healthcare provider has to decrypt the data prior to download. 
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I.INTRODUCTION 
 

A block chain is the technology which enables all 

participants to maintain a ledger that contains all 

operational data and renew their records in order to 

preserve consistency when a fresh customer occurs. Since 

the development of the Internet and authentication 

software has enabled all participants to check a 

transaction's accuracy, the single line of error resulting 
from an approved fifth party addiction has Been resolved.  

 

The block chain has broker-free (P2P-based) features, 

eliminating excessive charges through p2p operations 

without third party approval.  As logging by many 

individuals finds owning the customer data hard, safety 

costs are rescued, Operations are automatically endorsed 

and registered by mass participants, and promptness is 

guaranteed. Furthermore, open source and payment 

documents are available that allow easy deployment, 

connection, and expansion with the scheme to create 
operations public and decrease legislative prices [11].  

 

The block chain is a organized list that stores data in a 

form comparable to a dispersed record and is intended to 

make it difficult to arbitrarily manipulate as the block 

chain is saved and verified by the network participants. 

Every block is a header and a body structure. Block chain: 

Security considerations have been implemented for using 

bit coin with block chain and safety instances of bit cards 

using block chain have been evaluated. In the cloud 

computing setting, if user data are revealed, financial and 

psychological damage may happen owing to the leakage 
of delicate information from customers. In the cloud 

computing setting, the safety of storing and 

communicating information, such as confidentiality and 

honesty, is primarily researched. However, data 

protection and anonymity research are not enough. Block 

loop is a separate privacy technique. 

 

 
 

Figure1 Unauthorized accesses of data between the 

network and Cloud. 
 

Block chain can be upgraded to a handy system that offers 

greater safety when coupled with the cloud computing 

setting. User secrecy can be ensured when using the block 

chain method in the cloud computing setting when saving 
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user data. When using block chain technology, an 
electronic wallet is mounted. The user data can be kept 

behind if the electric wallet is not correctly erased. It is 

possible to use the surviving user information to imagine 

the user data. We suggest an alternative to this issue that 

safely connects and removes the electric wallet 

 

II SYSTEM ARCHITECTURE 
 

The system architecture of this model describes the 

structures of the software architecture and software in the 

designed model. The model's architecture is a server 

customer architecture depicted as a display, customer 

interface, access to database and logically divided 

memory layer. After creating the block, the healthcare 

provider will upload the records into the cloud. Suppose, 

if they want to retrieve an record from cloud, first the 

healthcare provider search the record. Based on the search 

it will show the results. After getting an approval and key 
from the cloud service provider the healthcare provider 

can download the data. 

 

Security related to the personal key used for encryption is 

a key part of blockchain security. An intruder tries to 

access a private user key stored on a laptop or 

Smartphone to hack the bitcoin. In order to remove the 

username private key, the intruder will put malware on a 

PC or Smartphone and use it to coin the chip. Some 

surveys have suggested a hardware token to approve a 

private important transaction. Security related to the 

personal key used in encryption is a significant part of the 
block chain security. An attacker tries to access a personal 

key of a user saved on the computer or smart phone to 

hack bitcoin. The intruder will add malware to drip the 

user's private button and use the device to hack bitcoins 

on the desktop or Smartphone. Some surveys  

 

Have suggested a hardware token for the authorisation of 

a private important transaction. Network Block chain 

technology is thus based around a distributed database. 

This database is maintained and updated by a network of 

so-called nodes. This network is usually one of peers. In a 
peer-to-peer (P2P) network everyone acts as a server            

as well as a client, with equal rights and obligations for 

everyone. There is no server, no central service and no 

hierarchy in the network.  

 

The original blockchain, the Bitcoin block chain, is 

arranged in this way, but many other blockchain variants 

are not truly P2P anymore. Although nodes in the network 

are equal in principal, they can take on different roles. We 

define four main functions of nodes. All nodes propagate 

and validate transactions, and all nodes Discover and 

maintain connections with other nodes in the P2P 
network. This is called the network function. Some nodes 

also maintain a full copy of the blockchain ledger. 

 

 

 
Fig.2 ER  Diagram 

 

III PROPOSED SYSTEM 
 

The information consumer outsources the encrypted files 

to the cloud to solve the safety issues that occur in the 

current scheme and efficiently distribute the information 

over the cloud. The data user receives every result, proof 

and public verification key and can check the freshness, 

authenticity and completeness of the results of the search 

without decrypting them.  

 

Provide security of cloud server data with block chain 

technology that allows crypto applications to perform 
secure data. Block Chain is also an online distributed 

database method based on undistributed architecture, a 

cryptographic asymmetric component. Block chain 

method used advanced as data block component which 

holds data in the form of a text file of a paper. There are 

three components in the block chain, one for data storage, 

another for hash value, which operates like fingerprint. 

Cryptography is the primary component of the block 

chain where it is necessary to keep the operation 

confidential. Methods for storing cloud servers using bio-

cryptography and the block chain were shown in Fig.5. It 

cannot be changed if biometric data is encrypted and 
guaranteed in blockchain. Even if the information is 

modified somehow, the full network system will also 

change appropriately, this means that every change or 



 

 

© 2020 IJSRET 
2386 

International Journal of Scientific Research & Engineering Trends                                                                                                         
Volume 6, Issue 4, July-Aug-2020, ISSN (Online): 2395-566X 

 

 

change in data is tracked and absolutely no data is lost as 
the user can always look through the previous block 

versions to find out the difference in the latest version. 

The data is encrypted into the blockchain for security and 

decrypted into the cloud server by means of a biometric 

identification scanner. The previous measures clarify the 

operation for using cryptography buttons and block chain 

to place biometric data in the cloud server. 

 

• To restore the image quality, the digital image of the 

fingerprint is pre-processed. This improved picture is 

endorsed to distinguish distinctive information by means 

of a fingerprint algorithm. The terms of acknowledging 
distinctive fingerprint characteristics are referred to as 

minutiae. After the fingerprint picture has been processed, 

a model is produced. 

• Use cryptography buttons to encrypt biometric data after 

fingerprint identification. The encrypted information is 

then carried through the operation of the block chain, each 

unit holding the information. 

• Data is more efficiently guaranteed using a block chain 

connected to cryptography containing information in a 

type of pieces forming a system capable of holding data 

operation. 
• The protected information will then be decrypted using 

the personal button. 

• After decryption, all protected information will be 

deposited in the cloud server. The data collected is 

guaranteed and can be obtained only by server and client. 

 

IV MODULES DESCRIPTION 
 

It's a method of enrolling or enrolling in the cloud. Every 

healthcare supplier should register to use the cloud 

records. Your fundamental data such as phone, 

connections, etc. is gathered and deposited in the cloud  

During this method. During the registration, the cloud I d 

for a particular user will be generated automatically. 

Every user should create a cloud ID and use it to define 

something that is almost certain that the identifier does 

not match one that has been or will be produced to 

recognize something else.  
 

Therefore, information labeled with Cloud ID by 

autonomous sides can subsequently be merged into a 

separate database or transferred on the same stream 

without disputes between identifiers having to be 

resolved. Encrypt Patient Records: For safe storage, the 

information is encrypted. In order to prevent the unlawful 

individual from accessing the information submitted in 

the cloud. And every unit contains records of patients and 

it's time mark. A block chain, originally block, is a 

growing list of block records. The healthcare supplier will 

upload the documents into the cloud after the bank has 
been created. Suppose if a file is to be retrieved from the 

cloud, the healthcare supplier searches the record first. 

 
Fig. 3 Flow Diagram. 

 

The findings will be displayed based on the query. The 

healthcare supplier can access the information after 

receiving an permission and button from the cloud service 
provider. The cloud service supplier retains all employee 

records as well as allowing the customer to access the 

data. All uploaded and accessed papers can be viewed in 

the cloud by the cloud service supplier. The CSP gets the 

Data User's file application and verifies the authentication 

prior to giving approval. Then the CSP executes the 

request and yields according to the request token the 

encrypted file. And also leaves with the paper an extra 

evidence to check the outcome of the quest. A safety tool 

intended to ensure that your file outsourced in the cloud is 

not accessed is the public validation button.  By checking 
the public key, the Data Owner and the Data User add 

another level of security to the cloud documents or 

records by confirming the identity of each other. 
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Fig.4 Index Page. 

 

 
Fig.5 Registration process. 

 

It's a method of enrolling or enrolling in the cloud. Every 

healthcare supplier should register to use the cloud 

records. Your fundamental data such as phone, 

connections, etc. is gathered and deposited in the cloud 

during this method. During registering, the cloud I d for a 

specific customer will be produced automatically. After 
registration I d is created, the cloud I d for a specific user 

will be generated automatically during registration. 

 

 
Fig. 6 Healthcare Provider. 

 

Fig 5,6 showing heath care provider which will be used to 
upload the patient data and download patient record  

 

 
Fig 7 Upload Patient Records. 

 

 
Fig.8 Key Generation and Record Encryption. 

 

Database implementation: Implementation of the database 

is component of the primary model being established but 

was applied individually to determine the necessity of the 
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model being created. There was a linked connection 
between personal hospitals, customer data and personnel 

data about how they are simultaneously stored in the 

database when implementing the database. 

 

 
Fig.9 Cloud Server Process. 

 

 
Fig.10 View Upload Request. 

 

 
Fig. 11 Block Creation. 

 

 
Fig12 Cloud Sever: View Download Request. 

 

 
Fig.13 View Request status and Receive a key. 
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Fig.14 Decrypt and Download the file. 

 

 
Fig.15 Cloud Server Record Maintenance. 

 

V. CONCLUSIONS 
 

It is more secure to keep all patient records and it will be 

easily accessible by any healthcare provider. By 
construction block chain, it offers effective query 

outcome checking while avoiding information freshness 

assaults and data integrity assaults in SSE.This study 

conducted a reliable inquiry into the use of cloud 

computing in distant regions, especially to improve 

healthcare. In this sector, however, there is still more 

research to be accomplished, especially in emerging 

nations. . Based on the literature review, this research 

recognized differences that warrant further studies that 

have not been addressed in this study. For instance, there 

are some regions of concern for future further 

development Healthcare cloud computing adoption. 
Development Information Technology (ICT4D) in 

emerging nations. Consider further research of health care 

information analysis Data security and safe 
communication lines. 
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