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 Abstract – Secure transmission of message between the sender and receiver is done via cryptography. Traditional 

cryptographical methods use either public or private key encryption schemes. 

In either case the eavesdroppers/attacker can detect the key and hence find the sent message without the awareness of the 

sender and receiver. Quantum cryptography, also called quantum encryption, applies principles of quantum mechanics to 

encrypt messages in such a way that it is can't be read by anyone outside of the predetermined recipient. It takes advantage of 

quantum’s multiple states, coupled with its "no change theory," which means it can't be interfered unintentionally.  

It uses the distribution of random binary key known as the Quantum Key Distribution (QKD) and hence enables the 

communicating parties to detect the presence of potential eavesdropper/attacker. 
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I. INTRODUCTION 
 
In this increasingly sophisticated era majority of the 

governments, industry, Large businesses to Small 

businesses do the work using computers. The capabilities 

possessed by computer devices is no doubt faster than 

humans, this is proved by the level of accuracy to a high 

speed in completing a job. Besides the advantage obtained 

from the use of computer, the most important thing to be 

considered is part of its security which if the 

information/data stored in the computer suffered damage 

or loss then it could lead to huge losses. The condition of 

a computer that is not secured properly, will be a great n 
opportunity to the hackers to enter the computer, access 

and steal all the data he wants. Some examples of hacking 

cases in 2016, among others are “Ransomware” emerges 

as a top cyber threat to business, UK second only to US in 

DDoS attacks, 412 million user accounts exposed in 

Friend Finder Networks hack, Financial Conduct 

Authority concerned about cyber security of banks, and 

other cases caused by the weakness of the security 

system. For that we need a computer security system. 

Security of data in a computer is very important to protect 

the data from other parties that do not have the authority 

to modify or access the data. Security issues relate to risk 
areas such as being dependent on the public internet, 

unsecure external data storage, lack of control and 

integration with multiple security schemes. 

 

II. LITERATURE REVIEW 
 
The NIST Computer Security Handbook [NIST95] 

defines the term computer security  as follows: The 

protection afforded to an automated information system in 
order to attain the applicable objectives of preserving the 

integrity, availability, and confidentiality of information 

system resources (includes hardware, software, firmware, 

information/data, and telecommunications) .  

 

Cryptography lies at the intersection of science, maths 

and engineering and that studies about information 

security / data to avoid adverse effects due to misuse of 

information by irresponsible and malicious parties. 

Cryptography is an important factor in maintaining the 

confidentiality/security of information both in the 
computer and at the time of information transaction. 

 

So, a more hard-headed goal of cryptography is to make it 

too work intensive for attacker. The basic terms used in 

cryptography are as follows: 

 

1. Plaintext 

In cryptography, plaintext is a simple readable text before 

being  encrypted into ciphertext. The data or information 

can be read and understood without any special measure 

is called plaintext. 

 

2. Ciphertext 

In Cryptography, the transformation of original message 

into non-readable message before the transmission is 

known as ciphertext. It is a message obtained by some 

kind of encryption scheme on plain text. 

 

3. Encryption 

Encryption is a process that encodes a message or file so 

that it can be only be read by particular individual. 

It is a process of encoding plain text into cipher text. 

Encryption process requires encryption algorithm and key 
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of some size to convert the plain text into cipher or 

scrambled text. It is performed at sender's end. 

 

4. Decryption 

Decryption is the reverse process of encryption. It 

converts the cipher text into plain text. In cryptography 

decryption performed at receiver end. 

 

5. Key 

The Key is called symmetric key as it is used by both 

sender and receiver to encrypt and decrypt the 
information. The key is the numeric or alphanumeric 

value used for the encryption of plain text and decryption 

of cipher or scrambled text. 

Currently the scientists in the field of cryptography has 

been a lot of research about the science of cryptography 

by creating a variety of new algorithms developed from 

previous algorithms. 

 

III. CLASSICAL BITS AND QUBITS 
 

1. Classical Bits 

The classical information is represented using 

binary/classical bits i.e. 0 and 1. Classical cryptography 

works on classical bits. Quantum cryptography works on 

quantum bits also called as qubits. A qubit can be in a 

superposition between zero and one. Qubits are different 

from classical bits for e.g. they cannot be copied. The 

information represented in both classical and quantum 
cryptography is different and that's the reason that the 

quantum cryptography needs to be approached differently 

from classical cryptography. Referring to the various 

sources of quantum cryptography as listed in references 

below, the next section is an attempt to provide essential 

knowledge of qubit. 

 

2. Qubits 

A qubit (or quantum bit) is the quantum mechanical 

analogue of a bit or classical bit. In classical computing 

the information is encoded in bits as 0 and 1. In quantum 

computing the information is represented in qubits. A 
qubit is a two-level quantum representation where the two 

basic qubit states are usually written as ∣0⟩  and ∣1⟩ . A 

qubit can be in state 

∣0⟩ , ∣1⟩  or (unlike a classical bit) in a linear 

combination of both states at the same time due to a 

phenomenon called superposition. The states or bits are 

represented in a Dirac Notation. 

Superposition is the ability of a system to be in multiple 

states at the same time until it is measured by an observer. 

 

 
Fig.1. Information representation in Bits and QuBits. 

 

IV. QUANTUM CRYPTOGRAPHY 
 

Quantum cryptography solves the problems of private-key 

cryptography by providing the method for multiple users 

who may be in different regions to securely establish a 
secret or private key for communication and detect if 

eavesdropping has occurred. Quantum cryptography 

doesn't use hard mathematical problems for its security 

rather it accomplishes these remarkable results by 

exploiting the quantum properties of microscopic objects 

such as photons/neutrons/electrons. The photons have 

three chosen bases of polarization and the probable results 

of a analysis according to the bases are: 

 Rectilinear (horizontal or vertical) 

 Circular (left-circular or right-circular) 

 Diagonal (45° or 135°). 
 

1. Process of Quantum Coding 

Many algorithms of encoding and decoding information 

using a given key have been created already, many years 

before practical quantum cryptography came into 

existence. Quantum cryptography isn't replacing existing 

cryptographic methods rather it is used for a more secure 

transfer of the secret-keys used in encryption and 

decryption. The maximum efficiency, speed, scalability 

and security of the transfer is achieved by transferring the 

secret  key using  quantum communication but encryption 

and transferring the data itself it done using traditional 
methods and algorithms of existing cryptographic 

methods. 

 

2. Quantum Cryptography Model 

In Quantum Key Distribution model, Alice is used to refer 

to as the sender, Bob as the receiver, and Eve as the 

eavesdropper. As Heisenberg Uncertainty Principle states 

that who was initially referring to the position and 

momentum of a particle, described how any conceivable 

measurement of a particle's position would disturb its 

conjugate property. Therefore, it is impossible to 
simultaneously know both the properties with certainty. 

Quantum cryptography can influence this principle but 

generally uses the polarization principal of photons on 

different bases as the conjugate property. The reason is 

that the photons can be exchanged over fibre optic links 

and it is the most practical quantum systems for 

communication between sender and receiver. 

 
Fig.2. Cryptography communication model name. 
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3. Quantum key distribution-Key exchange methods 

Consider a scenario in which the Alice and Bob 

communicates to agree on a key called a sifting key. This 

process is explained in two phases: - 

 

Phase I: Sending 

Alice determines the polarization (horizontal, vertical, 

left-circular or right-circular) of each burst of photons 

which she's going to send to Bob. A common key is 

agreed between the sender and the receiver and the aim is 

not to transfer a specific key. 
 

Polarized photons are produced using a light source from 

a light-emitting diode (LED) or from a laser. 

 

Phase II: Receiving and converting 

 

Bob randomly generates a sequence of bases (rectilinear 

or circular) and measures the polarization of each photon. 

 

Bob tells Alice which sequence of bases he used without 

worrying about other people hearing this information in 

the classical channel. 
 

Alice publicly responds in the classical channel which 

bases were chosen correctly. 

 

Alice and Bob discard all observations except the 

correctly chosen bases. 

 

The remaining observations are converted on to binary 

code (left-circular or horizontal is 0, and right-circular or 

vertical is 1). 

 

4. Alternative methods for Key Exchange 

The information can be exchanged in several ways. The 

one-time pad method used is described as follows. 

 

One-time pad method: - 

The One Time Pad encryption method is a binary additive 

stream cipher, where a stream of truly random keys is 

generated and then combined with the plain text for 

encryption or with the ciphertext for decryption by an 

‘exclusive OR’ (XOR) addition. 

 
It is possible to prove that a stream cipher encryption 

scheme is unbreakable if the following preconditions are 

met: - 

 

 The key must be in same a length as the plain text. 

 The key must be non-deterministic and truly random. 

 The key is one time use only. 

 

5. Quantum entanglement 

This process can be initiated by firing a laser through a 

crystal and splitting a single photon into two. If we 

modify the state of one photon's state, the other's state will 
change by itself no matter how far apart they are. This 

was also termed as "Spooky action at a distance" by 

Albert Einsteinian. If one of the particles is measured 

according to the rectilinear basis and is in vertical 

polarization, then the other particle will be also in a 

vertical polarization if it is measured according to the 

rectilinear basis. If, the second particle is measured using 

circular basis, it may be found to have either left or right- 

circular polarization. This is extremely useful in detecting 

eavesdroppers. 

 

6. Detecting eavesdropping 
For eavesdrop detection; The photon polarization is 

measured. The concept behind detection is that the photon 

polarization can’t be measured without destroying the 

polarization. So, if Eve eavesdrops and intercepts the 

signal then eve will have to send a new signal to the 

receiver so she may escape detection. However, eve will 

inevitably introduce errors in the signal, since eve doesn't 

know the state and polarization of the photon. Alice and 

Bob can publicly compare a randomly generated subset of 

the generate sequence to check for errors in the signal. If 

they get a higher error rate then feasible for 

communication then they can use a different channel for 
transmission as they can’t stop from eve from listening in, 

they will know of here presence and then take proactive 

measures to safeguard the transmission. 

 

V. LIMITATION 
 
In case of entangled photons, which seems to be secure, 

there is also a practical problem not only with the cost, 

but also with keeping them entangled long enough to 

meet the needs of the real world, this issue is called 

decoherence. Another issue with the entangled photons is 

that for 50 kilometres or more distance, the noise or 

corruption of information becomes so great that error 

rates also increases drastically that the data is of no use 

for its applications. This makes the channel more 

unsecured for transmission and leaves it for no use as the 

channel is vulnerable to attacks and eavesdropping. 

However, in future, it might be possible for quantum keys 
to be exchanged wirelessly. Small telescopes may be set-

up for signal detection. Some calculations suggest that 

photons could be detected by a satellite, which allows 

communication between any part of the 

 

world. In fact, a wireless communication experiment via 

satellite was done by Chinese scientists in 2019 using 

QKD to transmit secure keys over communication mode. 

 

VI. CONCLUSION 
 

It is concluded that to transmit sensitive information 

between two or more points, some stronger technique is 

needed. It’s evident that Quantum key distribution and 

other quantum encryption methods will allow us to secure 

sensitive information more effectively in the future. 

Quantum encryption methods are a powerful and right 
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step toward a future in which we won't be alarmed on 

what and how we share our information. We can also 

expect a sizable input from QKD into basic physics, 

which will give us a new perspective on the foundations 

of quantum mechanics that can be more “practical” than 

“philosophical. The paper briefs the reader on journey of 

cryptography from classical cryptography primitives to 

quantum cryptography. Then the difference between 

classical bits and qubits along with the representation is 

presented referring to the various sources in the 

references. Finally, Quantum Key Distribution methods 
are discussed. 
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