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Abstract - The purpose of this study is to improve the strength of RSA Algorithm and at the same time improving the speed of 

encryption and decryption. RSA algorithm or Rivest-Shamir- Adleman algorithm is named after Ron Rivest, Adi Shamir and 

Len Adleman, who invented it in 1977-78. The RSA crypto-system is the most widely-used public key cryptography algorithm 

in the world. Its security is based on the difficulty of factoring large integers. This paper presents an improved RSA algorithm 

which is superior to the original RSA algorithm in terms of strength of encryption and speed of encryption and decryption. 

This includes the strengthened form of RSA algorithm along with the architecture of the proposed algorithm. A cloud based 

database is used store the keys in advance. The modified RSA algorithm is compared on various aspects with the original RSA 

algorithm and the proposed algorithm certainly improve the strength and speed of computation. The experimental result 

shows that the encryption time remains more or less similar to the original RSA even though the complexity of calculation is 

increased. The decryption time is reduced considerably as compared to the original algorithm. 
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I. INTRODUCTION 

 
The internet has intruded into everything we could 

imagine. Internet has emerged in such a way that we 
happen to use it to run our daily life in some way. Huge 

amount of sensitive and personal data, commercial data 

and economical data is being handled on the internet. 

Therefore, there is a need to provide security over the 

internet. Network security is mostly achieved through the 

use of cryptography, which is a science based on abstract 

algebra. We make our messages and data secure and 

techniques. In cryptography, data are secured by 

converting original message into cipher text. An 

algorithm is designed to convert original text into cipher 

text. A key (a number or set of numbers) on which the 
algorithm operates on. One of the most widely used 

cryptographic techniques is RSA Algorithm. However, 

many changes has been suggested in the RSA algorithm 

to improve it. 

 

II. LITERATURE REVIEW 

 
Sonal Sharma, Prashant Sharma and Ravi S h an k ar D h 

ak ar p ro p o s e d a n ove l approach,“RSA Algorithm 

Using Modifiesd Subset Sum Cryptosystem”[8]. This 

system is based on the subset problem, which is more 

commonly known as knapsack problem. This paper 

modifies the RSA algorithm by presenting a subset sum. 
This modification secures the RSA algorithm against the  

 

 

Brute force factorisation attacks and Shamir attack. The 

disadvantage of this method is that, it slows down the 
RSA algorithm (which itself was already slow). Also, this  

method is based on a one way function, thus, it cannot be 

used for authentication. Persis Urbana Ivy, Purshotam 

Mandiwa. Mukesh Kumar proposed a novel approach “A 

modified RSA cryptosystem based on „n‟ prime 

numbers”[20]. This system uses 4 prime numbers to 

factorise large prime number. The large prime numbers 

are not easily factorized. Thus, the system is not easily 

breakable. This approach provides more efficiency, 

reliability and security over the network. The major 

drawback of of this method is factorisation. If a hacker 
factorises the common modulus n, then this system falls 

apart. 

 

Ritu Patidar and Rupali Bhartiya suggested a novel 

approach “Modified RSA Cryptosystem Based on Offline 

Storage and Prime Number”[19]. This system deals with 

the slow computation of the RSA Algorithm by using an 

offline database to store the key parameters. This system 

uses 3 prime numbers to factorise the large prime number. 

Although this system is fast, but a 4 prime approach to 

this system could have been faster. But, the factorization 

problem of the 4 prime approaches needs to be handled. 
 

In the improved algorithm that has been proposed in this 

paper, some concepts of existing RSA algorithms is used 

along with certain changes of our own. We provide an 

improvement on the RSA algorithm by using four prime 

numbers which certain special type of prime numbers that 
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deal with the factorisation problem and storing the key on 

a cloud based database (example MongoDB) before the 

algorithm starts to further improve the computational 

complexity of the algorithm. 

 

III. ORIGINAL RSA ALGORITHM 
 

The RSA Algorithm is the first ever published and most 

widely used public key algorithm. It was developed by 

Ron Rivest, Adi Shamir and Len Adleman, first presented 

in their 1977-78 articles. It was based on the Diffie-

Hellman proposal. 

Variables used: Two large prime numbers p and q, 

common modulus n, public key parameter e, private key 

parameter d, some integer k, Euclidean Function Ø (n) 

The implementation of RSA depends on an a priori choice 

of p and q, that are multiplied to obtain the RSA modulus 

n=p*q and a subsequent choice of a public and a private 
integer parameters, e and d, satisfying e*d = 1+k*(p − 

1)*(q − 1) for some integer k. It is composed of three 

phases: key generation, encryption and decryption. 

1. Key Generation Phase 

Step 1: Choose two prime numbers, p and q, p not equal 

to q. 

Step 2: Compute n=p*q 

Step 3: Compute ø (n) = (p -1) * (q-1). 

Step 4: Choose an integer e such that gcd(Ø (n), e) = 1; 1 

< e <Ø (n). 

Step 5: Calculate private key, d such that e*d=1 mod ø 
(n). 

The public key is (n, e) and the private 

key (d, p, q). Keep all the values d, p,  q and  secret. 

2. Encryption Phase 

A sender sends a message to a receiver using n and e. 

Original Message/Plaintext:P 

Cipher text can be calculated as C=Pemod n. 

C. Decryption Phase 

Receiver keeps  and d private. When the receiver 

receives the cipher text, private key is used to decrypt the 

message. 

Plain text can be calculated as P = C d mod  n. 

3. A simple example of RSA Encryption 

This is an extremely simple example using numbers you 
can work out on a pocket calculator. 

 Select prime numbers p=11, q=13. 

 n = pq = 11.3 = 33 ø = (p-1)(q-1) = 10*2 = 

20 

 Choose e=3 

Check gcd(e, p-1) = gcd(3, 10) = 1 (i.e. 3 and 10 have no 

common factors except 1), 

and check gcd(e, q-1) = gcd(3, 2) = 1 therefore gcd(e, phi) 

= gcd(e, (p-1)(q-1)) = gcd(3, 20) = 1 

 Compute d such that e*d  1 (mod phi) 

i.e. compute d = (1/e) mod ø = (1/3) mod 20 

i.e. find a value for d such that ø divides (ed-1) 

i.e. find d such that 20 divides 3*d-1. Simple testing 

(d = 1, 2, ...) gives d = 7 Check: e*d-1 = 3*7 - 1 = 20, 

which is divisible by ø. 

 Public key = (n, e) = (33, 3) 

 Private key = (n, d) = (33, 7). 

This is actually the smallest possible value for the 

modulus n for which the RSA algorithm works. Now say 

we want to encrypt the message P = 7, C=343 mod 

33=13. Hence the cipher text C = 13. To check decryption 

we compute P′=13 7 mod33=7. We don't have to calculate 

the full value of 13 to the power 7 here. We can make use 

of the fact that a=b*c mod n=(b mod n)⋅(c mod n) mod n. 

4. Signiftcance of RSA Algorithm 

RSA is a strong encryption algorithm that has stood a 

partial test of time. RSA implements a public-key 

cryptosystem that allows secure communications and 

“digital signatures”, and its security rests in part on the 

difficulty of factoring large numbers. It is one of the most 

commonly used cryptographic algorithm. RSA is, in fact, 

commonly used to securely transmit the keys for another 

less secure, but faster algorithm. 

5. Restriction of RSA Algorithm 

For RSA Algorithm to work, the value of „P‟ must be less 

than the value of ‟n‟. If „P‟ is larger than ‟n‟, the plain text 

must be divided into blocks to make „P‟ less than ‟n‟. 

6. Limitations of  RSA Algorithm 

Although, RSA Algorithm is one of the secure and 

commonly used algorithms, it can still be improved. 

There are many problems in RSA algorithm that needs to 

be taken care of. Several issues exist that could potentially 

damage RSA‟s security, such as timing attacks and 

problems with key distribution. Also, RSA is slower than 

certain other symmetric crypto- systems. A very major 

threat to RSA would be a solution to the Riemann 

hypothesis. Thus a solution has neither been proven to 
exist nor to not exist. Development on the Riemann 

hypothesis is currently relatively stagnant. However, if a 

solution were found, prime numbers would be too easy to 

find, and RSA would fall apart. 

Some of the limitations of RSA Algorithm 

Are: 

6.1 Speed and computational cost:  
As the RSA modulus n is a large number, factoring it is a 

rather hard task. RSA algorithm employs lengthy 

calculations for both encryption and decryption. Speed of 

computation can be improved by modifying the RSA 
Algorithm. 

6.2 Attacks:  
There are several types of attacks on RSA. The obvious 

one is to factor the modulus N, which will create a total 

break of the system: the cryptanalyst will be able to 

decrypt all messages. Another common attack is common 

modulus attack.The idea of the common modulus is that 

in a session of RSA with several users there is a trusted 

entity which defines a modulus N and provides for each 

user a pair of public and private valid RSA keys defined 

modulo φ(n), but not the factorization of N. Some other 
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attacks are: low decryption exponent, short message, 

cyclic attack etc. These attacks can breach the security of 

RSA Algorithm. 

6.3 Public ftey Authentication:  
In RSA cryptography public key is used by the sender to 

encrypt the message. Thus only authenticated user can 

participate in encryption procedure. 

6.4 Unauthorized Access to Private ftey:  
RSA Algorithm can completely fall apart if the private 

key is accessed by an unauthorized entity as the security 

of RSA Algorithm is completely based on the private key. 
 

IV. PROBLEM DEFTNITION 
 

RSA Algorithm is very slow due to the computational 

complexity of the numbers. The RSA encryption as well 

as decryption requires one modular exponentiation. If the 

RSA modulus n is a k-bit number, then, typically d is also 
a k-bit number. Decryption requires k squaring and k/2 

multiplication modulo n. For example, if a 1024-bit 

number is the RSA modulus, there are 1024 squaring and 

512 multiplications. Due to the large decryption exponent 

size, the RSA algorithm is very slow. 

 

The RSA algorithm is also prone to security attacks such 

as factorisation attack, common modulus attack and other 

attacks. The RSA can fall apart and its security can be 

compromised. However, the speed of computation as well 

as the security can be improved by the proposed method. 
This improvement is achieved by using a cloud based 

database to store the key parameters instead of calculating 

them at the time of 

  

transmission of data. Also, the security is improved by  

passing key indexes instead of actual key parameters and 

using four prime numbers instead of two. One of the 

prime number is a Proth Number and one is a Mersenne 

Prime Number, other two being balanced prime numbers. 

 

V. PROPOSED TECHNIQUE 
 

Our approach is based on modified RSA cryptosystem 

[4]. We have tried to provide some i m pr ove m en t s  on  

the m odi fi ed RSA cryptosystem. For our approach, 

we have considered: 

 Four Prime Numbers p, q, r and s.  

   is a fixed Proth Number 

   q is a fixed Mersenne  

   Prime Number and s are two Balanced Prime 

Numbers 

 n is the common modulus 

 e is the public key 

 d is the private key 

The proposed algorithm consists of only two stages: 

encryption and decryption. The key generation phase is 

not required all the time. Key is generated only once and 

saved in a cloud based database. The indices are fetched 

from database instead of actual values and 

encryption/decryption is performed. 

1. Proth Number 

The first prime number „p‟ employed in key generation is 

a special type of prime number known as Proth Number 

or Proth Prime Number. They are named after French 

Mathematicain Francois Proth. A Proth number is a 

number N of the form N=k*2n +1, where 2n >k, nN and 

k is odd. 
Some of  the Proth numbers are 3, 5, 13, 17, 

41, 97, 113, 193, 241, 257, 353, 449, 577, 641, 

673, 769, 929, 1153, 1217, 1409, 1601, 2113, 

2689,  2753,  3137,  3329,  3457,  4481,  4993, 

6529, 7297, 7681, 7937, 9473, 9601,  9857. 

Example: 41 can written as 5*23 +1 Similarly, 97 can be 

written as 3*25 +1 

2. Mersenne Prime Number 

The second prime number employed „q‟ in key generation 

is also a special type of prime number known as 

Mersenne Prime Number. They are named after Marin 
Mersenne, a French Minim Friar (Members of Roman 

Catholic religious groups). A Mersenne Prime Number is 

a prime number of the form Mn=2n 

-1, where n is some integer. 

Some values of n which give Mersenne Prime Numbers 

are: 2, 3, 5, 7, 13, 17, 19, 31, …. 

Some of the Mersenne Prime Numbers are: 

3,7,31,127,8191,131071,524287,2147483647,. 

Example: 31 can be written as 25-1 

127 can be written as 27 -1 

3. Balanced Prime Numbers 

The third and fourth prime numbers employed in the key 
generation are Balanced primes. A Balanced Prime is a 

prime number with equal sized prime gaps above and 

below it, such that it is equal to the arithmetic mean of the 

nearest primes above and below it. Algebraically, a prime 

number of the form pn=(pn-1+pn+1)/2 is called a 

Balanced Prime. The first few balanced primes  are:  5,  

53,  157, 173, 211, 257, 263, 373, 563, 593, 607, 

653, 733, 947, 977, 1103. 

Example: 53 is 16th prime number. 47 is 15th and 59 is 

17th. 53=(47+59)/2=106/2. 

4. Key Generation 
Step 1: Choose a Proth prime number „p‟, a Mersenne 

Prime Number „q‟, two Balanced Primes „r‟ and ‟s'. 

Step 2: Compute n=p*q*r*s 

Step 3: Compute ø (n) = (p -1) * (q-1)*(r -1) * (s-1). 

Step 4: Choose an integer e  such  that  gcd(Ø (n), e) = 1; 

1 < e <Ø (n). 

Step 5: Calculate private key, d such that e*d=1 mod ø 

(n). 

The public key is (n, e)  and  the  private key (d, p, q). 

Keep all the values d, p,  q and  secret. 

These values are stored in a cloud based database such as 

MongoDB. 
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5. Encryption Phase 

The index of e and n are fetched from the database i.e. e1 

and n1 are fetched from the database. 

A sender sends a message to a receiver using n1 and e1. 

Original Message/Plaintext:P 

Cipher text can be calculated as C=Pe1mod n1. 

6. Decryption Phase 

Receiver keeps  and d private. When the receiver 
receives the cipher text, the index of private key and n i.e. 

d1 and n1 are fetched from the database and are used to 

decrypt the message. 

Plain text can be calculated as P= C d1 mod 
n1. 

 

VI. 4-Prime RSA Algorithm 

 
4-Prime RSA Algorithm, like the name suggests, uses 

four distinct primes p, q, r and s to form the modulus 

n=p*q*r*s. The proposed algorithm uses four primes thus 

we will refer to it as the proposed 4-Prime RSA algorithm 

from here onwards. It uses balanced primes r and s for 

greater safety. The greatest advantage of the proposed 4-

Prime RSA is that it allows for a faster decryption 

process. According to results by [9], the worst case cost of 

decryption for a 3-prime RSA is 9/4 smaller than the 

worst case for RSA and this results gets even better with 
4- prime RSA, which presents a worst case cost 4 times 

smaller than that of the RSA. It is obvious that the more 

primes we use the quicker the decryption will be, but 

using too many will result in ‟n' having smaller factors. 

Thus, to overcome the disadvantage due to smaller 

factors, we have employed Proth Number and Mersenne 

Prime Number instead of any random prime number. 

 

VII. Cloud Based Storage of Key Parameters 

 
The proposed 4-prime RSA Algorithm increase the speed 

through storage of key parameters on a cloud based 

database. A cloud database is a database service built and 
Accessed through a cloud platform. It serves many of the 

same functions as a traditional database with the added 

flexibility of cloud computing. Users install software on a 

cloud infrastructure to implement the database. We have 

proposed cloud based database instead of traditional 

database because it offers certain advantages over its 

traditional counterpart. These are: 

1. Ease of access:  
Users can access cloud databases from virtually 

anywhere, using a vendor‟s API or web interface. 

2. Scalability:  
Cloud databases can expand their storage capacities on 
run-time to accommodate changing needs. 

3. Disaster recovery:  
In the event of a natural disaster, equipment failure 

orpower outage, data is kept secure through backups on 

remote servers. 

4. Control options:  
Users can opt for a virtual machine image managed like a 

traditional database or a provider‟s database as a service. 

Database technology: NoSQL database databases are 

more scalable and provide superior performance, and their 

data model addresses several shortcomings of the the 

relational model. 

5. Security:  
Most cloud database providers encrypt data and provide 

other security measures. 

All the key parameters which are used in our 4- prime 
RSA algorithm are stored before starting the algorithm. 

This results in faster execution. Also, the added security 

of cloud based database comes into play. Apart from this, 

the changing requirements of algorithm can also be 

supported by the cloud based database as it offers 

scalability. 

6. Architecture of Proposed Technique 

The proposed 4-prime RSA Algorithm employs a cloud 

based database such as MongoDB. MongoDB is an open-

source database that uses a document-oriented data model 

and a non-structured query language. It is one of the most 
powerful NoSQL systems and databases around, today. It 

does not use the usual rows and columns that you so 

much associate with the relational database management. 

It is an architecture that is built on collections and 

documents. The basic unit of data in this database consists 

of a set of key value pairs.It allows documents to have 

different fields and structures. The data model that 

MongoDB follows is a highly elastic one that lets you 

combine and store data of multivariate types without 

having to compromise on the powerful indexing options, 

data access, and validation rules. 
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VIII. FLOWCHART OF THE PROPOSED 

ALGORITHM 

 

 

 
 

Fig.2 Flow Chart  of proposed technique 

 

IX. EXPERIMENT AND RESULTS 
 

With using the proposed algorithm, we calculate the 

encryption and decryption time for a message and also 

compare our proposed technique with original RSA 

Algorithm. The algorithms were implemented on python 

3.9.0a2 by importing PyMongo. 

 

Table 1. Encryption/Decryption Time Analysis 
Encryption/ 

Decryption Time 
Original RSA Proposed 

Technique 

Encryption Time 3.96s 4.37s 

Decryption Time 0.035s 0.009s 

Encryption Time 4.67s 4.59s 

Decryption Time 0.041s 0.011s 

Encryption Time 6.98s 7.03s 

Decryption Time 0.057s 0.015s 

Encryption Time 7.16s 7.08s 

Decryption Time 0.064s 0.017s 

 

 

 
 

 
Fig.3. Encryption process comparison. 

 

 
Fig.4. Decryption process comparison. 

 

X. COMPARISON ANALYSIS BETWEEN 

PROPOSED R S A ALGORITHM VS 

ORIGINAL RSA ALGORITHM 

 

Original RSA Proposed RSA 

We select two prime 

numbers „p‟ and „q‟ and 

calculate common 

modulus ‟n‟. 

We select four prime 

numbers: a Proth Number, 

a Mersenne Prime, two 

balanced primes and 

calculate common 

modulus. 
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The key parameters are 

calculated every time 

during data transmission. 

The key parameters are 

calculated only once. 

Their values are stored in 

a cloud based database 

before algorithm starts. 

Real values of keys and 

modulus are used for 

encryption/decryption. 

Index values of keys and 

common modulus is used 

for encryption/ 

decryption. 

The strength is less 

because of less 

multiplicative complexity 

Off ers more strength 

because of more 

multiplicative 

complexity. 

Slower compared to 

the proposed 

algorithm. (Based on 

experimental result) 

Faster than original RSA 

Algorithm as the 

decryption time is 

reduced considerably. 

(Based on experimental 

result) 

 

XI. CONCLUSION 
 

The proposed technique employs four prime numbers: a 

Proth Number, a Mersenne Prime and two balanced 

primes; instead of two prime numbers. Key parameters 

are calculate using these four prime numbers. All the 

calculated key parameters which are used in our 4-prime 
RSA algorithm are stored before starting the algorithm. 

Therefore, the speed of execution increases compared to 

original RSA method as the decryption time is reduced 

considerably (IX.Experiment and Results).  

 

It uses balanced primes for greater safety. Proth and 

Mersenne Primes are employed to overcome the smaller 

factors of the common modulus. I hope that this paper 

will aid readers to further explore the security concepts 

and work towards more efficiency and security. One topic 

that deserves more study is the variants of RSA 
combination of RSA and other cryptographic algorithms. 

They present exciting new possibilities but their security 

has not yet been analysed as thoroughly as that of 

standard RSA. Its probably in them that the future of 

cryptography lies. 
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