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Abstract - Mobile Ad-Hoc network is most popular in current scenario but when this network popular increased as well as so
many attacked or unauthorized access increased. In this article will analysis about secure and trust based communication. In
any case, constructing a trust model that receives recommendation by different hubs in the system is a testing issue because of
the danger of dishonest recommendation like bad-mouthing, ballot-stuffing and collusion. The attacks caused by badly
behaving nodes when increasing recommendations in the existing trust models. A recommendation based trust model
demonstrate with a protection plan, which uses clustering technique to powerfully filter out attacks related to dishonest
recommendations between certain time in view of number of cooperation, similarity of data and closeness between the hubs.
The model is observationally tried under a few mobile and separated topologies in which hubs encounter changes in their
neighborhood prompting regular course changes. The experimental investigation exhibits vigor and precision of the trust

demonstrate in a dynamic MANET condition. This model can be extended by weighting recommendations based on time and

location to mitigate the influence of location and time dependent attacks.

Keywords - Mobile ad hoc networks, dishonest recommendation, recommendation management.

I. INTRODUCTION

Trust as a social concept can be defined as the degree of
subjective belief about the behaviour of a particular
entity. Trust is being increasingly adopted as an
important concept to design and analyze security
problems in distributed systems to guide decision
making. Trust in MANETSs is the opinion held by one
node (known as evaluating node) about another node
(known as evaluated node), based upon the node’s past
behaviour and recommendations from other nodes
(known as recommending nodes) in the network.[1]
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Fig.1. Full Trust Model.

MANET’s applications are increasing in future network
paradigms including vehicular and mesh networks. Many
civilian and military services are demanding MANET
applications, ranging from emergency rescue services
such as hurricane and earthquake disasters to exchanging
critical information on the battlefield or even home and
personal area networking. The formation and sustained
existence of MANET services are mainly based on an
individual node’s cooperation in packet forwarding. Due
to the unique characteristics and demanding use,
MANETs are wvulnerable to attacks launched by
misbehaving nodes. One of the approved mechanisms to
improve security in MANETS is to use trust management
techniques to deal with the misbehaving nodes and
stimulate them to cooperate.[4][5]

1.Time Dependent Attack (TDA)

This attack makes participating nodes to change their
behavior by time. Nodes can behave normally for a period
of time and can misbehave by providing unfair ratings at
other times. This attack also has its roots in the subjective
property of trust.

2.Location-Dependent Attack (LDA)

This attack exploits mobility property of MANETS, where
a node behaves differently according to its location. This
attack originates from the subjective property of trust
where behaviors at one location cannot affect evaluating
trust worthiness of nodes at another location.
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Il. RELATED WORK

Authors in propose RFS Trust, a trust model based on
fuzzy recommendation similarity, which is presented to
quantify and evaluate the trustworthiness of nodes. They
use similarity theory to evaluate the recommendation
relationships between nodes. That is, the higher the
degree of similarity between the evaluating node and the
recommending node, the more consistent is the evaluation
between the two nodes.

In this model, only one type of situation is considered
when selfish nodes attack is present and the performance
of the model is not tested against other attacks related to
recommendation.[3] In an attempt to increase the honesty
of utilizing recommendations, Li et al in include a
confidence value in their evaluation by combining two
values: trust and confidence into a single value called
trustworthiness. They utilize the trustworthiness value to
put weight on recommendations in which a
recommending node with higher trustworthiness value is
given more weight. Collusion attack in providing false
recommendation is not considered by this work, and this
may cause incorrect evaluation of the received
recommendations.

I1l. PROBLEM STATEMENTS

1. False negative and false positive problems in evaluating
the recommendation’s trustworthiness and their impact
on the network performance are poor. Majority rule
could actually be harmful as some nodes can collude to
perform an attack, and not provide an honest judgment
about other nodes.

2. The selection of acceptability is a trade-off between
obtaining more accurate trust worthiness value and the
convergence time required to obtain it.

IVV. PROPOSED SOLUTION

As we know without trust we can communication but
problem in secure communication between source and
destination so in our proposed solution we will
communicate with trust based routing some step given
below:-
o In the first step we will configure node and design a
network with node to node communication.
¢ In the second step a node we will decide for transmit
packets as we know that name is Source.
o Atrust Algorithm will use for find Neighbor Node
o A threshold value for check node trust for
communication
o Check Trust according their time and place
o Select Maximum Trust Value
¢ Find Destination Node
o If not found node repeat Route Discovery

V. TRUST CALCULATION

Metwork Node and Configurations

.

Source Node initialization

v

Meighbor Hode found Proposed
Algotithm

I

Heighbor Hode Collections

.

Packet Bequence [
Extraction

HO
Check
[D=HextID
* Tez
Trust Rate
Find Destination

l Hode
‘ Trast Update | l
‘ Select Maximum Trast Value ‘ Route Discovery ‘

Fig.2. Flowchart or Algorithm.

Input: Source node Ns, Destination node Nd, Graph
G

Output: Routing Path Rp

Procedure:
TRi«NeighborLogCollection(Ns,G)TRi«—Neighbor
LogCollection(Ns,G)

Fori=0,1,2...n Then

Calculate trust value by using Eq. 4

End For

SN = MAX (TCs)
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Rp«—RpUSNRp«—RpUSN 2.
G—G'¢SN G—G'¢SN
If (Nd!=SN)(Nd!=SN) then
Update Energy Eis,SN

Ns = SN .
Repeat from TR i |_|,E\'
End If
Return Rp

Packet Loss Vs Dishonest Recommendation

Packet Loss Vs Dshongst Resommendation

VI. RESULT ANALYSIS
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The simulation is conducted using NS2 simulator, an '4 )
open-source discrete event simulator designed to support E I_II'.1
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research in computer networking. It involves various
modules to help test several network components such as
packet, node routing, and application and transport layer
protocols.NS2 fractures permit us to extend the DSR
routing protocols that supports MANET architecture.
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Table 1. Simulation Configuration. .

1. Throughput Vs Dishonest Recommendation
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Fig.3. Throughput Vs Dishonest Recommendation.

Parameter Default Value ‘
Simulation Area 700m * 700m
: — TR R
Simulation Tlme 500 seconds (4 108 0% 30% 409 508
Number of vehicles 50 Dishonest Kecommendation
Communication range 250m
Node Speed 10 m/hr Fig.4. Packet Loss’s Dishonest Recommendation.
Visualization Tool nam
Routing Protocol DSR VIl. CONCLUSION
MAC layer IEEE 802.11 p
Source-destination pairs 15 Performance of our approach is measured on the basis
Appllcatl.on CBR Throughput, Packet Loss, Good and Bad Node Trust
Packet Size 512B value vs. dishonest recommendation. We are comparing

between Existent A recommendation based trust model
in dishonest nodes and Proposed approach Enhance
Secure Trust Based Transmission (ESTBT) hare No
Defense is common scenario for both approach. After
applying our proposed work we improved these
parameters Recommendation based trust system has is a
framework to sift through the raising hell hubs while
chasing down a package transport course. In any case,
constructing a trust model that receives recommendation
by different hubs in the system is a testing issue because
of the danger of dishonest recommendation like bad-
mouthing, ballot-stuffing and collusion. The attacks
caused by badly behaving nodes when increasing
recommendations in the existing trust models.
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