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 Abstract - Biometric systems are increasingly used in different security systems for the last few years. Fingerprints, Iris 

recognition, face recognition systems have grabbed attention from academicians and researchers all over the world. But there 

are certain issues associated with these systems that make them vulnerable. One such issue is the spoof attack in which an 

impostor attacks the system by presenting a printed photograph of the genuine user to the system. These attacks compromise 

the security of the system and therefore need to be addressed. This paper presents an overview of different techniques that are 

used in face spoof detection and discussed parameters that are used to evaluate the performance of different face spoof 

detection techniques.  
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                      I.  INTRODUCTION 
Passwords, pins and ID cards have been traditionally 
used in authentication for identifying an individual. But 

these systems suffer some drawbacks like the IDs can 

be easily stolen and password and pins can be hacked. 

An alternative for this is biometric systems which 

recognise an individual based upon his/her behavioural 

or physiological traits that include facial features, 

fingerprints and voice [1]. These traits are unique 

therefore provide a better level of security .But these 

systems are susceptible to spoof attacks.  

 

With high resolutions digital media devices and social 

media it is very easy to acquire face images of a target 
person. The attacker can easily download photos or 

videos of the authorized user, print it and then present it 

to the biometric system to gain illegitimate access to the 

system. To ensure reliability of the face recognition 

system various face spoofing methods have been 

developed. This paper evaluates different methods and 

techniques that are being used in face spoof detection. 

A typical biometric system broadly contains database, 

feature extractor and classifier.  

1. Feature extractor 

Important features are extracted from the training and 
test images in the feature extractor. These features help 

in determining real images from fake images. 

2. Database 

The extracted features from the training and test data 

are stored in the database. Input image are stored in the 

test dataset and the training images are stored in the 

training dataset. 

3. Classifier  

Classifiers categorize the input data into distinct  

number of classes and decide whether it is real or fake. 

The rest of the paper is summarised as follows: Section 

2 discuss various types of spoof attacks. Section 3 

describes methods use for face spoof detection.  

And discuss various parameters used to evaluate face 

spoof detection system. Finally there is conclusion at 

section 4 

 

II. DIFFERENT TYPES OF SPOOF 

ATTACKS 
Research is going on in the field of face spoof detection 

from the last few years. This section discuss various 

spoof attacks and the methods use for face spoof 

detection. There is a growing popularity of face 

recognition system in access control.  Not only 

industries but mobile phones companies are also 

integrating these systems in their devices for locking 

and unlocking the phones. Several research articles, 

journals and conferences came with innovative ideas 

for providing security to face spoof detection system. 

Figure A represents spoofing attacks on a face 
recgnition system which is broadly classified into two 

types 2D and 3D spoofing. 

 
 

Fig.1 Spoofing Attacks. 
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1. Photo attack 
In this attack a fraudulent attempts to attack the system 

by presenting a photograph of the authorised user. 

Attackers can either capture the pictures from a digital 

device such as a camera or a mobile from a distance 

without taking permission from the genuine user or can 

acquire pictures from social media platform.  The 

attacker either prints the image or displayed it on a 

digital device for deceiving the face recognition system. 

2. Video attack 

Replay attack or video attack is a sophisticated way to 
trick a biometric system. In this attack irrespective of 

still images, the attacker uses the video of the user 

which contains the behaviour traits of an individual like 

eye blinking and facial expressions. Video attack looks 

more natural to the face recognition as compare to a 

print photo. 

3. Mask attack 

Masks attacks are broadly classified into two type paper 

cut mask and life size wearable mask. These attacks are 

more sophisticated then the video attack as they can 

deceive several layers of security provided to face 
recognition system. For detecting 3D mask attacks 

expensive 3D printers and other special devices are 

used. 

 

III. DIFFERENT METHODS FOR FACE 

SPOOF DETECTION 
Face spoof detection techniques counter measure spoof 

attack in which an impostor tries to deceive the system. 

Face spoof detection techniques are classified into one 

of the two groups depending upon in which biometric 

module they are used 

1. Hardware based techniques 

 In these techniques specific devices are added to the 

sensor which can detect traits of an individual like 
blood pressure, thermo gram or specific eye properties. 

Hardware based or sensor based techniques generally 

measure one of the three properties which include 

physical properties such as elasticity and density, 

electrical properties like resistivity or permittivity, 

spectral properties, visual properties such as colour of 

the eye.  

 

These techniques also include behaviour or reflex 

actions of the body in response to an external signal 

which require user cooperation. This can be done by 
instructing the user to perform a specific movement of 

the hand, shoulder or eye or by asking some 

challenging question. The hardware based techniques 

are effective as they provide the depth of the samples 

which are being observed. But they are hard to 

implement on mobile phones and tablets. However in 

the near future mobile phones companies can integrate 

multiple sensors in their device. 

2. Feature based techniques 

Features based techniques are usually referred as 

software based techniques in which fake images are 

detected by extracting features from the biometric 

samples. They are used after the sensor in the feature 

extraction modules. Broadly they are classified into 

frequency, texture and motion anti spoofing methods. 

2.1 Frequency based  

Jiangwei Li [8] implemented face liveliness detection 

by analysing high frequency descriptors. The authors 

calculate the ratio of high energy components to all the 

frequency components in the image and finally the 
standard deviation of the frequency components are 

computed to represent the temporal changes of the face. 

2.2 Texture based 

Texture provides detectable information between the 

real and fake images. This method extracts image 

artifacts from the fake images and countermeasure 

photo and replay video attack. In [11] authors 

implemented two feature extraction algorithms Local 

binary pattern (LBP) and GLCM (Gray level Co-

Occurrence matrix).  

 
The proposed work shows that the LBP performed 

better than GLCM in terms of accuracy, with LBP 

giving 99.07% accuracy and GLCM giving 92.82%. 

Using the combination of LBP and GLCM the proposed 

system achieved an accuracy of 99.26. The authors of 

[12] proposed a face anti spoof detection system which 

implements texture features descriptors Gabor 

wavelength, HOG and LBP. While LBP provides 

powerful means for texture description, gabor 

wavelength enhance the textural representation of the 

image. The histogram of gradient (HOG) features is 

further used to capture edges in the face image. 

2.3 Motion based  

In motion based methods the subconscious motion of an 

organ or a muscle is captured such as eye movement, 

head rotation. These methods has more generalised 

approach than the texture methods. Optical flow 

algorithm [6] finds the correlation between the head of 

the user and background which helps in determining the 

possible spoof attack. OFC estimates precise motion 

parameters from two region of interest and compare 

their value to obtain a correlation score. However there 

are some limitations to motion based methods, they 
take a relatively long time to obtain stable features for 

face spoof detection. 

 

IV. DETECTION EVALUATION 

PARAMETERS 
Five common parameters used for the evaluation of 

face spoof detection system are: FAR( False acceptance 

rate), FRR( false rejection rate with corresponds to 

minimum or zero false attempt accepted by the system), 

HTER( Half total error rate), accuracy( Determines how 

accurate the system is) and EER ( equal error rate). 

These parameters help in determining real threats that 
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affects any face recognition system by a spoofing 

database.  

 

V. CONCLUSION 
In this paper various spoof attacks that can harm any 

biometric system are discussed. And different methods 
used to counter measure these attacks are described. 

The paper broadly classified two level approaches 

hardware level and feature level. Specific devices are 

integrated on hardware level approaches which results 

in additional cost to the system. Feature approach 

however discussed the discriminative features in an 

image. We have found that there is no single method 

that can achieve all the requirements of an ideal 

biometric system. Therefore research is still required in 

this field to develop a reliable security technique. 
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