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Abstract -Portability and convenient nature of Mobile Ad hoc Networks (MANET) has expanded its prominence by two 

overlap. MANETs have turned into a usually utilized system for different applications. However, this favorable position 

endures with genuine security concerns, fundamentally a remote transmission medium viewpoint where such systems might be 

liable to parcel dropping. Portability and versatile nature of Mobile Ad hoc Network may likewise prompt connection 

disappointment. Impromptu on interest separate vector (AODV) is a mainstream directing convention however is presented to 

understood parcel dropping assault. Proposed framework presents another convention named Secured Geographic Routing 

(SGR), which can honestly identify parcel dropping assault in MANET. SGR can distinguish noxious hubs by recognizing 

dropping of directing and information bundle. Bundle dropping because of both connection mistake and nearness of malignant 

hubs can recognize. It additionally gives significance to protect security of information. 
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                      I. INTRODUCTION 
The performance of computer and wireless 

communications technologies has advanced in recent 

years. As a result, it is expected that the use and 

application of advanced mobile wireless computing will 

be increasingly widespread. Much of this future 

development will involve the utilization of the Internet 

Protocol (IP) suite. Mobile ad hoc networks (MANETs) 
are envisioned to support effective and robust mobile 

wireless network operation through the incorporation of 

routing functionality into mobile nodes. These networks 

are foreseen to have topologies that are multi hop, 

dynamic, random, and sometimes rapidly changing. 

These topologies will possibly be composed of wireless 

links that are relatively bandwidth-constrained.  

 

Ad hoc networks are crucial in the evolution of wireless 

networks, as they are composed of mobile nodes which 

communicate over wireless links without central 
control. The traditional wireless and mobile 

communication problems like bandwidth optimization, 

transmission quality enhancement and power control are 

directly inherited by ad-hoc wireless networks. 

Furthermore, new research problems like Configuration 

advertising, discovery and maintenance are also brought 

on by ad hoc networks because of their multi-hop 

nature, lack of a fixed infrastructure and adhoc 

addressing and self-routing.  

There have been numerous proposals on different 
approaches and protocols as there are multiple 

standardization efforts being done in the Internet 

Engineering Task Force and even as academic and 

industrial ventures. In MANETs, the limited battery 

capacity of a mobile node affects network survivability 

since links are disconnected when the battery is 

exhausted. Therefore, a routing protocol considering the 

mobile nodes energy is essential to guarantee network 

connectivity and prolong the network lifetime. Power-

aware routing protocols deal with the techniques that 

reduce the energy consumption of the batteries of the 

mobile nodes. This approach is basically done by 
forwarding the traffic through nodes that their batteries 

have higher energy levels. This will increase the 

network lifetime.  

 

Various power-aware routing protocols have been 

proposed by taking into account the energy consumption 

for the transmission or the remaining battery level of the 

mobile nodes or both. By using such power-aware 

routing protocols, various routing costs and path 

selection algorithms have been investigated for the 

purpose of improving the energy efficiency in the 
MANET. Many routing protocols have been developed 

during the last years to increase the lifetime of a route 

and in turn the lifetime of the network. One of these 

developments is multipath routing protocols. Multipath 

routing protocols enable the source node to choose the 
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best route among many routes during a single route 

discovery process. This process in multipath routing will 

decrease the number of route discovery processes since 

there are backup routes already available and in case 

one route fails will reduce the end-to-end delay, energy 

consumption and the network lifetime.  

.  

Multipath routing protocols flood a route request to 

learn more than one path to the destination to forward 

packets through them. It is not necessary that the source 

will always find the optimum or the shortest path 
available. Since the power source of the mobile nodes is 

limited, the power consumption by these nodes should 

be controlled to increase the network lifetime. Multipath 

routing protocols have several issues. One of them is 

finding an optimum path from the sources to the 

destinations. The issue becomes more complicated with 

a large number of mobile nodes that are connected to 

each other for transferring the data. In this case, most of 

the energy is going to be consumed at the time of 

investigating for shortest routes. Subsequently, the more 

energy is wasted at data transfer. This paper presents an 
energy efficient multipath routing protocol called ad-hoc 

on demand multipath distance victor with the fitness 

function (FF-SGRP).  

 

The SGRPuses the fitness function as an optimization 

method, in this optimization, we seek for two 

parameters in order to select the optimum route on of 

them is energy level of the route and the another one is 

the route distance in order to transfer the data to the 

destination more efficiently by consuming less energy 

and prolonging the network lifetime. Based on the 

results of the simulation, the SGRProuting protocol 
outperformed both ad-hoc on demand multipath distance 

victor (SGRP) and ad-hoc on demand multipath routing 

with life maximization (AOMR-LM) routing protocols 

in terms of throughput, packet delivery ratio, end-to-end 

delay, energy consumption, network lifetime and 

routing overhead ratio except the AOMR-LM when 

comparing with energy consumption and network 

lifetime where it has better performance than SGRP 

with these two metrics. 

 
Figure 1 presents the routing. 

System architecture is the conceptual design that defines 

the structure and behavior of a system. An architecture 

description is a formal description of a system, 

organizedin a way that supports reasoning about the 

structural properties of the system. It defines the system 

components or building blocks and provides a plan from 

which products can be procured, and systems 

developed, that will work together to implement the 

overall system 

II. RELATED WORK 
1. Sgrp Routing Protocol 

An on-demand routing protocol, SGRP has its roots in 

the ad hoc on-demand distance vector (AODV), a 

popular single-path routing protocol. SGRP creates a 

more extensive AODV by discovering, at every route 

discovery process, a multipath (i.e. several other paths) 

between the source and the destination. The multipath 

has a guarantee for being loop-free and link-disjoint. 
SGRP likewise offers two key services: route discovery 

and route maintenance. Since it greatly depends on the 

AODV route information, which is already available, 

SGRP incurs less overhead than AODV through the 

discovery of multiple routes. Compared to AODV, 

SGRP's only additional overhead is extra route requests 

(RREPs) and route errors (RERRs) intended for 

multipath discovery and maintenance, along with 

several extra fields to route control packets (i.e.RREQs, 

RERRs and route replies (RREPs)) [5].  

 
Adding some fields and changing others modified the 

structure of the SGRP's routing table. Figure 1 presents 

the routing table entries' structure for AODV and SGRP. 

In SGRP, advertised hop count is used instead of the 

hop count in AODV [6]. A route fi list stood as a 

replacement for next hop; this change essentially 

denying multiple next hops with respective hop counts. 

All next hops, however, are still allotted the same 

destination sequence number. Every time the sequence 

number gets updated, the advertised hop count is 

initialized. 
2. Disjoint Path-Two types of disjoint path exist, the 

Node -disjoint path and link-disjoint path [12]. In a node 

disjoint path, there is no common node exists in a 

specific path other than the source and destination 

nodes. In a link-disjoint path, there is no common link at 

all [13].Later in ABE scheme the secret key of user was 

not allowed to a single centre. Instead it was authorized 

by independent authorities 

3. Route Discovery and Maintenance 

Route discovery and route maintenance involve finding 

multiple routes from a source to a destination node. 

Multipath routing protocols can try to discover the link-
disjoint, node disjoint or non-disjoint routes [7], [8]. 

While link-disjoint routes have no common links, it may 

have nodes in common. Node-disjoint routes, which are 

also referred to as totally disjoint routes, do not have 
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common nodes or links. Non-disjoint routes, on the 

other hand, can have both nodes and links that are in 

common [9]. SGRP utilizes three control packets: the 

RREQ; the RREP; and the RERR. Initially, when a 

source node is required to transmit data packets to a 

specific destination, the source node broadcasts a RREQ 

[10]. Because the RREQs is a flooded network-wide, 

several copies of the very same RREQ may be received 

by a node. In the SGRP, all duplicate copies undergo an 

examination to determine the potential alternate reverse 

path.  
 

However, of all the resulting set of paths to the source, 

only the use of those copies, which preserve loop-

freedom and disjointedness, get to form the reverse 

paths. In the event the intermediate nodes get a reverse 

path through a RREQ copy, it conducts a check to 

determine the number of valid forward paths (i.e. one or 

many) to the destination. If so, a RREP is generated by 

the node and the request is sent back to the source using 

the reverse path. Since this route discovery, the RREP 

has a forward path that was not employed in any prior 
RREPs. The RREQ is not further propagated by the 

intermediate node. Otherwise, the node would broadcast 

the RREQ copy again in case any other copy of this 

RREQ has not been previously forwarded and this copy 

has led to the updating or the formation of a reverse 

path. 

4. Fitness Function 

The fitness function is an optimization technique that 

comes as a part of many optimization algorithms such as 

genetic algorithm, bee colony algorithm,  greedy 

algorithm and particle swarm optimization algorithm. 

The fitness function finds the most important factor in 
the optimization process, which could be many factors 

depending on the aim of the research. In MANET, the 

fitness factor is usually energy, distance, delay, and 

bandwidth. This matches the reasons for designing any 

routing protocol, as they aim to enhance the network 

resources. In this research, the fitness function used is 

part of the particle swarm optimization (PSO) algorithm 

as proposed in [14]. 

 

III. OUR CONTRIBUTION 
1.The Proposed Sgrp 

In this paper, we proposed a new multipath routing 

protocol called the SGR Routing protocol, which is a 
combination of Fitness Function and the SGRP's 

protocol. In a normal scenario, when a RREQ is 

broadcasted by a source node, more than one route to 

the destination will be found and the data packets will 

be forwarded through these routes without knowing the 

routes' quality. By implementing the proposed algorithm 

on the same scenario, the route selection will be totally 

different. When a RREQ is broadcast and received, the 

source node will have three (3) types of information in 

order to find the shortest and optimized route path with 

minimized energy consumption. This information 

include fi Information about network's each node's 

energy level fi The distance of every route fi The energy 

consumed in the process of route discovery. The route, 

which consumes less energy, could possibly be  

(a) The route that has the shortest distance;  

(b) The route with the highest level of energy, or  

(c) Both. The source node will then sends the data 

packets via the route with highest energy level, after 

which it will calculate its energy consumption.  
 

A like to other multipath routing protocols, this protocol 

will also initiates new route discovery process when all 

routes to the destination are failed. In the event when the 

selected route fails, the source node will then selects an 

alternative route from its routing table, which represents 

the shortest route with minimum energy consumption. 

The optimal route with less distance to destination will 

consume less energy and it can be calculated as follows: 

The pseudo-code for the 

 SGRP function is provided as follow: 

 Select the Source and Destination. 

 Source Initialize the route Discovery. 

 Broadcast the Routing Packet to direct nodes. 

 Update the routing information in the Source Routing 

Table. 

  Source Initialize the Beacon. 

 Broadcast the Routing Packet to direct nodes. 

 Update the Energy and location information in the 

 Source Energy Table for all the nodes in the entire 

network. 

 Check If (ene>D High &&dist<D Low&&hop Count< 
D Low) . . . (Eq. 1 & 2) 

 Select that route for Communication. Else if (ene >D 

High &&dist >D high &&hop Count <D Low) . . (Eq. 

1) 

 Select that route for Communication. Else if (ene <D 

Low&&dist <D Low &&hop Count <D Low t) . . . 

(Eq. 2) 

 Select that route for Communication 

 Send the periodic route discovery. 

 Send the periodic beacon message. 

The SGRP initially broadcasts a RREQ in order to 
gather information regarding the available routes 

towards the destination as shown in figure 3 where the 

fitness function performs a scan on the network in order 

to locate nodes that have a higher level of energy (red 

nodes). The source point will then receive a RREP that 

contains information on the available routes towards the 

destination along with their energy levels. Calculating 

each route's energy level, the fitness function will then 

compare to finding the route with highest energy level. 

The distance of this route will be considered. The 
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optimum route refers to the route that has the highest 

energy level and the less distance.  

 

 
 

Fig.2 Energy Consumption in SGRP. 

 

Priority is given to the energy level, as seen on the route 

with the discontinuous arrow (Figure 3). In another 

scenario, if the route has the highest energy level, but 
does not have the shortest distance, it can also be chosen 

but with less priority. In some other scenarios, if the 

intermediate nodes located between the source and 

destination with lesser energy levels compared to other 

nodes in the network, the fitness function will choose 

the route based on the shortest distance available. In all 

the cases, with these two parameters, only those routes 

will be chosen by the fitness function which has less 

energy consumption and will prolong the lifetime of the 

network.  

 

IV. EXPERIMENTAL RESULTS 
1. Packet Delivery Ratio 
The variation of packet delivery ratio for SGRP, 

AOMR-LM and AOMDV. When the node speed 

increases as (0, 2.5, 5, 7.5, 10) m/s, the packet delivery 

ratio decreases. SGRP decreases from 97.55% to 77.8%, 

AOMR-LM decreases from 97.7% to 74.7% and 

AOMDV decreases from 96.79% to 67.35%. The SGRP 

has higher packet delivery ratio than both AOMR-LM 

and AOMDV. The SGRP routing protocol selects the 

most stable route toward the destination. The selected 

route could be the route with the highest energy level 

and consumes less energy than other routes, with the 

shortest route. This decreases the possibility of link 
failure and minimizes packet loss. the variation of the 

packet delivery ratio for SGRP,AOMR-

LMandAOMDV. When the packet size increases as (64, 

128, 256, 512, 1024) bytes, the packet delivery ratio 

decreases. The SGRP decreases from 95.45% to 

81.06%, the AOMR-LM decreases from 93.12% to 

79.9% and AOMDV decreases from 89.56% to 70.67%. 

The performance of the SGRP outperformed both 

AOMR-LM and AOMDV routing protocols in terms of 

packet delivery ratio, as SGRP minimizes the packet 

loss by selecting more reliable routes and routes with 

less distance. 
2. Construction 
This section presents the basic KAC construction for a 
single data owner using asymmetric bilinear pairings. 

we assume the existence of equi-prime order (for a -

bit prime q) elliptic curve subgroups G1 and G2, along 

with their generators P and Q. We also assume the 

existence of a multiplicative cyclic group GT, also of 
order q with identity element 1. Finally, we assume 

there exists an asymmetric bilinear pairing e : G1 G2

GT. 

3. Setup (1⋋ ,𝑚) : arbitrarily take ∝ ∈Zq. Output the 

system parameter as param = (𝑃, 𝑄,𝛾𝑝 ,𝛼 ,𝑛 , 𝛾𝑄 ,𝛼 ,𝑛) 

Discard 𝛼. 
4. Key Gen (): arbitrarily pick𝛾𝜖𝑧𝑞 . Put the master 

secret key msk to𝛾. Let PK1 = 𝛾𝑃 and PK2  𝛾Q. Set 

the public key PK (PK1, PK2). Output (msk, PK) 

Encrypt (param, PK, i, M). For a message M GT 

belonging to class i {1,2,...,n,} arbitrarily choose t  

Zq. Output the cipher text C as 

C= (𝑐0,𝑐1 ,𝑐2)= (𝑡𝑄, 𝑡(𝑃𝐾2 + 𝑄𝑖),𝑚 ∙
𝑒(𝑃𝑛 , 𝑡𝑄1) 

5. Extract (param, msk, S): For the subset of class 

indices S, the aggregate key is computed as  KS  

msk  𝑃𝑛+1−𝑗𝑗 ∈𝑠 = 𝛾  𝑃𝑛+1−𝑗𝑗𝜖𝑠 . 

6. Decrypt (param, C, i, KS): Let 𝐶 = (𝑐0 , 𝑐1, 𝑐2). 

Decrypted message is  

 

𝑀 = 𝑐2 ∙
𝑒 ∙ (𝐾𝑆 + 𝛼𝑠 , 𝑐0 )

𝑒(𝑏𝑠  , 𝑐1 )
 

 

Observe that the above KAC construction is 
independent of the manner in which a data owner 

chooses to organize her data classes. Any KAC 

construction can support hierarchical data structures, 

since a data owner can create an aggregate. 

7. Correctness 

𝑀   𝑐2∙

𝑒(𝐾𝑠+ 𝑃𝑛+1−𝑗+𝑖 ,𝑐0𝑗∈𝑠,𝑗≠𝑖 )

𝑒( 𝑃𝑛+1−𝑗 ,𝑐1𝑗∈𝑠 )
 

    = 𝑐
2∙

𝑒( 𝛾𝑃 𝑛+1−𝑗  𝑗∈𝑠,𝑗≠𝑖 + 𝑃𝑛+1−𝑗+𝑖 ,𝑡𝑄)𝑗𝜖𝑠 ,𝑗≠𝑖

𝑒( 𝑃𝑛+1−𝑗 ,𝑗∈𝑠 𝑡 𝑃𝐾2+𝑄𝑖 )
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    =  𝑐
2∙

𝑒( 𝑃𝑛+1−𝑗+𝑖 ,𝑗∈𝑠 𝑡𝑄 )

𝑒 𝑃𝑛+1,𝑡𝑄  𝑒(  𝑃𝑛+1−𝑗 ,𝑡𝑄𝑖𝑗∈𝑠 )

 

    = 𝑀 ∙
𝑒 𝑃𝑛  ,𝑡𝑄1 

𝑒(𝑃𝑛+1,𝑡𝑄)
 

    = 𝑀. 
 

8. Extended Multipath Route With Efficient Route 
The distance vector constructions require the aggregate 
keys to be transmitted to data users via secure channels. 

However, in a real world data sharing setup with m data 

users and 𝑚′  data owners, such a solution requires the 

existence of 𝑂 (𝑚𝑚′) secure channels, which is 

extremely costly. In addition, the dynamically 
increasing nature of the network implies that the 

requirement for secure channels increases in a 

multiplicative mode with every new data owner/user 

joining the network. This makes the basic SGRP scheme 

difficult for large scale deployment regardless of its 

cryptographically secure aggregate key generation 

properties. In this section, we develop a novel 

mechanism for public key based aggregate key 

distribution that reduces the secure channel requirement 

to 𝑂 (𝑚 + 𝑚′) from 𝑂 (𝑚𝑚′) . We use broadcast 

encryption, which is a well known technique in public 

key cryptography, to efficiently distribute the aggregate 

keys among multiple users in a secure fashion. Our 

extended KAC construction combines the basic KAC 

instance with the public key based broadcast encryption 

system to construct a fully public key based online data 

sharing scheme. 

 

V.THROUGHPUT 

The results after performing simulations clearly 

demonstrate the variation of throughput for SGRP, 

AOMR-LM and humans speed. Random movement 

makes the nodes move in different directions for each 

run, SGRP routing protocol has better throughput as it 

selects the most active routes to the destination. These 

routes have less distance or more energy level than other 
routes; therefore the link is more stable and ultimately 

very few drop packets key bsk for a data owner 

registering in the system.  When the packet size 

increases as (64, 128, 256, 512, 1024) bytes, the 

throughput decreases.  

 

The SGRP decreases from 1134.78 kbps to 981.26 kbps, 

the AOMR-LM decreases from 1121.73 kbps to 930.66 

kbps and the AOMDV also decreases from 1114.67 

kbps to 830.09 kbps. The SGRP routing protocol has 

better performance than both AOMR-LM and AOMDV 

in terms of throughput. The route distance and stability 
give an advantage to SGRP routing protocol to 

minimize the packet loss and maximize the through put. 

Simulation time is varied as (10, 20, 30, 40 and 50) 

seconds. When the simulation time increases, the 

throughput increases also. The SGRP protocol has better 

performance in terms of throughput than both AOMR-

LM and AOMDV protocols. The SGRP has 140.78 kbps 

throughput in 10 second simulation time and 1113.63 

kbps in 50 second of simulation time, the AOMR-LM 

has 126.67 kbps throughput in 10 second simulation 

time and 1058.4 kbps in 50 second simulation time and 

finally, the AOMDV has 104.77 kbps throughput in 10 

second simulation time and 889.1 kbps in 50 second 

simulation time. As long as the route is strong, short and 

stable, the throughput will be at its maximum level as in 

SGRP by minimizing the dropped packets. 
 

VI. CONCLUSION AND FUTURE WORK 
In this research, we proposed a new energy efficient 

multi-path routing algorithm called SGRP simulated 

using NS-2 under three different scenarios, varying node 

speed, and packet size and simulation time. These 

scenarios were tested by five (5) performance metrics 

(Packet delivery ratio, Throughput, End-to-end-delay, 
Energy consumption and Network lifetime). Simulation 

results showed that the proposed SGRP algorithm has 

performed much better than both AOMR-LM and SGRP 

in throughput, packet delivery ratio and end-to-end 

delay. It also performed well against SGRP for 

conserving more energy and better network lifetime. 

 

As a future work, there are several scenarios that could 

be implemented with this study to enhance the energy 

consumption and network lifetime. For instance, it is 

possible to consider another network resource which is 
the bandwidth as another tiness value. In this case the 

calculations for selecting routes towards the destination 

will be According to energy, distance and bandwidth. 

Basically this will consider many network resources 

which will prolong the network lifetime and enhances 

the Quos. Another possibility is to test the fitness 

function with another multipath routing protocol that 

has a different mechanism than SGRP and compare the 

results with the proposed SGRP. 
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