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Abstract - The cloud is a term referring to accessing Computer, Servers, Storage, Databases, Networking,    Software’s and 

more through a network connection using Wide Area Networking (WAN) or Internet Connectivity (Cloud). Remote users can 

access the cloud resource from wherever they have connection rather than physical location. The top most benefits of cloud 

computing are Cost Effective, High Productivity, High Speed, Performance and Security. In the existing system CP-ABE 

schemes, the size of the cipher text increases line nearly with an increase in a number of attributes. The size of the cipher text is 

larger and it as contain Boolean access policy. To avoid these issues, we propose a novel Hybrid - Attribute Based Encryption 

(H-ABE) along with location information. It is hybrid method, which combines Cipher text Policy attribute-based encryption 

(CP-ABE) with location-based encryption (LBE) on the level of symmetric keys. It supports encryption using expressive 

policies; this can efficiently handle dynamic attributes with continuous values (i.e. location). It allows encrypting and logical 

combination of attributes. It contains CP-ABE with location information’s that are encrypted in the data packet. This may 

helpful to identify the exact location and also retrieve the data securely. In feature it can effectively handle dynamic attributes. 
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                      I. INTRODUCTION 
The cloud is a term referring to accessing Computer, 

Servers, Storage, Databases, Networking,    Software’s 

and more through a network connection using Wide 

Area Networking (WAN) or Internet Connectivity 

(Cloud). Remote users can access the cloud resource 

from wherever they have connection rather than 

physical location. The top most benefits of cloud 
computing are Cost Effective, High Productivity, High 

Speed, Performance and Security.  

They are three types of cloud deployment. 

 Public. 

 Private. 

 Hybrid. 

Public Clouds are operator by a third party service 

provider which deliver the computer resources. Private 

Cloud resource used exclusively by a Single Business 

or Organization.  Hybrid Clouds combine Private and 

Public clouds bound to gather that allows data and 
applications shared between them. Four types of cloud 

services are Infrastructure as a Service (IaaS), Platform 

as a Service (PaaS), and server less computing, 

Software as a Service (SaaS). Cloud computing 

provides 1. Create new apps and services 2. Test and 

build application 3. Store, backup and recovery data 4. 

Analyze Data 5. Stream audio and video 6. Embed 

Intelligence. Other benefits of cloud computing are 
“Self Service Provisioning, Elasticity, Pay per Use, 

Work Load Resilience, Migration Flexibility. 

Attribute-based encryption (ABE) reconsiders the 

concept of the public-key cryptography. In general 

public-key cryptography, a message is encrypted for a 

particular receiver using the receiver’s public-key. 

Identity-based cryptography and in particular identity-

based encryption (IBE) changed the traditional 

understanding of public-key cryptography by allowing 

the public-key to be an arbitrary string. The key issue 

is that someone should only be able to decrypt a cipher 

text if the person holds a key for "matching attributes" 
(more below) where the user keys are always issued by 

some trusted party.  

 

Attribute based encryption (ABE) is type of public key 

encryption which the cipher text and the secret key of a 

user are deepen upon attributes. They are two types of 

attribute based encryption schemes 1. Key Policy 

Attributes Based Encryption (KP-ABE) and 2.Cipher 

Text – Policy Attribute Based Encryption (CP-ABE).  

 

In the existing system CP-ABE schemes, the size of the 
cipher text increases line nearly with an increase in a 

number of attributes. The size of the cipher text is 

larger and it as contain Boolean access policy. To avoid 
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these issues, we propose to leverage cipher text-policy 

attribute-based encryption (CP-ABE) (Bethen court et 

al., 2007) with location-based encryption (LBE) (Scott 

& Denning, 2003; Denning & Scott, 2003). The CP-

ABE is to handle static attributes within an encryption 

policy, while the principle of location-based encryption 

(LBE) is spend time to derive a symmetric key from a 

dynamic attribute. In order to save the computation of 

pairings, it needs a hybrid mode; that is, the session key 

is additionally bound to the location-based encryption.  

 
In this paper, we propose a novel Hybrid - Attribute 

Based Encryption (H-ABE) along with location 

information. It is hybrid method, which combines 

Cipher text Policy attribute-based encryption (CP-ABE) 

with location-based encryption (LBE) on the level of 

symmetric keys. It supports encryption using expressive 

policies; this can efficiently handle dynamic attributes 

with continuous values (i.e. location). It allows 

encrypting and logical combination of attributes. It 

contains CP-ABE with location information’s that are 

encrypted in the data packet. This may helpful to 
identify the exact location and also retrieve the data 

securely. In feature it can effectively handle dynamic 

attributes. 

 

                 II.RELATED WORKS 
 1. Encryption Techniques 

A secure connection can be implemented based on 

 Symmetric Encryption 

 Asymmetric Encryption 

 Identity Based Encryption 

 Attribute Based Encryption 

2. Symmetric Encryption 
This is the simplest kind of encryption that involves 

only one secret key to cipher and decipher information. 

Symmetrical encryption is an old and best-known 

technique. It uses a secret key that can either be a 

number, a word or a string of random letters. It is a 

blended with the plain text of a message to change the 

content in a particular way.  

 

The sender and the recipient should know the secret key 

that is used to encrypt and decrypt all the messages. 

Blowfish, AES, RC4, DES, RC5, and RC6 are 

examples of symmetric encryption. The most widely 
used symmetric algorithm is AES-128, AES-192, and 

AES-256. The main disadvantage of the symmetric key 

encryption is that all parties involved have to exchange 

the key used to encrypt the data before they can decrypt 

it. 

 

 
               Fig.1 Symmetric Key Generator. 

3. Asymmetric Encryption 

Asymmetrical encryption is also known as public key 

cryptography, which is a relatively new method, 

compared to symmetric encryption. Asymmetric 

encryption uses two keys to encrypt a plain text. Secret 

keys are exchanged over the Internet or a large network. 

It ensures that malicious persons do not misuse the 

keys. It is important to note that anyone with a secret 

key can decrypt the message and this is why 
asymmetrical encryption uses two related keys to 

boosting security.  

 

A public key is made freely available to anyone who 

might want to send you a message. The second private 

key is kept a secret so that you can only know.A 

message that is encrypted using a public key can only 

be decrypted using a private key, while also, a message 

encrypted using a private key can be decrypted using a 

public key. Security of the public key is not required 

because it is publicly available and can be passed over 

the internet. Asymmetric key has a far better power in 
ensuring the security of information transmitted during 

communication. Asymmetric encryption is mostly used 

in day-to-day communication channels, especially over 

the Internet. Popular asymmetric key encryption 

algorithm includes EIGamal, RSA, DSA, Elliptic curve 

techniques, PKCS. 

 

 
 

     Fig.2  Asymmetric Key Generator. 

https://www.ssl2buy.com/wiki/what-is-a-public-and-private-key-pair/
https://www.ssl2buy.com/wiki/ecc-algorithm-to-enhance-security-with-better-key-strength/
https://www.ssl2buy.com/wiki/ecc-algorithm-to-enhance-security-with-better-key-strength/
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4. Identity Based Encryption 

Identity-based encryption is a type of public-key 

encryption in which a user can generate a public key 

from a known unique identifier such as an email 

address), and a trusted third-party server calculates the 

corresponding private key from the public key. In this 

way, there is no need to distribute public keys ahead of 

exchanging encrypted data. The sender can simply use 

the unique identifier of the receiver to generate a public 

key and encrypt the data. The receiver can generate the 

corresponding private key with the help of the trusted 
third-party server the private-key generator (PKG). 

 

To operate this encryption scheme, the PKG first 

publishes a master public key, and retains the 

corresponding master private key (referred to as master 

key). Given the master public key, any party can 

compute a public key corresponding to an identity by 

combining the master public key with some known 

identity value (i.e. an email address). To obtain a 

corresponding private key, the owner of the identity 

used to generate the public key contacts the PKG, 
which uses its master private key to generate the 

corresponding private key. 

IBE is useful in that it does not require any pre-

distribution of public keys (referred to as certificates in 

PKG). On the other hand, it requires a trusted third 

party – the PKG. 

 

 
Fig.3 Identity Based Key Generator 

5. Attribute Based Encryption 

Attribute-based encryption (ABE) is as public-key 

cryptography, where a message is encrypted for a 

specific receiver using the receiver’s public-key. ABE 

defines the identity not atomic but as a set of attributes, 

e.g., roles, and messages can be encrypted with respect 

to subsets of attributes (key-policy ABE - KP-ABE) or 

policies defined over a set of attributes (cipher text-

policy ABE - CP-ABE). The key issue is, that someone 
should only be able to decrypt a cipher text if the 

person holds a key for "matching attributes" (more 

below) where user keys are always issued by some 

trusted party. 

 

Attribute based encryption that is also known as ABE is 

a type of public-key encryption in which the secret 

key of a user and the cipher text are dependent upon 

attributes. In an ABE system, a user’s keys and cipher 

texts are labeled with sets of descriptive attributes and a 

particular key can decrypt a particular cipher text only 

if there is a match between the attributes of the cipher 
text and the user’s key. It reduces the number of key 

used and thus make encryption and decryption process 

faster. 

6. Scheme for Hybrid Encryption 

 

 
 

             Fig.4 Scheme for Hybrid Decryption. 

 

  7. Scheme for Hybrid Encryption 

   The hybrid encryption scheme works as follows 

 A random session key is generated and the key is 

encrypted symmetrically and produce Cipher text 

CT1 

 Using Location Area L and key KLL, the location lock 

value is calculated. 

 Key with Location Lock Value, Generate a Hybrid 

Key  

 CT1 concatenated with CT2 represent the Cipher 

text. 

   8. Scheme for Hybrid Decryption 

   The scheme for hybrid decryption works as follows 

 Decryption made using his private attribute set {A} 

R. On successful decryption, the location area L and 

Keys are recovered.  

 Current GPS position PR is computed and verified to 

be inside the location area L. On success, the location 

lock value is computed, taking L and key KLL as 

input parameters. 

 The location lock value is recovered KeyH, in order 

to reconstruct Keys. 

 Keys are used to symmetrically decrypt CT1 to M. 

https://en.wikipedia.org/wiki/Public-key_encryption
https://en.wikipedia.org/wiki/Secret_key
https://en.wikipedia.org/wiki/Secret_key
https://en.wikipedia.org/wiki/Secret_key
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                     III. CONCLUSION 
Our Proposed Method, Hybrid - Attribute Based 

Encryption (H-ABE) along with the location 

information, which combines Cipher text Policy 

attribute-based encryption (CP-ABE) with location-

based encryption (LBE) on the level of symmetric keys. 
It supports encryption using expressive policies; this 

can efficiently handle dynamic attributes with 

continuous values (i.e. location). It allows encrypting 

and logical combination of attributes. It contains CP-

ABE with location information’s that are encrypted in 

the data packet. This may helpful to identify the exact 

location and also retrieve the data securely. In feature it 

can effectively handle dynamic attributes. 
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