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Abstract – Crypto-tattooing consists in associating once the encryption and tattooing to protect and perform a better secure 

transfer of image data. We used a mask generated randomly using a private key and the tattoo method by DWT. In this paper, 

we compared the encrypted tattoo and the crypto-tattoo by breaking down the image at the first and second levels and then 

subjecting it to different types of attacks. From the results obtained, we were able to determine that the crypto-tattooing that is 

to say encrypt the original bathroom image make a decomposition of the image at the second level and insert the mark in the 

LL1 underlayment better robustness against different attacks. 
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                      I. INTRODUCTION 
Currently, it is easy to access information via the 

internet in a way that is both very simple and very fast 

and less expensive. Scanned documents can be copied, 

edited and then reposted on the internet without 

worrying about copyrights. Despite organizations 

fighting against, piracy this did not solve the problem of 

copyright, on this we opted for tattooing and also 

encryption [1], [2], [3].  

 

Tattooing involves inserting a mark called "signature" 

that only authorized persons can detect thus proving the 
integrity of any document while the encryption allows 

designing methods to send disguised messages so that 

only the recipients can from the disguised messages 

retrieve the initial messages. In this work, we will 

mainly focus on the crypto-tattooing of a digital image 

that consists of encrypting and then tattooing an image. 

 

While the encryption allows designing methods to send 

disguised messages, thus proving the integrity of any 

document, so that only the recipients can from the 

disguised messages retrieve the initial messages. In this 
work, we will mainly focus on the crypto-tattooing of a 

digital image that consists of encrypting and then 

tattooing an image [4], [5], [6], [7]. 

 

II.PRINCIPLE AND METHODOLOGY 

OF CRYPTO-TATTOING 
1. Crypto-Tatoo 

The crypto-tattoo is to encrypt the image then the 

tattooed. 

To do this, we will first generate a mask. This mask 𝐾 

will be generated randomly from a secret key of the 

user's choice and then it will be sufficient to perform the 

𝑋𝑂𝑅 operation between the mask and the image to be 
encrypted. Once this operation is complete, we will 

tattoo this encrypted image using the discrete wavelet 

transform [8],[9],[10],[11]. 

 

 
 

Fig.1 Diagram of the Different Stages of Crypto-

Tattooing 

2. Emission Phase 

On transmission, the user chooses his secret key. 

Depending on this key, the random number generator 

will produce a binary sequence that will be useful for 

encrypting the image [12], [13]. This same key will be 

combined with the private tattoo key and the encrypted 

image to form the tattooed encrypted image. Finally, the 
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latter is put on the transmission line to be routed. The 

tattooed encrypted image will then be processed on 

reception in an inverse process [14], [15]. 

3. Reception Phase 

At the reception, the secret key is obtained after 

extraction of the mark in the crypto-tattooed image. The 

encrypted image obtained is finally decrypted with the 

binary sequence produced by the GNPA with the right 

key to restore the original image[16],[17].. 

 

III. CHOICE OF IMPLEMENTATION 

AND TATOO ALGORITHMS  
1. Vernam Stream Encryption of an Image 
The encryption function of Vernam is𝑦𝑖 =𝑥𝑖⊕𝑧𝑖   where 

⊕is one or exclusive (𝑋𝑂𝑅), and decryption 𝑥𝑖  =  

𝑦𝑖⊕𝑧𝑖 . Despite this simplicity, Vernam encryption is 

the only method that is absolutely secure [16]. 

2. Inserting the Mark 

It is necessary to create a mask 𝐾 which is generated 

randomly from a secret key at the choice of the user. 

And it is with this mask that we will apply the Vernam 
encryption operation with the original image to produce 

an encrypted image [17]. 

                         𝐼𝐶  =  𝐼 𝑥𝑜𝑟 𝐾(1) 

 Decompose the original image into four first-level 

wavelets. 

 Insert the mark to be hidden in the 𝐿𝐿 frequency band. 

Also, the mark will have to measure at most 256 x 256 

pixels. 

 Then, each pixel of the mark is calculated 

independently and then multiplied by a robustness 

factor "𝐾" and finally add with each component pixel 

the layer. 

𝐿𝐿 ′(𝑖, 𝑗)  =  𝑤𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘 (𝑖, 𝑗)  ∗  𝐾 +  𝐿𝐿 (𝑖, 𝑗)(2) 

The tattooed image is then obtained by reconstituting 

the three unmodified wavelets   (𝐿𝐻,𝐻𝐿,𝐻𝐻) of the 

original image with the one that has been 

modified (𝐿𝐿 ′). 

3. Extraction of the Mark 

To extract the mark, simply perform the reverse of the 

insertion steps. The encrypted and tattooed image will 

be broken down into four equal frequency coefficients 

that is to say a decomposition of the first level then 

apply the following formula. 

 

𝑊𝑎𝑡𝑒𝑟𝑚𝑎𝑟𝑘 (𝑖, 𝑗)  =  (𝐿𝐿 ′(𝑖, 𝑗)  − 𝐿𝐿 (𝑖, 𝑗)) / 𝐾  
(3) 

 

IV.RESULTS OF THE SIMULATION AND 

DISCUSSIONS 
During the tests, we used Lena's image as a cover image 

and the copyright image as a mark during our work. 

 

 
 

Fig.2 Image Used: (a) "Lena" Cover Image; (b) the 

"Copyright" Mark. 

 

 
 

Fig.3 Original Lena Image on the Left; Encrypted Image 

in the Center; Encrypted Image and Tattooed on the 

Right. 
 

To evaluate the robustness of our algorithm, we will 

attack the encrypted tattooed image and to do this we 

have chosen different attacks: 

 

Table 1 Correlation Normalized Following the Different 

Attacks Suffered by the Image. 

 

  
Level 1 

Décomposition 

       Level2 

Décomposition 

 
NCC NCC 

Attacks   

Ajout de bruit 0.9882 0.9935 0.9874 0.9928 
Découpage 0.0050 0.3812 -0.0072 0.5258 
Moyenneur 0.0502 0.6735  0.0571 0.7911 

Médian 0.0322 0.5323 0.0288 0.6158 
Rotation -0.0540 0.1230 -0.0713 0.2615 
Etirement -0.0358 -0.0562 -0.0464 0.0533 

Flou de gauss 0.2935 0.7792 0.2460  0.8463 
Compression 

JPEG 50% 
0.9883 0.9937 0.9878 0.9955 

Compression 

JPEG 70% 
0.9883 0.9937 0.9878 0.9955 

Compression 

JPEG 90% 
 0.9883 0.9937 0.9878 0.9955 

 

V. CONCLUSION 
The crypto-tattoo scheme proposed in this article owes 
its simplicity. Firstly to the encryption algorithm 

adopted for the image involving only the XOR logic 
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operator while ensuring a high level of security. On the 

other hand, the use of the DWT in the scheme gives the 

tattoo the properties of being robust and imperceptible. 

So the combination of both techniques achieves a 

compromise solution that reconciles imperceptibility 

and robustness to tattooing with simplicity. 
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