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Abstract – The Internet can be taken as a prodigious amalgamation of the powers of a system having Hardware and Software,
as they say, you may like it or dislike it, but you cannot ignore the Internet. The Internet is said to be one of the most
remarkable inventions of its time and it is the most used form of intercommunication, be it person to person or person to the
machine. But there is one more form of intercommunication, getting popular nowadays, is Machine to Machine, wherein
machines at both sides are not explicitly supervised by a person at that very time. The Internet of Things (IoT) is behind the
evolution of this very form of intercommunication and also works as the backbone technology for the same. This research
paper is an effort by the researchers to put some light on some of the most fundamental aspects of this phenomenal technology
known in the world of technology, as the Internet of Things (IoT).
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I. INTRODUCTION
The Internet of Things (IoT), with its recent
advancement, is having a roaring success into the
comprehensive computing network of the Ubiquitous
computing around the globe. The opportunities are
never-ending and, there is no end to the imaginations to
what can be accomplished with, the rapid advancements
in the field of the Internet of Things (IoT). As it is
going to transform the way we are thinking of internet,
the internet is going be now something very diverse,
that we ever imagined of it could be [1].
Day by day, more and more devices are getting
connected to the internet, by whatsoever means
possible, making the Internet of Things (IoT) to nurture
in its comprehensive arrangement towards becoming
the pioneer of the new technological era of Global
Computing System.Since its inception, back in 1982,
when it was first used commercially, the Internet of
Things (IoT) has come this far to rule globally and still
way more to bolster [2]. The fundamental thought
behind the Internet of Things (IoT) is to use the existing
internet infrastructure to provide a base to a special
virtual platform which is capable of accepting and
processing of various types of data from an enormous
number of devices around the globe.

II. ARCHITECTURE
It is mid-2018 now, and according to the speculation
which states that in the coming two to three years, there
will be more than quarter of a billion devices in the
network of the IoT, which are going to be connected
through the Internet. This number is gigantic enough to
cause failure to the current TCP/IP based network

architecture of the Internet used for IoT. The solution to
this problem is to work over the development of a new
open architecture to confront numerous security
problems and QoS (Quality of Service) concerns, and
also the current network applications can be reinforced
with the help of open protocols [4].
As the protection of user’s privacy and their data are the
prime concerns for IoT, and if not addressed
adequately, not having a privacy assurance is certainly
going to affect how IoT will be accepted by
masses.There are lot many multi-scale architectures for
security are proposed for the future stages of
development in the field of IoT.
1. Coding Layer
The Coding Layer is held responsible for the
recognition of the objects of interest and acts as the
base fundamental component of IoT architecture. To
make different objects to be identified, a unique Id is
provided to each participating object.
2. Perception Layer
Every participating object in the IoT is given a physical
meaning by this perception layer. Various data sensors,
e.g. Infra-red Sensors, RFID tags or sensor networks,
with the help of which the speed, temperature, location
and humidity of the participating objects can be sensed,
are incorporated in this layer [4].
The input for the next layer, i.e. Network Layer, is
actually digital signals, which are the result of the
conversion process of the meaningful information
collected from the sensor devices with which the actual
participating objects are connected.
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3. Network Layer
This layer is responsible of extracting meaningful
information from the digital signals received from the
Perception Layer and then transmitting this information
to the next layer in the hierarchy, i.e. Middleware
Layer. Various transmission mediums can be used to
transmit this information, and the list includes
Bluetooth, GSM, WiFi, 3G, WiMaX etc. having
MQTT, IPv4 and Ipv6 protocols, and this information is
received by the processing systems of Middleware
Layer.
4. Middleware Layer
The Middleware Layer is held responsible for
processing the meaningful information received from
the Network Layer. Ubiquitous and Cloud Computing
is used here to serve the purpose by ensuring an
authenticated access to the database where all this
required information is going to be stored [5]. This
stored information is processed using smart processing
apparatus and on the basis of such refined conclusions
there is a completely automated action is taken place.
5. Application Layer
For the implementation of large scale IoT networks,
this application layer can be quite conducive, as on the
basis of the processed data provided by the Middleware
Layer, this layer is responsible to actually realise the
IoT applications for each and every kind of business
available [6]. And many of such significant applications
are discussed in this research paper in the forthcoming
section.

Fig.1 IoT Architecture
6. Business Layer
To implement adequate and competent business
strategies, various business models are created by this
business layer. All IoT associated research is being
carried out by this layer by managing the services and
applications of IoT.

III. TECHNOLOGIES
An amalgamation of latest and efficient technologies is
required to establish a ubiquitous computing system,
and it is solitarily conceivable with the help of
assimilating various technologies. With the help of such
technologies, the participating devices can be
recognized and interconnect with one another, and it is
also the fundamental requirement for a ubiquitous
computing network to act as IoT as it requires all the
digital devices to be distinctively recognized and also to
make them capable of reasoning and interacting with
the other devices in the network to accumulate the data
which is essential to automate the action taken by the
devices. To escalate the extensive development of IoT,
we have the list of following pertinent technologies to
discuss particularly in this segment.
 Optical Technologies
 Networking Technologies
 Micro-Electro-Mechanical Systems (MEMS)
Technologies
 Nano Technologies
 Radio Frequency IDentification (RFID)
 Cloud Computing
 Wireless Sensor Network (WSN)

IV. APPLICATIONS
To develop an extensive assortment of ingenious
applications, it is necessary that not only almost all of
the commonly used routine real-world applications
must communicate with one another, but also these
applications should share pragmatic information with
one another. And this scenario is there, as these
applications are not smart enough to interact with one
another. And it is quite certain that in the coming time,
to enhance the quality of a human life, such emanating
applications, having capabilities which are selfgoverning in nature, will play a very crucial role.
We already may feel the presence of such IoT based
applications in the market, although such applications
are still in their development stage, which includes a
very phenomenal experience of having a self-driving
car running in the real-time traffic without any
simulation in legitimate meteorological and roadway
conditions using the real-time information reciprocity.
Despite the fact that the list of imminent IoT
applications, which are capable of adding a great
amount of comfort to the life of humans, is quite long to
be discussed in a section here in this research paper, yet
we have a few prominent applications of IoT to discuss
as below:
1. Smart Traffic System
Traffic is an inseparable issue of a society and each and
every issue related to the same must be addressed in an
appropriate manner. A system should have been
designed having IoT as the backbone technology, which
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will use the information exchange between participating
objects in the traffic, to mitigate the traffic conditions to
a great extent. Rather than applying general image
processing approaches, IoT technologies can serve the
purpose in a far better manner for an aforesaid smart
traffic surveillance system having instinctive
identification of automobiles in the traffic and other
many crucial aspects required in such system. It is
implicit that with the aid of this smart traffic
surveillance system, the jams in the traffic will be
reduced and everyone will be perceiving a great
experience during their transportation [5].
The other characteristics of this smart traffic
surveillance system might include traffic calamities
reporting, a reduced amount of environmental
contamination, ascertainment of vehicle thievery and
many more. Driving and walking tracks may be
ameliorated in the smart city arteries having such an
aforesaid system by providing alternate routes in the
situations emanated due to vicissitudes in the weather,
unanticipated traffic jams or natural calamities [7].
Conservation of Energy is possible by making the
traffic illumination system adaptable to meteorological
conditions and also all and sundry in the smart city may
have access to the information showing the availability
of parking spaces all over the city.

Fig.2 IoT Applications.
2. Smart Environment
The smart environment is all about having state-of-theart ingenious IoT technologies to be used for the
forecasting of natural catastrophes including tremors,
deluge, wildfire and so forth [9].
3. Smart Home
In the concept of Smart Home, one can control and
operate the home appliances remotely as per the
requirements. To descry unforeseen water leakages,
overloading etc. and to conserve the resources, there is
a requirement of legitimate monitoring of water supply

system, utility meters and power resources [13].
Larceny can also be restrained with the help of an
appropriate infringement ascertainment system.
There is certainly a possibility of having a smart
gardening system in the smart home wherein the
measurement of the clamminess, precipitation, climate
temperature, light and additional horticultural vitals can
be taken proficiently and also it is going to provide
automated water supply to the plants in the garden as
and when required as per the necessity of the plants.
4. Smart Hospitals
Each and every patient in the hospital will be wearing a
smart RFID embedded tag, which is a flexible wearable
gadget and will be allotted to the patient on their advent
into the hospital. The crucial vital signs of the patients,
e.g. temperature, blood pressure, heart rate etc., can be
observed not only by the doctors but by the nurses as
well, disregarding of the location of the patient, within
or away from the hospital establishment.
A normal ambulance might not be able to reach to the
patients in extreme medical contingencies at distant
locations, whereas a Drone ambulance (a component of
the Smart Hospital Solution) is capable enough to reach
over the patient’s location through air travel with a
contingency kit, which will enable the doctors to not
only to receive the tracking of the patient but to provide
a medicinal aid till the normal ambulance reaches the
patient's location.
5. Smart Cultivation
Smart Cultivation is quite helpful to multi-fold the
production of an agronomic land by appropriate
observation of Light, Clamminess, Soil Nutrition etc.
and by monitoring of temperature for an automated
climate control to make the experience of green housing
better. To improve the water quality, accurate watering
will help and the fertilizers can be saved by accurate
fertilization as well.
6. Smart Retailing and Supply-chain Management
IoT with RFID can be proven to be of a great help, as
the products with RFID implantation can provide
tracking information of the stocks and it can be used to
detect and prevent shoplifts. One of the major
problems, having items going out-of-stoke, can be
resolved by placing the order autonomously as soon as
the product quantity in the stores goes to the minimum
level. Sales charts and graphical representation for the
data in the system can be generated to help the retailers
to work upon the effective strategies.

V. SECURITY AND PRIVACY
CHALLENGES
The IoT has gained its popularity by making a human
life much more comfortable than it was earlier, as with
the help of IoT one can locate anyone and can be
addressed as well [10].
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But until and unless we as the users are not sure enough
or not confident enough regarding the privacy and
security of our data, the adoptability of IoT will remain
constrained. To be adopted globally, there is a need of a
robust security infrastructure for IoT. Out of many,
some of the IoT security problems are discussed below:
1. Accessing the RFID Tag illegitimately
The RFID tags used in IoT applications can be accessed
by the intruders not having enough privileges and the
secret information in these RFID tags about the user
can be passed on to the fraternity trying to harm the
user and/or application. There is even a possibility of
not only alteration of the information in the RFID tags
but the same information can be impaired as well. The
RFID may also be injected with an RFID virus also, to
attack over the complete application technological
architecture.
2. Security Infringement in Sensor Nodes
IoT has Wireless Sensor Network (WSN) as the
backbone technology for proper and accurate
functioning. The WSN is composed of innumerable
sensor nodes which are not only transmitting the data
present over these nodes, but also allowing the
acquisition of data as well. And by having this bidirectional mode of communication, these nodes are
making the whole Wireless Sensor Network susceptible
to various types of attacks, out of which some are Sybil
Attack, Jamming, Flooding and Tempering and
discussed as under:
In the case of Sybil attack the sensor node, in the WSN
of an IoT application, is affected very much by
numerous anonymous identities claimed by the
attackers. The Jamming is all about intervening with the
operating frequencies of sensor nodes to impede the
entire network.Flooding falls in the category of Denial
of Services attacks, and it is held responsible for
causing the problem of memory exhaustion by
increasing the traffic.On the other hand, in the case of
Tempering, the assailant can make the existing sensor
node to a controllable one by extracting and/or
modifying the confidential data present over the sensor
node.
3. Misuse of Cloud Computing
Resources can be shared among the congregated servers
in a very well-planned network architecture known as
cloud Computing. Resource sharing, that took over
internet, obviously it is open to a lot many security
threats including Data Loss, Malicious Insider, Man in
the Middle, Monstrous use etc. discussed below:
The confidential data present in the network can be
extracted as well as altered or deleted by the attacker
and this threat is Data Loss.The confidential data can be
manipulated by the Malicious Insider by accessing it
and this insider has all authorized access to the system.
The
communicating messages
between
two

participating entities can be intercepted and/or altered
by this man in the middle by hijacking of account.There
is monstrous way to use the cloud computing by
injecting a malicious software into the server to get all
over control of the server and its connected peripherals.

VI. CONCLUSION
It is inevitable that the development in the field of
Internet of Things (IoT) is going to increase
exponentially with the nonstop growing of the
upcoming IoT technologies. By entrenching brilliance
into the gadgets around humans, this imminent
networking archetype is certainly going to put a great
positive effect on every aspect of human life including
smart health, automated homes and atmosphere
monitoring. This research paper talks about basic
fundamental aspects IoT with the explanation of a
definite architecture needed for the deployment. The
discussion further progresses towards the elucidation of
IoTs prominent applications which are ultimately going
to make human life easier. Although the IoT is
considered to be an extensively accepted technology in
near future, still it becomes mandatory to deliberate the
security and privacy aspects related to the user. That is
the reason why the privacy and security issues of IoT
necessitate adequate handling efforts.
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