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Abstract- Customers find online auctions convenient because they can transact from any location yet they face reliability issues 

due to fraud and false bidding sides a secure online auction platform based on blockchain and smart contracts and encryption 

features to provide clear and reliable operations to users the systems prototype received testing as a first step the investigation 

demonstrates that these system technologies enable users to prevent fraudulent practices and ensure data protection along with 

establishing increased confidence in platform usage. 
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INTRODUCTION 

 
Online auction sites now serve as the primary resource for 

people who need fast and convenient item purchasing and 

sales methods online auction sites offer specific advantages 

primarily to users who treasure quick and effortless 

transaction methods user popularity for these platforms comes 

with challenges because scammers manipulate the system by 

making dishonest bids and engagement the repeated 

occurrence of similar problems generates doubts about the 

fairness along with security vulnerabilities in current online 

auction platforms this research develops a modern auction 

platform that applies blockchain operations together with 

smart contracts and encryption features to resolve current 

problems the designed technologies aim to enhance security 

while promoting transparency for the purpose of rebuilding 

user trust the system architecture aims to create an authentic 

secure virtual platform which gives participants trust in 

conducting auction-related transactions. 

 

II. LITERATURE REVIEW 
 

Many researchers have explored the challenges of online 

auctions and how modern technology can help solve them. 

 

 Blockchain is like an online record book that verifies all 

of the transactions in a manner that they cannot fake or 

tamper with it—so that it is simple for everyone to 

believe in the system (Nakamoto, 2008; Cachin, 2016). 

 Smart contracts hen activate that action themselves 

automatically, i.e., disburse or enforce bids the very 

moment certain terms are fulfilled—with no help required 

from an intermediary (Buterin, 2014; Christidis & 

Devetsikiotis, 2016). 

 Encryption is also a virtual lock, which protects 

passwords and business sensitive information by 

encrypting it with a secret system that only authorized 

people can decipher (Rivest et al., 1978; Swan, 2015). 

 

III. METHODOLOGY 

 

 The website was designed such that it would safeguard 

user data and ensure a secure auction process. Here is 

how it works: 

 

 Authentication of the User: Only legitimate users are 

permitted to participate in the auction. Every individual 

needs to register and pay securely first before they are 

allowed to access the system. This reduces bogus users. 

 Smart Bidding System: The system uses smart contracts 

to manage bidding. As soon as an individual places a bid, 

it is automatically authenticated and recorded. The 

highest bidder is announced a winner once the timer ends, 

and no one can change the result. 

 Blockchain for Transparency: From bidding to payment 

is all tracked on the blockchain. Because this information 

cannot be altered, the users are assured that the process 

was legitimate. 

 Security through Encryption: All personal and financial 

data is protected through strong encryption (like AES). 

This keeps hackers away from accessing user 

information. 

 Implementation and Results : A first platform model 

was established which comprised 

 Ethereum blockchain to hold transactions 

 AES end-user encryption of information  
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 It was tested in the lab. The result was reassuring: 

 Security: The external parties were effectively kept away, 

and there was no proxy bidding. 

 Speed: The transactions were done speedily. 

 User Experience: Users indicated the user interface as 

simple and easy to use and extremely easy. 

 

Overall, the evaluation confirmed that the system enhanced 

security together with transparency. The users remained 

secure while undergoing the process of experiencing auctions, 

and fraud cases were reduced. 

 

 
 

Methodology Figure 1 

 

User Interaction Flow 

 

The users register and log into the website. Once 

authenticated, they are free to browse through available 

products. Upon selection of a product by a user, the system 

checks whether the product is part of an existing auction. 

 

If the product is already under auction, then the user can bid. 

The system keeps monitoring all the auctions and notifies 

users in case they get outbid, encouraging them to continue 

participating. Once the auction is completed, the highest 

bidder wins and is encouraged to complete the buying 

process. 

 

If the product chosen is not an active auction, the buyer can 

buy the item directly through a "Buy Now" option, 

eliminating the formalities of the transaction and bypassing 

the competitive bidding process. 

  

 Seller's Role in the System 

Sellers are able to list new items and control their auctions. 

They are able to view live bids, which allows them to estimate 

participation and interest for their items. 

 

 Administrator Roles 

Administrators will have the responsibility to ensure overall 

security and integrity of the site. They possess user account 

management, listing verification, auction monitoring, and 

system report creation to gauge performance and assure 

transparency. Their supervision keeps the platform running 

objectively and effectively for everyone. 

 

Discussion 
This system fixes many of the common problems in online 

auctions. Here's what makes it better than traditional 

platforms: 

 

 Smart contracts handle bids, therefore nobody can cheat. 

 Each event that takes place is recorded in order on the 

blockchain, therefore able to verify exactly what 

happened But there are still some challenges. 

 Blockchain networks such as Ethereum possess 

transactions that are extremely expensive which can be 

too pricey for small transactions. 

 The platform must be scalable in order to allow 

concurrent access by numerous users. 

 As blockchain technology is not always clearly 

understood, it is important that the platform is made 

accessible to everyone. 

 

These are areas for future improvemen 

 

IV. CONCLUSION AND FUTURE WORK 
 

This paper describes an online auction website built using 

blockchain, smart contracts, and encryption that protects users 

and provides open, fair trading. In our work, we have 

demonstrated results that reduce fraud, build user trust, and 

enhance the experience. 

 

In the future, we will work on : 

 We will try to reduce costs by trying out cheaper 

blockchain networks. 

 Make the system speedier and more appealing to expand. 

 Add the facility for features like fraud defense and user 

input. 

 Get understanding into how individuals use the website 

so we can keep improving it. 



 

 

 

© 2025 IJSRET 
3 
 

 

International Journal of Scientific Research & Engineering Trends                                                                                                         
Volume 11, Issue 3, May-June-2025, ISSN (Online): 2395-566X 

 

We imagine that this site could really make online auctions 

significantly different, easier to use, fairer, and more for 

everyone. 
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and provides open, fair trading. In our work, we have 

demonstrated results that reduce fraud, build user trust, and 

enhance the experience. 

 

In the future, we will work on : 

 We will try to reduce costs by trying out cheaper 

blockchain networks. 

 Make the system speedier and more appealing to expand. 

 Add the facility for features like fraud defense and user 

input. 

 Get understanding into how individuals use the website 
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We imagine that this site could really make online auctions 

significantly different, easier to use, fairer, and more for 

everyone. 
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